
  

 

 
CTI-TC Monthly Meeting: Session #2 

 
 

Meeting Date: April 26th, 2018 
Time: Session #2 – 21:00 PM US EDT 
Purpose: Monthly CTI TC Meeting 

  

 Attendees: 

 
 

 
Agenda: 

• STIX 2.1 ballot results and next steps 

• Call for STIX 2.1 SDO sponsors and PoC implementations 

• News from RSAC 

• Upcoming training sessions 

• Interop update 

• TAXII 2.1 CSD01 update 

• STIX 2.1 CSD01 update 

• Upcoming F2F meetings 

• Q&A 

 

Meeting Notes: 
 Richard Struse 
  Good evening! This is the session 2 of the April monthly meetings.  It looks like that we have 

people normally come to this meeting. So I'd like to get going I'm going to share my screen. I was having 
some issues with that earlier. So, I switched to this mode, Now unfortunately it is mode I cannot see the 
chats. So if someone has a question or please just interrupt as we go. 

Name Company Role 

Struse, Richard MITRE Corporation Chair 

Casey, Tim Intel Corporation Voting Member 

Coderre, Robert Accenture Voting Member 

Dye, Daniel NC4 Voting Member 

Gurney, John-Mark New Context Services, Inc. Voting Member 

Hunt, Christian New Context Services, Inc. Voting Member 

Jordan, Bret Symantec Corp. Voting Member 

MacDonald, Terry Individual Voting Member 

Masuoka, Ryusuke Fujitsu Limited Voting Member 

Parrish, Nicole MITRE Corporation Member 

Pumo, Beth Kaiser Permanente Voting Member 

Satomi, Toshitaka Fujitsu Limited Voting Member 

Shok, Richard U.S. Bank Voting Member 

Storms, Andrew New Context Services, Inc. Voting Member 

Thompson, Dean Australia and New Zealand Banking 
Group (A... 

Voting Member 

Webber, David Huawei Technologies Co., Ltd. Observer 

Yamada, Koji Fujitsu Limited Voting Member 
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Please record your attendance if you have not done so, this maintain your voting rights. We have a 
relatively long agenda, but we got through it this morning and had a few minutes to spare. Let’s go through 
the slides.  

As we mentioned in the beginning of the year, this will be the year of implementation, adoption and 
interoperability. As we cover these topics, you will see the theme. We will cover the topics now, the slides 
are in a slightly different order as presented in this agenda. 
   
Summary of the RSA conference: 
 
The number of U.S. members were in attendance. We got together at a luncheon and Birds of a feather 
posted for the third year in a row by the folks in New Context. Thanks to New Context for hosting and 
putting it together and thanks to the folks at Oasis for handling the registration and logistics. 
 
The interest was well attended. I was happy to see that there were lots of new faces, people who were not 
part of the TC, people were new to STIX and TAXII were attended. So that was really great to see 
everyone. Another thing was really important in that is instead of spending a lot of time talking about the 
specification of STIX or TAXII protocol,  we spent a lot of time talking about why it matters to have a 
standard and why it's important for people to implement and achieve the interoperability. 
 
Allan Thompson did a great Job talking about the interoperability program or the plug fests and presented 
the STIX preferred program which is the branding around the self-certification that we're launching. 
 
That was really well received and Allan did a great job. We also had a demonstration that arranged by the 
folks from New Context, provided a tool called Quiet Idaho National Lab which is the STIX 2 Editor and 
Visualization Environment which was also really interesting to see and the point being that you know we're 
we're seeing organic uptake of STIX and TAXII in the community. We see people implementing it now. 
 
One of the things that I heard at our RSA was from different vendors who are yet to announce their support 
for STIX and TAXII 2 buy or not. So that was really good to see. 

 
We also rehearsed (?) that OASIS has a STIX/TAXII showcase. This morning we had Jane Harnad from 

OASIS on the phone. And Jane talked about that. She described it as a great success. There was great 
good placement. And there was opportunities for each of the vendors in that to give a couple of 
presentations which were well received. 
 
Jane also talked about the plans for next year for RSA 2019. And she informed us that RSA is changing the 
rules are really adding another layer of hoops that an organization like OASIS has to jump through to do the 
kind of civilian boost that oasis does. And RSA is now reserving the right to essentially that the participants 
in those in this kind of civilian to make sure that none of the participants owe RSA money or were people 
who used to have a booth decided not to have a booth now. They have a set of rules. It's their show and 
they are Hosier. 
 
Those on exhibitors including OASIS. So the bottom line is if your organization is interested in participating 
next year at the RSA 2019, stay tuned for announcing that change should be coming out mid of may about 
the parameters that will be in place for that for that show and what RSA is doing.  
 
So people are interested please stay tuned.  
 
I also mentioned that there adjacent to the IBM Trey Darley from New contexts did the talk on Friday 
morning about the STIX 2 to having presentation. Trey described it this morning. There was a lot of interest 
especially after the talks people coming up and it wasn't just the usual suspects. So it was successful RSA. 
We are looking forward to fall into one of the things that we heard there. 
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Again, in the spirit of not just focusing on the standards but helping people use the standards we are 
offering a full day of training which is open to the public on June 6 in Reston Virginia. This is an event 
hosted by Looking-Glass. This is the day after the plugfest that Looking-glass has hosted. So this is a Face-
To-Face where we're not going to be doing the specification work. You know, we, the editors of The co-
chairs took a look at where we were the documents and we and we figured that's where we really needed to 
focus our time and attention was on helping people to grow up and test their informants nations through 
your programs and also to do some training to help increase awareness of STIX/TAXII 2 each year. 
 

I met people at RSA that are just a few I assume were not all that create new versions of STIX and TAXII 
and they were surprised to hear that STIX 2 was in JSON for example. So I think we have more work to do 
to get the message out there. So there's a link here to register there. 

   
Eventbrite registration here:  
  https://www.eventbrite.com/e/oasis-cyber-threat-intelligence-plugfest-training-june-2018-
registration-44601011827  
 
I believe there are still some parts available in person but if there are not there is a remote participation 
option and a lot of people have registered for that as well. And I also want to mention that the FIRST 

conference. Trey Darly and I will be giving a presentation at the FIRST Conference in Kuala Lumpur. Here's 

the link to that. 
 
2h45 workshop at annual FIRST conference in Kuala Lumpur. Details here: 
https://www.first.org/conference/2018/program#pstix2-taxii2-workshop  
 
But I think the more important point is that we have this training materials that have been developed by 
some community members including MITRE contributed and are now owned by CTI TC and everyone is 
welcome to use those materials as you see fit. If you're interested in using those materials changing and 
improving them. If you if you improve them we'd love to see and contribute content back. 
 
But if you want to go give a talk and STIX/TAXII in your organization for your customers or use a group or 
conference feel free to use those. You don't have to ask anyone's permission if you want to run your own 
training event. Then please know just feel free to go ahead and do that again. 
 
You don't have to get anyone's permission to do that. And if those events are open to the public you know 
we'd be happy to help you advertise and promote so. Are there any questions about training? I will say that 
we are looking for other training venues throughout the year. And if your organization is interested in hosting 
a training event that would be open to the public you know please contact right now and just shoot me an 
email and love to talk to you about doing.  
 
( we don’t have Jason or Allen on the phone, so I will talk to this the next slide - Interop)  
 

 Update on the Interop Specs – Asked for more reviewers 
[Updated interop test specs published as drafts:] 
Part 1: https://www.oasis-open.org/committees/document.php?document_id=62881&wg_abbrev=cti-
interoperability   
Part 2: https://www.oasis-open.org/committees/document.php?document_id=62882&wg_abbrev=cti-
interoperability 
 

As I mentioned plug-fest is on June 5th and Looking-glass’s office in Reston. There is a registration 

link there. See above Eventbrite registration link.  

https://www.eventbrite.com/e/oasis-cyber-threat-intelligence-plugfest-training-june-2018-registration-44601011827
https://www.eventbrite.com/e/oasis-cyber-threat-intelligence-plugfest-training-june-2018-registration-44601011827
https://www.first.org/conference/2018/program#pstix2-taxii2-workshop
https://www.oasis-open.org/committees/document.php?document_id=62881&wg_abbrev=cti-interoperability
https://www.oasis-open.org/committees/document.php?document_id=62881&wg_abbrev=cti-interoperability
https://www.oasis-open.org/committees/document.php?document_id=62882&wg_abbrev=cti-interoperability
https://www.oasis-open.org/committees/document.php?document_id=62882&wg_abbrev=cti-interoperability
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Please register if your organization is intending to participate in the plug-fest. Last one we had 11 
organizations represented. 

 
I think Allan said that we're going there are. Jason said that we have more at this one so this is a 

great opportunity you have. There are some STIX and TAXII to comply and technology for you to come and 
test that out. So please write to or contact Allan and Jason if you're interested in participating. But our goal 
is to do these plugfest pretty regularly so that implementers have an opportunity to sort of regularly test their 
progress in achieving interoperability with other implementations. We also want to say that there are 
updated interopt test specs both part 1 and 2 publishes drafts or the documents that are used in the plug. 

 
Now maybe even more importantly these the documents that govern the ability to retrieve STIX 2 

preferred status. So if you or your organization interested in self-certified to, to be the right to declare your 
product has to put further into the deaths. And so there it behooves you to take a look at the documents 
review and comment on them. As you see fit because ultimately when the STIX 2 perfected badges are 
started to be handed out for organizations that self-certified their conformed to these. Don't complain that 
your organization does not own that to them because you have an opportunity to review and comment. 

 
So, Rich encourage people to take a look at the really very great work they're very in-depth and 

comprehensive. 

  
There is also talking about STIX prefer program - draft terms of use and instructions. These are legal 
documents. And what organizations have been doing we encourage you to do is having their general 
counsel reviewed these documents and provide any feedback so we can you know try to get that 
incorporated. So again this is one of those things. They are out for review. You have an opportunity to 
provide substantive comments. Please do so at some point. We're going to declare these done and then 
these are going to be the documents the governor of the STIX 2 preferred program.  
 
So this is your first opportunity to have an influence on what those documents look like. Any questions? 
Alright,  
 
 
Brat Jordan -- 

Working Draft 01 is out for review, Please review, comment on email or in Google Doc. 
  CSD 01 should be released soon, based on feedback from Working Draft 01 
  Major changes from 2.0 
   Change discovery URL to /taxii2/ 
   API Root to allow relative URLs 
   Manifest resource is now singular object 
   Item based pagination removed 
   Updated content negotiation section 
   Updated media types 
  Roadmap for 2.1 
   CSD01 - Major changes 
   CSD02 - New features need sponsors 
  Possible features for future CSDs 
   Pagination | Query | Channels 
 
 
So I just want to make sure everybody is aware these are not a working draft as CSD01 was out for review 
about a week and a half ago, when we started getting a few comments and pieces of them back in. And we 
encourage you all to review the see just a working draft. 
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If you have comments or feedback on it please send either to the email list or make the comments inside of 
the Google doc itself. We will plan to release a CSD for TAXII 2.1. sometimes still. Obviously that will be 
based on the feedback that we get from this working Draft 01. So we have a few grammatical changes. 
So you text issues editorial type thing. So far so we'll easily to do a working draft 02 for the CSD but that's 
basically where we're at. So if you haven't seen that please make sure you review it. I know there is a public 
download link for it and we've had you know quite a few people external to the TC downloaded and are 
reviewing it and obviously they can provide feedback but it is gaining popularity and gaining traction. 
   
So just make sure everyone is clear and you need to maintain the really good transparency. We've been 
documenting all of the changes from 2.0 to shoot out what we've been documenting the issue tracker and 
get help in addition to that whenever there's a text change. Before we close out the issue we have been 
copying in the new text and putting that issue tracker so that you can see exactly what has changed. 
 
Obviously when we release use the word document or a PDF you can do a deal for the files too and you 
can see the changes I wanted to highlight some of the key things that have changed in this first CSD:  
 
This first proposed CSD, the discovery URL and has changed from this taxii the taxii2 that came up through 
implementations of various vendors working on it and having conflicts with their existing taxis one 
infrastructure. And so we've made that change. The API Root information inside of the discovery resource 
can now advertise relative URLs or instead of just fully qualified URLs. A lot of this comes from an actual 
deployment experience. We are like deploying like a Rackspace or Amazon cloud of google cloud or 
something that you don't always know the URL because it's going to be relative to something else that can 
kind of change due to Microsoft (Micro surface?) architecture. So we do allow a relative or else start to 
manifest resource is also now a singular object instead of a combination of all of the objects or all of the 
meta data the single objects. And we went into quite a bit of detail at the last Face-To-Face and over email 
explaining why this is a problem and you know the performance impact that would be caused by doing 
some of the way. 
 
So that changes that made.  
 
Another issue that came up through actual implementation was the item based pagination. So that has been 
removed from this version. Obviously we're going to put some form of pagination back in but we don't yet 
know what that is. Ida based pagination are proved to be very problematic. We were warned by several 
individuals early on that the TAXII 2 develop. It's not that we didn't listen to them. It was really great 
feedback that there wasn't any canonical data that said okay this is why this is bad. It was it kind of felt more 
subjective. But then after you know trying to implement this we discover reveal several different 
organizations have discovered that this really is problematic. So we have to unfortunately pull them out.  
 
We updated the content negotiation section but the really the overall change was the new media types. We 
had to make that change per specifications. When we originally talked with Oasis they told us to use the 
vendor tree better apparently that was incorrect and we were supposed to use the standards tree. So we 
had to make that change. And just to give everybody an update I've been working with OASIS on that 
registration and we have since submitted all the documentation to the Ion and the main asked for their 
public review. And once that data gets approved then we'll make the formal submission request to it which 
they will assign an expert review out of. I think yes to review our documents and review what we're doing 
and then hopefully we'll get approved. We will then take that information that I wrote and put that into the 
specifications themselves.  
 
For the roadmap of TAXII, in this first CSD that we're planning on doing maybe in the next week or so 
depending on the feedback is going to contain the major changes and any breaking change that we are 
aware of. The future CSD for 2.1 that will come out as the features are made available and this functionality 
gets completed for those features obviously need sponsors and the people that are willing to write code to 
verify that  those things work. So those are possible features that we know we need for today are 2.1 
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wanting his arms to be a replacement for pagination. So new pagination strategy and some form of taxii 
query whether that's something right where Trey have original done or whether something Jason or Terry 
had worked on that something as in the mix between the two are we did, we know something there.  We 
also need TAXII Channels I've heard from quite a few organizations and vendors that are really waiting for a 
taxii channel so that's something that's very important to them for their business model. So that's something 
that we're going to look at. 
 
Query for specific relationships 

One thing I forgot to put on this slide the ability to query for specific relationships or specific other 
victims of a relationship. So perhaps an indicator give me a relationship to also give me the other side of 
that relationship the ability to automate….Please let me know I'd like to give out work and get it. 

 
You know we do need to make sure that people are actually implementing this. You know some of these 
things that we found in the plug fast you know you know people are on the table a carmaker that had we 
started you know doing coding earlier aren't we with a firewall so that they can change it really early so we 
want to make sure all that takes place. 
 

Update on the Ballot that was closed 

 
So last Tuesday, the 17th, we had ballot closed. This ballot was designed to have a TC decide or a way 
forward for STIX 2. the approach that we were going to use to determine when the release was done. There 
were three options presented: option 1 and prevail by a pretty clear almost 2 to 1 margin. I was pleased to 
see the 75 percent of eligible voters participated in the ballot. You know this is an important question and 
you as TC members this is your TC, and these are your standards. So you know I always encourage people 
to vote because that's the way that you can actually you know help shape the future of the standards. 

 
75% of eligible voters participated in the ballot. 
Option #1 won in a 66/34% split. 
We have a clear path forward for STIX 2.1. 
 
  
Status on the Sponsors list for 2.1 Objects 
 
So we now have a clear path forward for STIX 2.1. Option #1called for at least three CSDs with a number of 
different objects and features in each of them and it calls for a relatively stringent criteria for inclusion in the 
final see that they we have the definition of what it means for those to be done. And it meant that we had 
clear specifications targets. We had a interoperability test defined or existing tests reference and we had 
two independent proof of concept implementations of some aspect of the audit and our key feature so now 
that we have a clear path forward, our next steps are figuring out what organizations and the TC are going 
to sponsor and we we know somewhat informally about who is going to step up and say this particular 
object is important to me and my organization and we're going to help to make sure that we have the 
specifications test, the interoperability tests and we're going to help to identify proof of concept 
implementations. And then we also have to go with the editorial work to actually release the 2.1 CSD01 and 
that goal is to have CSD01 out relatively soon and then we'll talk about all of that. This is a this is something 
you're going to see more and more of that which is a list of objects or features or features like competence 
or internationalization objects like locational or Informa and opinion. who is sponsoring them? And again the 
sponsors are giving as many sponsors you are organizations that are volunteered to say we know we care 
about this particular feature.  
 
So in this case MITRE Corporation said we care about the opinion object, that not that we don't care about 
the others but we've stepped up and said what the opinion objects we're going to make sure that they are 
included in the specifications. We're going to work to or identify or define the new interoperability tests in 
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order to help make sure that we have to proof of concept implementations of the software. This doesn't 
mean the sponsors do all the work. Now I want to be clear about that. The sponsor is far reorganizations 
they're saying they are going to be the guardians of that object and try to shepherd it through the process. 
So it's not that MITRE necessarily has to do all the work or new context to Symantec / DC 3 that these other 
objects. But these organizations are stepping up to try to help ensure that these objects meet the criteria 
that were defined as our approved approach. 
 
Next steps are: 
   identifying sponsors and PoC implementers for new 2.1 SDOs 
   completing the editorial work to release a 2.1 CSD01 
   Discussion of the above to follow 

   
  
 
Some side discussion in the chat related to Fujitsu is also willing to host it in Japan, but attendance is a concern. 

Some agreed that a F2F in Japan along with a Training and Plugfest is good.  

 
Meeting Terminated 
***************************************************************** 


