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the requirement for cryptographic material to remain within a geographical location or boundary (data 
sovereignty) 

3.29 Revocation Reason Codes 
The enumerations for the Revocation Reason attribute specified in KMIP  [KMIP-SPEC]) are aligned with 
the Reason Code specified in [X.509] and referenced in [RFC5280] with the following exceptions. The 
certificateHold and removeFromCRL reason codes have been excluded from [KMIP-SPEC] since KMIP 
does not support certificate suspension (putting a certificate hold) or unsuspension (removing a certificate 
from hold). The aaCompromise reason code has been excluded from [KMIP-SPEC] since it only applies 
to attribute certificates, which are out-of-scope for [KMIP-SPEC]. The privilegeWithdrawn reason code is 
included in [KMIP-SPEC] since it may be used for either attribute or public key certificates. In the context 
of its use within KMIP it is assumed to only apply to public key certificates. 

3.30 Unique Identifiers 
For clients that require unique identifiers in a special form, out-of-band registration/configuration may be 
used to communicate this requirement to the server. 

3.31 Usage Allocation 
Usage should be allocated and handled carefully at the client, since power outages or other types of 
client failures (crashes) may render allocated usage lost. For example, in the case of a key being used for 
the encryption of tapes, such a loss of the usage allocation information following a client failure during 
encryption may result in the necessity for the entire tape backup session to be re-encrypted using a 
different key, if the server is not able to allocate more usage. It is possible to address this through such 
approaches as caching usage allocation information on stable storage at the client, and/or having 
conservative allocation policies at the server (e.g., by keeping the maximum possible usage allocation per 
client request moderate). In general, usage allocations should be as small as possible; it is preferable to 
use multiple smaller allocation requests rather than a single larger request to minimize the likelihood of 
unused allocation.  

3.32 Canceling Asynchronous Operations 
If an asynchronous operation is cancelled by the client, no information is returned by the server in the 
result code regarding any operations that may have been partially completed. Identification and 
remediation of partially completed operations is the responsibility of the server. 

It is the responsibility of the server to determine when to discard the status of asynchronous operations. 
The determination of how long a server should retain the status of an asynchronous operation is 
implementation-dependent and not defined by KMIP. 

Once a client has received the status on an asynchronous operation other than “pending”, any 
subsequent request for status of that operation may return either the same status as in a previous polling 
request or an “unavailable” response. 

3.33 Full Async 
"Mandatory" Asynchronous operations in the request header establishes that the server will return 
Asynchronous Correlation Value for all the batch items. The expectation is that one of the batch items 
may have a longer response time than a client is willing to maintain a connection. This is useful in an IoT 
environment that has limited resources. 

3.34 Querying Outstanding Asynchronous Requests 
With the growing usage of asynchronous services in KMIP, the inability of clients to see what’s still 
pending on the server may become troublesome for clients and administrators were it not for the advent 
of QueryAsynchronousRequests (a separate operation, rather than yet another parameter on the Query 
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operation).  This operation permits the client to request the status of ALL outstanding requests (meaning 
the results have not been returned via the normal Poll or Cancel mechanisms) or a subset of outstanding 
asynchronous requests, either by Operation type(s) or particular Asynchronous Correlation Value(s) or 
both. 

3.35 Process 
There may be occasions where an asynchronous service has been requested, but the requestor now 
needs an immediate response.  A possible use case might be that the client was eventually going to need 
a new KeyPair created so requested one asynchronously, but a compromise has been reported in the 
interim and that new KeyPair is needed now.  The Process operation is intended for this usage. It takes 
an Asynchronous Correlation Value (or multiple) and the server will not return results from the Process 
request to the client until the server has ensured that the next Poll by the client for that/those 
Asynchronous Correlation Value(s) will return a status other than “Operation Pending”.  The client view of 
this request is that it moves the original request(s) from “do it sometime” to “do it now”, Server 
implementations may choose to increase service priority for these requests or other actions, as long as 
the semantic is that the next Poll will report a status other than “Operation Pending” (may report an error 
or normal completion, just not still “Operation Pending”). 

 

It should be noted that requests can be batched, and there is a Batch Order Option indicator in the Batch 
Header that defaults to “in order”.  A Process request does not override the processing order specified in 
the original Batch Header.  

3.343.36 Cryptographic Services 
KMIP supports creation and registration of managed objects and retrieval of managed objects in both 
plaintext and optionally wrapped with another managed object. KMIP also includes support for a subset of 
the operations necessary for certificate management (certifying certificate requests and validating 
certificate hierarchies). KMIP defines a range of Hash-based and MAC-based key derivation options.  

There are certain situations in which having capability for a KMIP client to request cryptographic 
operations from a KMIP server is beneficial in terms of simplifying the client implementation, 
strengthening the integration between the key management and cryptographic operations, or improving 
the overall security of a solution.  

KMIP includes support for cryptographic services in the form of client-to-server operations for 
cryptographic services using managed objects for encryption, decryption, signature generation, signature 
verification, MAC generation, MAC verification, random number generation, and general hashing.  

This support for cryptographic services is similar to the approach taken in KMIP for certificates. The 
protocol supports a base set of operations on certificates that enable a key manager to act as a proxy for 
a Certification Authority (CA) or in fact operate as a CA in the contexts where that is appropriate. A KMIP 
server supporting cryptographic services may be acting as a proxy for another cryptographic device or in 
fact operating as a cryptographic device in the contexts where that is appropriate. 

KMIP clients and KMIP servers using cryptographic services operations should be mindful of selecting a 
level of protection for the communication channel (the TLS connection) that provides sufficient protection 
of the plaintext data included in cryptographic operations and commensurate with the security strength of 
the operation. There is no requirement for the KMIP server to enforce selection of a level of protection. 

Similarly, server policy regarding accepting random data from a client should reflect the level of 
confidence that that server has in a particular client or all clients.  Issues in the quality or integrity of 
random data provided in RNG Seed can affect key creation, nonce and IV generation, client-server TLS 
session key creation, and the random data delivered to clients with the RNG Retrieve Operation.  KMIP, 
as a protocol, does not itself enforce restrictions on the quality or nature of the random data provided by a 
client in the RNG Seed operation. 

A KMIP server that supports the RNG Retrieve and RNG Seed operations may have a single RNG for the 
server, an RNG which is shared in an unspecified manner by KMIP clients or a separate RNG for each 
KMIP client. There is no requirement for the KMIP server to implement any specific RNG model. 
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