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by C_Sign, C_SignFinal,..). A return value CKR_PIN_INCORRECT from C_Login means that the user 1759 
was denied permission to use the key and continuing the cryptographic operation will result in a behavior 1760 
as if C_Login had not been called. In both of these cases the session state will remain the same, 1761 
however repeated failed re-authentication attempts may cause the PIN to be locked. C_Login returns in 1762 
this case CKR_PIN_LOCKED and this also logs the user out from the token. Failing or omitting to re-1763 
authenticate when CKA_ALWAYS_AUTHENTICATE is set to CK_TRUE will result in 1764 
CKR_USER_NOT_LOGGED_IN to be returned from calls using the key. C_Login will return 1765 
CKR_OPERATION_NOT_INITIALIZED, but the active cryptographic operation will not be affected, if an 1766 
attempt is made to re-authenticate when CKA_ALWAYS_AUTHENTICATE is set to CK_FALSE. 1767 

The CKA_PUBLIC_KEY_INFO attribute represents the public key associated with this private key.  The 1768 
data it represents may either be stored as part of the private key data, or regenerated as needed from the 1769 
private key. 1770 

If this attribute is supplied as part of a template for C_CreateObject, C_CopyObject or 1771 
C_SetAttributeValue for a private key, the token MUST verify correspondence between the private key 1772 
data and the public key data as supplied in CKA_PUBLIC_KEY_INFO. This can be done either by 1773 
deriving a public key from the private key and comparing the values, or by doing a sign and verify 1774 
operation. If there is a mismatch, the command SHALL return CKR_ATTRIBUTE_VALUE_INVALID. A 1775 
token MAY choose not to support the CKA_PUBLIC_KEY_INFO attribute for commands which create 1776 
new private keys. If it does not support the attribute, the command SHALL return 1777 
CKR_ATTRIBUTE_TYPE_INVALID. 1778 

As a general guideline, private keys of any type SHOULD store sufficient information to retrieve the public 1779 
key information.  In particular, the RSA private key description has been modified in <this version> to add 1780 
the CKA_PUBLIC_EXPONENT to the list of attributes required for an RSA private key.  All other private 1781 
key types described in this specification contain sufficient information to recover the associated public 1782 
key. 1783 

4.9.1 RSA private key objects 1784 

RSA private key objects (object class CKO_PRIVATE_KEY, key type CKK_RSA) hold RSA private keys.  1785 
The following table defines the RSA private key object attributes, in addition to the common attributes 1786 
defined for this object class: 1787 

Table 27, RSA Private Key Object Attributes 1788 

Attribute Data type Meaning 

CKA_MODULUS
1,4,6

 Big integer Modulus n 

CKA_PUBLIC_EXPONENT
1,4,6

 Big integer Public exponent e 

CKA_PRIVATE_EXPONENT
1,4,6,7

 Big integer Private exponent d 

CKA_PRIME_1
4,6,7

 Big integer Prime p 

CKA_PRIME_2
4,6,7

 Big integer Prime q 

CKA_EXPONENT_1
4,6,7

 Big integer Private exponent d modulo p-1  

CKA_EXPONENT_2
4,6,7

 Big integer Private exponent d modulo q-1  

CKA_COEFFICIENT
4,6,7

 Big integer CRT coefficient q
-1

 mod p   

 
Refer to Table 11 for footnotes 1789 

Depending on the token, there may be limits on the length of the key components.  See PKCS #1 for 1790 
more information on RSA keys. 1791 

Tokens vary in what they actually store for RSA private keys.  Some tokens store all of the above 1792 
attributes, which can assist in performing rapid RSA computations.  Other tokens might store only the 1793 
CKA_MODULUS and CKA_PRIVATE_EXPONENT values. Effective with version 2.40, tokens MUST 1794 
also store CKA_PUBLIC_EXPONENT.  This permits the retrieval of sufficient data to reconstitute the 1795 
associated public key. 1796 
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Because of this, Cryptoki is flexible in dealing with RSA private key objects.  When a token generates an 1797 
RSA private key, it stores whichever of the fields in Table 27 it keeps track of.  Later, if an application 1798 
asks for the values of the key’s various attributes, Cryptoki supplies values only for attributes whose 1799 
values it can obtain (i.e., if Cryptoki is asked for the value of an attribute it cannot obtain, the request 1800 
fails).  Note that a Cryptoki implementation may or may not be able and/or willing to supply various 1801 
attributes of RSA private keys which are not actually stored on the token.  E.g., if a particular token stores 1802 
values only for the CKA_PRIVATE_EXPONENT, CKA_PUBLIC_EXPONENT, CKA_PRIME_1, and 1803 
CKA_PRIME_2 attributes, then Cryptoki is certainly able to report values for all the attributes above 1804 
(since they can all be computed efficiently from these four values).  However, a Cryptoki implementation 1805 
may or may not actually do this extra computation.  The only attributes from Table 27 for which a Cryptoki 1806 
implementation is required to be able to return values are CKA_MODULUS, 1807 
CKA_PRIVATE_EXPONENT, and CKA_PUBLIC_EXPONENT.  A token SHOULD also be able to return 1808 
CKA_PUBLIC_KEY_INFO for an RSA private key.  See the general guidance for Private Keys above. 1809 

4.10 Secret key objects 1810 

Secret key objects (object class CKO_SECRET_KEY) hold secret keys.  The following table defines the 1811 

attributes common to all secret keys, in addition to the common attributes defined for this object class: 1812 

Table 2728, Common Secret Key Attributes 1813 

Attribute Data type Meaning 

CKA_SENSITIVE
8,11

  CK_BBOOL CK_TRUE if object is sensitive 
(default CK_FALSE) 

CKA_ENCRYPT
8
 CK_BBOOL CK_TRUE if key supports 

encryption
9
 

CKA_DECRYPT
8
 CK_BBOOL CK_TRUE if key supports 

decryption
9
 

CKA_SIGN
8
 CK_BBOOL CK_TRUE if key supports 

signatures (i.e., authentication 
codes) where the signature is an 
appendix to the data

9
 

CKA_VERIFY
8
 CK_BBOOL CK_TRUE if key supports 

verification (i.e., of authentication 
codes) where the signature is an 
appendix to the data

9
 

CKA_WRAP
8
 CK_BBOOL CK_TRUE if key supports 

wrapping (i.e., can be used to 
wrap other keys)

9
 

CKA_UNWRAP
8
 CK_BBOOL CK_TRUE if key supports 

unwrapping (i.e., can be used to 
unwrap other keys)

9
 

CKA_EXTRACTABLE
8,12

  CK_BBOOL CK_TRUE if key is extractable 
and can be wrapped 

9
 

CKA_ALWAYS_SENSITIVE
2,4,6

 CK_BBOOL CK_TRUE if key has always had 
the CKA_SENSITIVE attribute 
set to CK_TRUE 

CKA_NEVER_EXTRACTABLE
2,4,6

 CK_BBOOL CK_TRUE if key has never had 
the CKA_EXTRACTABLE 
attribute set to CK_TRUE 

CKA_CHECK_VALUE Byte array Key checksum 

CKA_WRAP_WITH_TRUSTED
11

 CK_BBOOL CK_TRUE if the key can only be 
wrapped with a wrapping key 
that has CKA_TRUSTED set to 
CK_TRUE. 
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Appendix C. Revision History 14677 

 14678 

Revision Date Editor Changes Made 

WD01 02 December 
2020 

Dieter Bong & Tony 
Cox 

- Merged Base Specification & Current 
Mechanisms forming new “PKCS#11 
Specification v3.1” 

- Added CKA_DERIVE_Template 

-  

WD02 04 December 
2020 

Dieter Bong & Tony 
Cox 

- Removed section 4.9.1 (covered in 6.1.3) 
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