
1.1.1 C_InitPINUser 

CK_DECLARE_FUNCTION(CK_RV, C_InitPIN)( 

  CK_SESSION_HANDLE hSession, 

  CK_UTF8CHAR_PTR pPin, 

  CK_ULONG ulPinLen, 

  CK_UTF8CHAR_PTR pUsername, 

  CK_ULONG ulUsernameLen 

); 

C_InitPINUser initializes the normal user’s PIN.  hSession is the session’s handle; pPin points to the 
normal user’s PIN; ulPinLen is the length in bytes of the PIN, pUsername points to the user name, 
ulUsernameLen is the length of the user name. This standard allows PIN values to contain any valid 
UTF8 character, but the token may impose subset restrictions. 

C_InitPINUser can only be called in the “R/W SO Functions” state.  An attempt to call it from a 
session in any other state fails with error CKR_USER_NOT_LOGGED_IN. 

If the token has a “protected authentication path”, as indicated by the 
CKF_PROTECTED_AUTHENTICATION_PATH flag in its CK_TOKEN_INFO being set, then that 
means that there is some way for a user to be authenticated to the token without having to send a PIN 
through the Cryptoki library.  One such possibility is that the user enters a PIN on a PIN pad on the 
token itself, or on the slot device.  To initialize the normal user’s PIN on a token with such a protected 
authentication path, the pPin parameter to C_InitPINUser should be NULL_PTR.  During the 
execution of C_InitPINUser, the SO will enter the new PIN through the protected authentication path. 

If the token has a protected authentication path other than a PIN pad, then it is token-dependent 
whether or not C_InitPINUser can be used to initialize the normal user’s token access. 

Return values: CKR_CRYPTOKI_NOT_INITIALIZED, CKR_DEVICE_ERROR, 
CKR_DEVICE_MEMORY, CKR_DEVICE_REMOVED, CKR_FUNCTION_CANCELED, 
CKR_FUNCTION_FAILED, CKR_GENERAL_ERROR, CKR_HOST_MEMORY, CKR_OK, 
CKR_PIN_INVALID, CKR_PIN_LEN_RANGE, CKR_SESSION_CLOSED, 
CKR_SESSION_READ_ONLY, CKR_SESSION_HANDLE_INVALID, 
CKR_TOKEN_WRITE_PROTECTED, CKR_USER_NOT_LOGGED_IN, CKR_ARGUMENTS_BAD. 

Example: 

CK_SESSION_HANDLE hSession; 

CK_UTF8CHAR newPin[]= {“NewPIN”}; 

CK_UTF8CHAR userNAME[] = {“MyUserName”}; 

CK_RV rv; 

 

rv = C_InitPINUser(hSession, newPin, sizeof(newPin)-1, userName, 

sizeof(userName)-1); 

if (rv == CKR_OK) { 

  . 

  . 

} 

1.1.2 C_SetPINUser 

CK_DECLARE_FUNCTION(CK_RV, C_SetPIN)( 

  CK_SESSION_HANDLE hSession, 

  CK_UTF8CHAR_PTR pOldPin, 

  CK_ULONG ulOldLen, 

  CK_UTF8CHAR_PTR pNewPin, 

  CK_ULONG ulNewLen, 

  CK_UTF8CHAR_PTR pUsername, 



  CK_ULONG ulUsernameLen 

); 

C_SetPINUser modifies the PIN of the user that is currently logged in, or the CKU_USER PIN if the 
session is not logged in.  hSession is the session’s handle; pOldPin points to the old PIN; ulOldLen is 
the length in bytes of the old PIN; pNewPin points to the new PIN; ulNewLen is the length in bytes of 
the new PIN, pUsername points to the user name, ulUsernameLen is the length of the user name. 
This standard allows PIN values to contain any valid UTF8 character, but the token may impose 
subset restrictions. 

C_SetPINUser can only be called in the “R/W Public Session” state, “R/W SO Functions” state, or 
“R/W User Functions” state.  An attempt to call it from a session in any other state fails with error 
CKR_SESSION_READ_ONLY. 

If the token has a “protected authentication path”, as indicated by the 
CKF_PROTECTED_AUTHENTICATION_PATH flag in its CK_TOKEN_INFO being set, then that 
means that there is some way for a user to be authenticated to the token without having to send a PIN 
through the Cryptoki library.  One such possibility is that the user enters a PIN on a PIN pad on the 
token itself, or on the slot device.  To modify the current user’s PIN on a token with such a protected 
authentication path, the pOldPin and pNewPin parameters to C_SetPINUser should be NULL_PTR.  
During the execution of C_SetPINUser, the current user will enter the old PIN and the new PIN 
through the protected authentication path.  It is not specified how the PIN pad should be used to enter 
two PINs; this varies. 

If the token has a protected authentication path other than a PIN pad, then it is token-dependent 
whether or not C_SetPINUser can be used to modify the current user’s PIN. 

Return values: CKR_CRYPTOKI_NOT_INITIALIZED, CKR_DEVICE_ERROR, 
CKR_DEVICE_MEMORY, CKR_DEVICE_REMOVED, CKR_FUNCTION_CANCELED, 
CKR_FUNCTION_FAILED, CKR_GENERAL_ERROR, CKR_HOST_MEMORY, CKR_OK, 
CKR_PIN_INCORRECT, CKR_PIN_INVALID, CKR_PIN_LEN_RANGE, CKR_PIN_LOCKED, 
CKR_SESSION_CLOSED, CKR_SESSION_HANDLE_INVALID, CKR_SESSION_READ_ONLY, 
CKR_TOKEN_WRITE_PROTECTED, CKR_ARGUMENTS_BAD. 

Example: 

CK_SESSION_HANDLE hSession; 

CK_UTF8CHAR oldPin[] = {“OldPIN”}; 

CK_UTF8CHAR newPin[] = {“NewPIN”}; 

CK_UTF8CHAR userNAME[] = {“MyUserName”}; 

CK_RV rv; 

 

rv = C_SetPINUser( 

  hSession, oldPin, sizeof(oldPin)-1, newPin, sizeof(newPin)-1, userName, 

sizeof(userName)-1); 

if (rv == CKR_OK) { 

  . 

  . 

} 

 


