1.1 Use Case Name: Customer Data Use Or Disclosure

1.1.1 Brief Description

An employee in a financial services company wishes to use customer data and does not know the constraints on the use of the data.

1.1.2 Scope: Summary

1.1.3 Actors

Employee

Customer

1.1.4 Triggers

Cross-marketing request, service delivery request.

1.2 Flow Of Events

1.2.1 Basic Flow

Request to use the data is received by the employees

Employee attempts to access the data

System ensures proper policies are adhered to prior to exposing data

System exposes data

System logs data usage

1.2.2 Alternative Flows

Proper policies can’t be adhered to.

1.3 Use Case Name: Cross-Marketing

1.3.1 Brief Description

A telemarketing employee in the insurance affiliate of a consumer bank receives a request to cross-market an insurance product to a consumer banking customer based on the age of the customer and household information derived from other accounts held by parties at the same address. 

1.3.2 Scope: Customer Data Use

1.3.3 Actors

Employee

Customer

1.3.4 Triggers

Receipt of cross-marketing request

1.4 Flow Of Events

1.4.1 Basic Flow

Receipt of telemarketing request

Employee attempts to access customer data

System ensures current time is not during “no-call” dinner hours

System ensures request is compliant with provisions of Graham-Leach-Bliley

Determine intended use of data, i.e. marketing

Determine if insurance affiliate is permitted to access consumer banking data for marketing purposes

Determine if customer has given permission for contact related to cross-marketing

Determine if parties at same address have given permission for cross-correlation

Determine if parties at same address have given permission for exposure of data to other parties at same address

Determine if bank use of age is permitted

Expose all data

Log exposure

Employee places call

Log results

1.5 Use Case: Service Delivery

1.5.1 Brief Description

A member of the IT department receives a request to deliver a data extract to Statement Services Corporation. Sensitive customer data, e.g. account numbers and balances are encrypted at the database level.

1.5.2 Scope: Customer Data Use

1.5.3 Actors

Employee

1.5.4 Triggers

Receipt of data request

1.6 Flow Of Events

Receipt of request

Employee attempts access to data

System ensures request is compliant with Graham-Leach-Bliley

Determine intended use of data, i.e. delivery of contract in best interest of data subject

Decrypt data

Advise employee to remind recipient of constraints on data usage

Expose data

Log exposure

