Chapter 5: Security


5.1. Introduction





Electronic banking over the Internet presents substantial security concerns. Since BIPS is used for communicating financial information, banks must assume the major responsibility for providing adequate security.





Banks have traditionally been in the business of examining risks and developing security policies, procedures, and management processes as part of a comprehensive security effort. Banks are compelled to consider security issues no matter how they conduct business—in person, by phone, by mail, or over public or private networks. These common security issues include validating the form of a transaction, establishing the credentials of the parties, and earning respect and trust.





BIPS security must be established through a combination of technology and procedures that is addressed by all of the entities that use BIPS. By itself, BIPS cannot solve every security issue involved in using the Internet for electronic commerce. However, the elements of security provided within this specification, in combination with a comprehensive security policy and sound implementation procedures, can facilitate financial activity while minimizing the risk involved.





This chapter describes the scope of BIPS security, identifies the unique security challenges that the Internet presents, provides detailed security requirements that banks must address, makes recommendations to address those requirements, and examines the role of XML in BIPS security. Note that while this specification can recommend security measures that are commercially reasonable for banks, security is ultimately up to each bank. For example, while BIPS may require authentication and this specification may recommend the use of digital certificates for that purpose, the actual implementation of a certificate management system is outside the scope of BIPS.


5.2 The Scope of BIPS Security





The possibility of initiating payments over the Internet raises immediate and serious concerns about the security of those payments. Banks have historically provided a great degree of security to protect their systems from intrusion and fraud, and they are reliable experts in continually improving and evolving methods of security as part of their role as a trusted agent. Banks are required to provide commercially reasonable security to address the national regulatory guidelines mandated by REG-E and the Uniform Commercial Code, Section 4A (UCC-4A) in the United States and the appropriate international practices and regulations elsewhere. 





An understanding of the security measures that are required for BIPS can be gained by isolating any new risks that the Internet introduces to the bank. Today banks routinely receive financial instructions through such traditional channels as the telephone and dedicated computer lines.  BIPS uses the Internet as an additional channel for communicating financial instructions. Banks already protect the traditional channels with existing security policies and procedures, and BIPS can rely on those existing mechanisms to the extent that they can be applied to the Internet. The scope of BIPS security, therefore, is the extension of existing security mechanisms where feasible and the addition of new mechanisms where required.  Each BIPS-enabled bank must ensure that there are appropriate safeguards in place.


5.3 Securing Internet Transactions: Challenges and Requirements





Electronic banking poses a unique set of security challenges, especially on the Internet where parties are often known to each other only through their presence on the network, not in person. To be considered secure, an infrastructure for BIPS transactions must address the following security concerns:





Is the entity I am dealing with really the entity they claim to be or an impostor trying to engage in fraudulent activity? This concern creates the need to provide authentication of the parties involved in the transaction.





Can I conduct this communication so that the sensitive information remains known only to the parties involved in the transaction? Can I rule out the possibility of eavesdropping? This concern creates the need to provide confidentiality for communications. 





Can both parties to a transaction be sure that the information sent or received remains exactly as intended, without modification by either fraud or network error? This concern creates the need to ensure the integrity of the information in the transaction.





Can the recipient of an electronic communication later produce evidence that the sender sent the communication and that it could not have been forged, ensuring that the transmitting party is held accountable for the implied transaction or commitment? Can one create the same level of binding commitment with an electronic communication as with a signed contract, invoice, or other physical document? This concern creates the need to provide evidence of non-repudiation for the transaction.





This specification supports the use of public key and cryptography technology, which the BIPS Project Team feels to be the best alternatives currently in use.  This specification is flexible enough to support future security mechanisms as they become commercially available.





Banks must take responsibility for creating and enforcing security polices and for establishing appropriate security and business policy agreements among themselves and their customers to allow careful management of risk while using BIPS.





There are a wide variety of attacks that might be perpetrated against an Internet-based system such as BIPS. While BIPS includes provisions to counter some of these attacks, it is beyond the scope of BIPS to attempt to cover all possible attacks. A listing of general threats against Internet-based systems is provided in Appendix Q.


5.4 General BIPS Security Recommendations





Security requirements necessary for the successful operation of a BIPS platform are listed briefly in Chapter 2. Those requirements, which are authentication (Section 5.4.1), confidentiality (Section 5.4.2), integrity (Section 5.4.3), and non-repudiation (Section 5.4.4) are discussed in more detail here.


5.4.1 Authentication





BIPS must be able to positively identify the parties involved in a BIPS communication (at least so far as is necessary to meet reasonable business requirements). BIPS currently supports this requirement through the use of digital certificates as defined in the ISO X509v3 standard. Digital certificates are data files that can be used to identify the user of a BIPS Client. Digital certificates are issued by a Certificate Authority (CA) using specialized software to create, maintain, and manage digital certificates. The CA could be the BIPS-enabled bank or a third party who provides CA services to the bank. Digital certificates that allow the use of a BIPS Client would be issued by the CA after using commercially acceptable means to verify the identity of the person or company requesting the digital certificate. The digital certificate is embedded in every BIPS message as a means of identification, and the certificate is verified within the CA system before the BIPS message can be processed. CA functions are outside the scope of BIPS, but background information about CAs is available in Appendix O.


5.4.2 Confidentiality





BIPS must provide a means to protect the information included in a BIPS message from eavesdropping or other disclosure. BIPS currently supports this requirement by enabling cryptography. The NPP provides a means to identify the cryptographic algorithm being used and the protocol segments being encrypted. The creation, issuance, and management of the cryptographic keys is beyond the scope of BIPS, but  background information on this topic is available in Appendix P.


5.4.3 Integrity





BIPS must provide a means to verify that the contents of a BIPS message have not been altered in any way after the message was created on the BIPS Client. This specification supports this requirement through the use of digital signatures. A digital signature is not a digitized image of a handwritten signature; it is an electronic substitute for a manual signature that serves the same functions as a manual signature. It is generated by a computer using a one-way hash function to create a message digest of an electronic communication. The resulting message digest is then encrypted using a public-key algorithm and the sender's private key.  Each signed document has a unique digital signature because the digital signature is derived from the document itself. As a result, any change to the document will produce a different digital signature and will cause the digital signature verification process to fail. Thus, public-key authentication allows an integrity check of signed documents. BIPS makes use of existing signing mechanisms in its processing, and this specification recommends the use of either Secure Hash Algorithm (SHA) or Message Digest 5 (MD5) as the hashing algorithms of choice at this time. 


5.4.4 Non-Repudiation





BIPS must be able to produce evidence of non-repudiation. BIPS supports non-repudiation through two processes:





The digital signatures described in Section 5.4.3, in conjunction with the digital certificates used in the BIPS process (Section 5.4.1), can provide a commercially acceptable level of assurance as to the identity of the originator of the message. The use of digital signatures provides a high degree of certainty that the message was not altered in transit. Digital signatures and certificates are also used in the BIPS response messages sent back to the originator from the bank, thus providing a high degree of certainty that the response is indeed from the bank. It is therefore possible for both the sender and receiver to have a high level of assurance that:





the sender of the request or the response is the appropriate sender, and


the data being sent in either the request or the response has not been tampered with.





BIPS also requires the use of an event log. The BIPS Event Log can track all activity in regards to a particular BIPS message and contains pointers to the BIPS Repository, which holds the original message contents. Together, the Event Log and Repository can provide a fairly complete tracking mechanism of all BIPS activity. 


5.5 Specific Security Recommendations





Each bank must ensure that there are appropriate technical, personnel, administrative, physical, environmental, and telecommunications safeguards built into their security policies and systems so that (1) BIPS will operate effectively and accurately and (2) critical BIPS functions will be preserved. The recommendations in Sections 5.5.1 through 5.5.3 are provided to allow a better understanding of the full range of security needed to protect an Internet banking platform such as BIPS.


5.5.1 Payment Transaction Security





The overall integrity of the financial transaction being communicated in a BIPS message must be adequately protected.  In order to ensure the security of payment transactions, BIPS supports the use of a


public key infrastructure, including:





public key encryption,


digital certificates, and


digital signatures.





The BIPS Project Team believes that this technology offers the best currently available approach to fulfilling the security requirements of BIPS processing. These mechanisms protect the data in the message from viewing or alteration by unauthorized persons and allow the identity of the parties in the transaction to be ascertained with a high degree of certainty.  Components of the public key infrastructure and the BIPS Event Log can be used to construct an accurate audit trail that can be used to provide non�repudiation.


5.5.2 Physical and Electronic Security





A BIPS Server must be protected from unauthorized physical and electronic access.   Some recommendations that address this requirement are:


 


Isolate physical access. The computer should be housed in a secure location, behind locked doors, and access should be restricted to all but a few select and highly trusted individuals.





Isolate electronic access. Steps should be taken to prevent unauthorized persons from logging on to the system. In addition, these steps can be taken to improve security:





the operating system should be configured to restrict all remote system logon capability and any nonessential services;


monitor security alert bulletins from organizations such as the Computer Incident Advisory Capability (CIAC);


the cables connecting the workstation to the other system components should be protected from unauthorized access;


full system or root administrative access should be granted to very few persons, and their trustworthiness should be assured;


access to system password files should be restricted; and 


routers or firewall products should be installed as a Internet protection.


5.5.3 Human Threats





The two main types of human threat are insiders and hackers. Insiders are legitimate users of a system; when an insider uses his legitimate access to circumvent security, it is known as an insider attack. Hackers are persons who break into computer systems.





The primary threat to computer systems has traditionally been the insider attack. Insiders are likely to have specific harmful goals and objectives, and they already have access to the system. Employee discontent and basic user errors are both causes of insider security problems that can have an adverse affect on any organization's ability to do business. 





Some recommendations that address human threats are:





Set BIPS access controls that limit user access to information so that they reflect bank security policies. This will prevent insiders from looking at or changing sensitive data. Often security controls are not set correctly and users are granted permissions that allow them to circumvent policy. 





Monitor BIPS audit trails.





Prevent denial of service or loss of system availability. Insiders as well as outsiders can cause denial of service or affect system availability by overloading the system's processing or storage capacity, thereby causing the system to crash. 





Know who has access to the BIPS Server, who is allowed to install software on the system, who owns the data, what disaster recovery techniques (such as backups) are used, and what constitutes an appropriate use of the system. An insider may export information through a telephone, facsimile (FAX) machine, or floppy disk as well as over the Internet.





Use active intrusion detection. Firewalls provide only rough access controls to ward off outside attacks while doing nothing to prevent insider attacks. An insider or any outsider who successfully passes the perimeter usually goes undetected. The strength of host-based intrusion-detection tools is that they log attack attempts on key machines inside a bank’s network by using agents to capture audit data. Intrusion detectors, which combine seek-out capacity with automatic response capabilities, employ algorithms to identify certain types of attack activity.  They then issue alarms and responses when unusual patterns are identified and thus can be used to flag unusual employee activity.





Use a virus detector.





Protect system files, audit logs, and applications against modification by anyone who does not have direct physical access to the server.


5.6 XML 





To provide further integrity for BIPS communications, BIPS messages are formatted as XML documents. The integrity of these messages is ensured at the following levels:





All BIPS documents conform to basic syntactical rules required for all XML documents. Documents that meet these requirements are referred to as being “well-formed” XML documents.





All BIPS documents must validate successfully against the standard BIPS DTD (Appendix G). Validation against the BIPS DTD ensures that a BIPS message contains all of the valid element structures and attributes that are required or permitted in a particular BIPS XML message. It should be noted that XML DTD validation has some limitations. For example, a parser that conforms to the 1.0 version of the XML specification will not validate that a date element contains a valid date value. Future versions of XML are likely to include enhanced validation features. 





On an application level, BIPS ensures that messages conform to BIPS formatting requirements that go beyond the standard XML requirements. BIPS can, for example, ensure that a particular element contains the appropriate application data, such as a valid bank code. Moreover, BIPS implementations can be extended to handle implementation-specific rules, such as whether an individual user has the proper authority to initiate a particular transaction.





BIPS validates the digital signatures contained within all BIPS messages in accordance with the requirements described in this specification. The W3C has not yet specified digital signature methods for XML but is expected to address this soon. The method currently specified in this document for using digital signatures will be evaluated when the industry settles on a standard method. 





This specification was designed to be flexible enough to support many typical payment networks, such as ACH, Society for Worldwide Interbank Financial Telecommunications (SWIFT), and wire transfer. In addition, the BIPS Project Team is collaborating with other standards bodies to produce a widely accepted standard for digitally signing XML documents.  In addition to standard XML checks, a BIPS implementation will have system and application security such as business rules and data validity checks.
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