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Å What is driving change in cyber operations and cyber defense?

1. Greater reliance on cyber facilities: 

networks, software, services, etc.

2. Continuous technological change

ÅNew technologies & services are introduced rapidly, 

but few, if any, old technologies are retired

3. Cyber threat actors increasing in number, sophistication, scope, and 

aggressiveness

4. Greater variety/diversity of cyber environment

ÅGrowing spectrum of cyber security 

products & services, but still not integrated

Strategic Considerations
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Strategic Considerations

Increased reliance on networks,
cyber space, data services, etc.

Growth in value exposed to cyber attack

Increase in number, size, sophistication,
and vigor of threat actor groups

Greater pressure to harden systems
and counter-act threats
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Å Basic practices in cyber operations grew out 

of the environment of the 1980s and 1990s.

ïStable, mostly static

ïLargely homogeneous

ïMost critical networks were separate enclaves

ïManaged by dedicated administrators

ïñMobilityò was rare, usually tethered over a VPN

Å The environment has changed dramatically, but

have our mindset and practices kept pace?

Past, Present, & Future Cyber Environment

╖  Origins of Modern Cyber Operations  ╖
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Å Virtualizedeverything: compute, storage, networks é

ÅMigration to clouds

ïTrend since 2006, even more evident since 2012

ïNew interactions, new layers, new attack surface

ïAdds complexity for cyber defense operations

ÅUbiquitous mobility

ïBlurring traditional enclave perimeter

ïTechnology base evolving rapidly

Å Increasing integration of cyber-physical systems

Past, Present, & Future Cyber Environment

╖Today and Near-Future Technical Trends  ╖  
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Past, Present, & Future Cyber Environment

╖Implications of Technical Trends  ╖ 

Å Increased attack surface

ÅBroader scope 

of potential impacts

ÅLarger scale for monitoring 

and response

Å Reduced utility for 

perimeter defense

ÅGreater pressure for 

integrated security services 

1. Virtualized 

Everything

2. Cloud 

Migration

3. Ubiquitous 

Mobility

4. Cyber-physical 

Systems
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Å Current cyber operations practices are not

adequate for securing our future environment.

1. Human-intensive accreditation and monitoring donôt scale.

2. Separate, isolated visibility and point response insufficient 

for distributed, mobile, cloud-hosted environments.

3. Threat actors shifting toward destruction and alteration 

of data

ÅPurely reactive strategies inadequate

ÅMust be able to recover ïmanual rebuild processes inadequate

4. Designs still focused on simple hardening, not always 

defensible or recoverable.

Operating in Cyberspace

╖  Current Practices not Sufficient  ╖
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Operating in Cyberspace

╖  Core Elements of Future Practice  ╖

Successful future operations will require evolution of 

current practice, plus new approaches.

Å Boost basic cyber hygiene 

Å Drive operations with data and analytics

(including both open and government intelligence)

Å Execute adaptive, proactive operations 

with automation and orchestration

Å Design and manage systems to support 

prevention, defense, and recovery

Evolutionary

Transformational
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Operating in Cyberspace

╖ Future Practice: Cyber Hygiene  ╖ 

Basic cyber hygiene includes:

Managing privileged accountsÅ
Keeping products Å
updated and patched

ÅRemoving outdated accounts and 
privileges promptly

Å Monitoring configurations 
and correcting mistakes

Enabling basic antiÅ -exploitation 
features ïand testing them

Å Training staff against common 
exploits ïand testing them!

Segregating network functionsÅ
Using reputation servicesÅ
(file, DNS, IP, URL é)

ÅGenerating, collecting, 
and analyzing logs

ÅManaging trust relationships
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All cyber operations 

must be informed by data

Å Local observations, measurements, 

events, and alerts

Å Local baselines and statistical norms

Å Commercial threat intelligence and 

Indicators of Compromise (IOCs)

Å Specialized intelligence

Å Coordination with peer cyber operators

Operating in Cyberspace
╖ Future Practice: Data-Driven Operations  ╖ 

Sensing & collection

Timely analysis & fusion

Situational awareness

Informed response
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Operating in Cyberspace

╖  Future Practice: Data-Driven Operations  ╖

Threat actor techniques and security prioritization:

ReconnoiterDeliver ExploitInstall & Propagate Control
Execute on
Objectives

To carry out these steps in their operational model, attackers use

a variety of techniques. Recent work by MITRE and others have 

categorized commonly used tradecraft to include:   

Persistence
Privilege 
Escalation

Defense 
Evasion

Credential 
Access

Host Enum.

Lateral 
Movement

Execution Cmd. & ControlExfiltration

Credit: MITRE Corporation, ATT&CKTMModel 2015

ATT&CKTMis a trademark of The MITRE Corporation
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Operating in Cyberspace

╖  Future Practice: Data-Driven Operations  ╖
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