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Strategic Considerations

A What is driving change in cyber operations and cyber defense?

¥y

Greater reliance on cyber facilities:
networks, software, services, etc.

. Continuous technological change

A New technologies & services are introduced rapidly,
but few, if any, old technologies are retired

. Cyber threat actors increasing in number, sophistication, scope, and

aggressiveness

Greater variety/diversity of cyber environment

A Growing spectrum of cyber security
products & services, but still not integrated
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Strategic Considerations

Increased reliance on networks,
cyber space, data services, etc.

Growth in value exposed to cyber attack

Increase in number, size, sophistication,
and vigor of threat actor groups

Greater pressure to harden systems
and counter-act threats
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Past . Present , & Futur

70r 1 gins of Modern Gy

A Basic practices in cyber operations grew out
of the environment of the 1980s and 1990s.

I Stable, mostly static

I Largely homogeneous

I Most critical networks were separate enclaves

I Managed by dedicated administrators

I AiMobilityo was rare, usually te

A The environment has changed dramatically, but
have our mindset and practices kept pace?
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Past . Present , & Futur

7Today ankKutNeme Technk

A Virtualizedeverything: compute, stol

A Migration to clouds
I Trend since 2006, even more evident since 2012
I New interactions, new layers, new attack surface
I Adds complexity for cyber defense operations

A Ubiquitous mobility
I Blurring traditional enclave perimeter
I Technology base evolving rapidly

A Increasing integration of cyber-physical systems
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Past , Present ,

7l mpl i1 catli ons of
1. Virtualized
Everything \A Increased attack surface
A Broader scope
2. Cloud of potential impacts

Migration T —— A Larger scale for monitoring

/ and response
. Lol gul S A Reduced utility for

Mobi I 1ty perimeter defense
A Greater pressure for
4. Cyber-physical : P . ;
Integrated security services
Systems
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Operating I n Cyb

7Current Practi ce sy

A Current cyber operations practices are not
adequate for securing our future environment.

i
P,

Human-i nt ensi ve accreditation and mon

Separate, isolated visibility and point response insufficient
for distributed, mobile, cloud-hosted environments.

. Threat actors shifting toward destruction and alteration

of data
A Purely reactive strategies inadequate
A Must be able to recover i manual rebuild processes inadequate

Designs still focused on simple hardening, not always
defensible or recoverable.
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Operating I n Cyb

7€Core El ements of K

Successful future operations will require evolution of
current practice, plus new approaches.

A Boost basic cyber hygiene

AT Fonary _ _ _
A~ Drive operations with data and analytics

(including both open and government intelligence)

A Execute adaptive, proactive operations
with automation and orchestration

Transformational g
A DeS|gn and manage systems {o support

prevention, defense, and recovery

Information Assurance by the National Security Agency @




Operating I n Cyb
sFuture Practili ce:q

Basi c cyber hyglene

A Managing privil eg'&e‘gegai{:gg

up E

A Removing outdated accounts and A Monitoring configurations
privileges promptly and correcting mistakes

AEnabling -dxapli @i tamth il@ining staff against common
featiuared testi ng t hleelotsi andtesting them!

ch{e ,utatlon

A Segregating netwo'&r‘k?i‘pe HbRES 1 p

A Generating, collecting,

and analyzing logs A Managing trust relationships

Information Assurance by the National Security Agency @



Operating I n Cybe

q7fFutur e Pr aebtriicvee:n DODegptea

All cyber operations

-Sensing & collection :
y must be informed by data

A Local observations, measurements,
Timely anal ysi s génts dhg dieptd

A Local baselines and statistical norms

Situational awareness A Commercial threat intelligence and
Indicators of Compromise (I0Cs)

I nformed r espoh Sprecialized intelligence

A Coordination with peer cyber operators
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Operating I n Cybe

qpFut ure Pr aebirii cvee:n [Deptec

Threat actor techniques and security prioritization:

. i : Execute on
Reconnoi t Befiver E x pl| olngtall & Propagate ContrOIObjectives
EERCra 'y out these steps | n IFAFEHEEE
BEaeRre 'ty of techniques. Recent wor
categori zed commonly used tradecrat

: Pri vil e Defense Credent
Later a : . :

Credi Ml TRE Corpor@mMoo@aD1ATT&CK
ATT&TKs a trademark of The MITRE Corporation
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Operating I n Cybel
qfFut ure Pr aebDtrii cvee:n Depted
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