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Advancing Cybersecurity in Space at OASIS

As space operations become increasingly complex, the need for effective threat intelligence
sharing is more crucial than ever. The increase in data transmission across space networks
brings both opportunities and heightened risks, as cyber threats increasingly target critical
space infrastructure. Protecting these assets demands a coordinated and proactive approach
to threat intelligence sharing. To address this, the OASIS global standards body is working
with Space ISAC to form the Space Automated Threat Intelligence Sharing (SATIS) Technical
Committee (TC). The group will formally launch on Oct 9, but initial members include NSA,
Northrup Grumman, Cyware, MITRE, Peraton, and Carnegie Mellon University. SATIS will build
on existing frameworks like Structured Threat Information Expression (STIX) and Trusted
Automated eXchange of Intelligence Information (TAXII) to help secure space operations
against evolving threats.

Origins of SATIS

The concept for SATIS emerged from a successful experience with Space ISAC’s automated
machine-to-machine sharing of cyber-related indicators through a proprietary threat
intelligence platform. Building on this success, SATIS aims to bring these capabilities to the
broader space domain, addressing the urgent need for timely and precise information
sharing.

Utilizing STIX and TAXII

At the core of the SATIS initiative are STIX and TAXII, which are both OASIS standards. STIX is a
widely used language format for exchanging cyber threat intelligence (CTI) and
communicating threat intelligence in a machine-readable format. It enables organizations to
share critical information about cyber threats efficiently. By extending STIX to accommodate
space-specific threats, SATIS aims to create a robust taxonomy that includes elements such
as adversaries' tactics, techniques, and procedures (TTPs), as well as incidents and indicators
of compromise. In parallel, the SATIS TC will enhance the bi-directional sharing of threat data
through machine-to-machine methods, including TAXII, to ensure secure and seamless
information exchange.


http://www.oasis-open.org/tc-satis
http://www.oasis-open.org/tc-satis
https://groups.oasis-open.org/communities/tc-community-home2?CommunityKey=59ce39b8-2acd-486f-a521-018dc7d971ee
https://groups.oasis-open.org/communities/tc-community-home2?CommunityKey=638b6cf0-58d2-4878-81c2-018dc7e4008a
https://groups.oasis-open.org/communities/tc-community-home2?CommunityKey=638b6cf0-58d2-4878-81c2-018dc7e4008a

Key Objectives

The SATIS TC will focus on several key objectives to enhance cybersecurity in the space
sector, including:

@® Encouraging a collaborative approach to threat intelligence sharing among space
organizations through various effective communication models,

@® Promoting architectural flexibility by adopting a technology-agnostic approach that
encapsulates threats across different vendors and platforms,

@® Developing or extending standardized formats for key components of space cyber
threat intelligence, facilitating clearer communication and understanding among
stakeholders, and

@® Mapping threats to existing cybersecurity frameworks, providing essential support for
space operators, and enabling them to effectively respond to and manage cyber
threats.

The Collaborative Future of Space Cybersecurity

Exchanging critical cyber threat information among international space community trusted
partners is critical and will require collaboration among stakeholders. The SATIS TC is actively
seeking input and participation from a diverse range of stakeholders to refine the framework
and address the evolving threats in space. Whether you're a customer, vendor, or solution
provider, your involvement is crucial.

To help shape the future of threat intelligence sharing in space and participate from the start,
we invite you to join the SATIS TC. View the project’s final charter and the call for participation.
Contact join@oasis-open.org for more information.
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