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Introduction

This document describes the a message exchange to be tested during the WSS 1.1 interoperability event of the WSS TC. The exchange uses the Request/Response Message Exchange Pattern (MEP) with no intermediaries to invoke a simple application. The scenario is called Scenario #8.
This scenario is intended to test the interoperability of different implementations performing common operations and to test the soundness of the various specifications and clarity and mutual understanding of their meaning and proper application.

THIS SCENARIO IS NOT INTENDED TO REPRESENT REASONABLE OR USEFUL PRACTICAL APPLICATIONS OF THE SPECIFICATIONS. THEY HAVE BEEN DESIGNED PURELY FOR THE PURPOSES INDICATED ABOVE AND DO NOT NECESSARILY REPRESENT EFFICIENT OR SECURE MEANS OF PERFORMING THE INDICATED FUNCTIONS. IN PARTICULAR THESE SCENARIOS ARE KNOWN TO VIOLATE SECURITY BEST PRACTICES IN SOME RESPECTS AND IN GENERAL HAVE NOT BEEN EXTENSIVELY VETTED FOR ATTACKS.
1.1 Terminology

The key words must, must not, required, shall, shall not, should, should not, recommended, may, and optional in this document are to be interpreted as described in [RFC2119].

2 Test Application

The scenario uses a simple application.

The Requester sends a Ping element in the SOAP body with a value of a string. The value should be the name of the organization that has developed the software and the number of the scenario, e.g. “Acme Corp. – Scenario #8”. The Requester also include a SOAP header, PingHeader with a value of a string. The value should match that of the Ping element.
The Responder returns a PingResponse element with a value of the Ping string and the PingHeader string concatenated.

3 Scenario #8 – WSS 1.1
A header and the Request Body are encrypted using a symmetric key. The symmetric key is passed in an EncryptedKey token, encrypted under the Responders X509 certificate. Requester authentication is provided by a UsernameToken which is also encrypted. The header and Request Body are also signed. The Response Body is signed and encrypted and provides Signature Confirmation.
3.1 Agreements

This section describes the agreements that must be made, directly or indirectly between parties who wish to interoperate.

3.1.1 CERT-VALUE 

This is an opaque identifier indicating the X.509 certificate to be used. The certificate in question MUST be obtained by the Requester by unspecified means. The certificate SHOULD NOT have a KeyUsage extension. If it does contain a KeyUsage extension, it SHOULD include the value of digitalSignature.

3.1.2 Signature Trust Root

This refers generally to agreeing on at least one trusted key and any other certificates and sources of revocation information sufficient to validate certificates sent for the purpose of signature verification.

3.2 Parameters

This section describes parameters that are required to correctly create or process messages, but not a matter of mutual agreement.

No parameters are required.

3.3 General Message Flow

This section provides a general overview of the flow of messages.

This contract covers a request/response MEP over the http binding. SOAP 1.1 MUST be used. As required by SOAP 1.1, the SOAPAction http header MUST be present. Any value, including a null string may be used. The recipient SHOULD ignore the value. The request contains a header and a body, both of which are encrypted. The header and body are also signed. The encryption and signature are based on an encrypted key, encrypted under a key associated with an X509 certificate. The certificate used to encrypt the key is included in the message. The Requester also includes a UsernameToken which is also encrypted. The Responder decrypts the key, verifies the signature and decrypts the header, the body and the username token. If no errors are detected it returns the signed and encrypted response using the same key as in the request, along with a Signature Confirmation element.
3.4 First Message - Request

3.4.1 Message Elements and Attributes

All items listed in the following table MUST be generated and processed. Items not listed in the following table MAY be present, but, if they are SOAP headers, MUST NOT be marked with the mustUnderstand=”1” attribute. Items MUST appear in the order specified, except as noted.

	Name
	Notes

	wsse11:EncryptedHeader
	

	  @wsu:Id
	

	  xenc:EncryptedData
	

	    xenc:EncryptionMethod
	

	      @Algorithm
	MUST be aes256-cbc

	    xenc:CipherData
	

	      xenc:CipherValue
	

	wsse:Security
	

	  @soap:mustUnderstand=“1”
	

	  wsu:Timestamp
	

	    @wsu:Id
	

	    wsu:Created
	

	  xenc:EncryptedKey
	

	    @Id
	

	    xenc:EncryptionMethod
	

	      @Algorithm
	MUST be rsa-1_5

	    ds:KeyInfo
	

	      wsse:SecurityTokenReference
	

	        wsse:KeyIdentifier
	Reference to Responder X509 Certificate

	          @ValueType
	MUST be X509ThumbprintSHA1

	    xenc:CipherData
	

	      xenc:CipherValue
	

	    xenc:ReferenceList
	

	      xenc:DataReference
	One each for the encrypted header, encrypted username token and encrypted body

	  xenc:EncryptedData
	Encrypted UsernameToken

	    @Id
	

	    @Type
	MUST be #Element

	    xenc:EncryptionMethod
	

	      @Algorithm
	MUST be aes256-cbc

	    xenc:CipherData
	

	    xenc:CipherValue
	

	  ds:Signature
	

	    ds:SignedInfo
	

	      ds:CanonicalizationMethod
	

	        @Algorithm
	MUST be Exclusive C14N

	      ds:SignatureMethod
	

	        @Algorithm
	MUST be hmac-sha1

	      ds:Reference
	One each for Timestamp, unencrypted UsernameToken, unencrypted PingHeader, soap:Body

	        @URI
	

	        ds:Transforms
	

	          ds:Transform
	

	            @Algorithm
	Must be Exclusive C14N

	        ds:DigestMethod
	

	           @Algorithm
	Must be sha1

	        ds:DigestValue
	

	    ds:SignatureValue
	

	    ds:KeyInfo
	

	      wsse:SecurityTokenReference
	

	        wsse:Reference
	Reference to EncryptedKey

	          @URI
	

	soap:Body
	

	  @wsu:Id
	

	  xenc:EncryptedData
	

	    @Id
	

	    @Type
	MUST be #Content

	    xenc:EncryptionMethod
	MUST be aes256-cbc

	    xenc:CipherData
	

	      xenc:CipherValue
	


3.4.2 Message Creation

3.4.2.1 EncryptedHeader

The wsse11:EncryptedHeader MUST contain an xenc:EncryptedData. The plaintext of the header is a PingHeader element in the http://xmlsoap.org/ping namespace with the string from the Ping element in the body as the content. e.g. <m:PingHeader xmlns:m='http://xmlsoap.org/ping' >Acme Corp – Scenario #8</m:Ping>. The m:PingHeader MUST be signed (before being encrypted). The EncryptionMethod MUST be aes256-cbc.
3.4.2.2 Security

The wsse:Security element MUST carry the soap:mustUnderstand=“1” attribute.

3.4.2.3 Timestamp

The wsu:Created element within the wsu:Timestamp SHOULD contain the current local time at the sender expressed in the UTC time zone. The Timestamp element is signed.

3.4.2.4 EncryptedKey
The EncryptionMethod MUST be rsa-1_5. The keysize MUST be 256 bits. The SecurityTokenReference MUST use a KeyIdentifier to refer to the X509 certificate of the responder. The Requester must have access to the public key corresponding to the private key in the certificate. A ReferenceList MUST be present.
3.4.2.5 ReferenceList

This xenc:ReferenceList MUST contain an xenc:DataReference that refers to the EncryptedHeader,  an xenc:DataReference that refers to the encrypted username token and an xenc:DataReference that refers to the Body.

3.4.2.6 EncryptedData

This xenc:EncryptedData contains an encrypted wsse:UsernameToken. The encryption Type MUST be #Element. The EncryptionMethod MUST be aes256-cbc.

3.4.2.7 Signature

This signature is over the unencrypted SOAP body, the timestamp,  the PingHeader and the unencrypted UsernameToken.

3.4.2.7.1 SignedInfo

The CanonicalizationMethod MUST be Exclusive Canonicalization. The SignatureMethod MUST be HMAC-SHA1. References MUST use relative URI. There must be four Reference elements that refer to the SOAP Body element, the wsu:Timestamp element, the wsse:UsernameToken and the PingHeader. The only Transform specified MUST be Exclusive Canonicalization. The DigestMethod MUST be SHA1.

3.4.2.7.2 SignatureValue

The SignatureValue MUST be calculated as specified by the specification, using the key encrypted under the EncryptedKey.
3.4.2.7.3 KeyInfo

The KeyInfo MUST contain a SecurityTokenReference with a reference to a relative URI which indicates the EncryptedKey containing the key material which will be used for signature verification.
3.4.2.8 Body

The body element MUST be signed then encrypted. 

3.4.3 Message Processing

This section describes the processing performed by the Responder. If an error is detected, the Responder MUST cease processing the message and issue a Fault with a value of FailedAuthentication.

3.4.3.1 EncryptedHeader

The signature MUST be verified and the header decrypted.

3.4.3.2 Security

3.4.3.3 Timestamp

The signature over the Timestamp element MUST be verified.

3.4.3.4 EncryptedKey

The certificate referred to by the KeyIdentifier MUST be validated. The key material under EncryptedKey MUST be extracted.

3.4.3.5 ReferenceList

The encrypted header, usernametoken and body MUST be decrypted.

3.4.3.6 Signature

The signature over the timestamp, unencrypted PingHeader, unencrypted username token and unencrypted body MUST be verified against the signature using the specified algorithms and transforms and the indicated public key.
3.4.3.7 Body

After decrypting the body and verifying the signature, if no errors are detected, the body MUST be passed to the application. The content of the Ping element in the Body MUST match the content of the m:PingHeader element in the decrypted form of the EncryptedHeader.
3.4.4 Example (Non-normative)

Here is an example request.

<?xml version="1.0" encoding="utf-8" ?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"
  xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"
  xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
  xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" 
  xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" 
  xmlns:wsse11="http://docs.oasis-open.org/wss/2005/xx/oasis-2005xx-wss-wssecurity-secext-1.1.xsd" >
 <soap:Header>
  <wsse11:EncryptedHeader wsu:Id="EncPingHeader">
   <xenc:EncryptedData>
    <xenc:EncryptionMethod
  Algorithm="http://www.w3.org/2001/04/xmlenc#aes256-cbc" />
    <xenc:CipherData>
     <xenc:CipherValue>
Ii0t6VeDmNQ6pWVQpz1MdZwchSTs7W+i1pRL3hutniZU2GFxJabDbE56ge5Whx2r+zrKlTkvOUjbEe2sE4WaJw48h/oO+/8wD95MfBMgVv+u7pNmp7UUWbM2pFvEesuYqHBlrlFxV593FOdbX/FI0HcdXLnJglS5/lLUr6Mridy9ENBWYh1P0sr1H2OCzgRtyxK0UjzyBcpH6QN36WxMX+XM/yC6SjVHifKpc11sCvEqAPrgAvlAh4AL2NSAfzQ8coC6c90mZhsd1xzoc3YsbJd79aW9SVMizrXScnDaUiEvIi2GJ0trHiDtSdY/jzBX
     </xenc:CipherValue>
    </xenc:CipherData>
   </xenc:EncryptedData>
  </wsse11:EncryptedHeader>
  <wsse:Security soap:mustUnderstand="1" >
   <wsu:Timestamp wsu:Id="Timestamp" >
    <wsu:Created>2005-05-14T05:55:22.994Z</wsu:Created>
    <wsu:Expires>2005-05-15T05:55:22.994Z</wsu:Expires>
   </wsu:Timestamp>
   <xenc:EncryptedKey Id="EncKey" >
    <xenc:EncryptionMethod 
  Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-1_5" /> 
    <ds:KeyInfo>
     <wsse:SecurityTokenReference>
      <wsse:KeyIdentifier 
  ValueType="http://docs.oasis-open.org/wss/2004/xx/oasis-2004xx-wss-x509-token-profile-1.1#X509ThumbprintSHA1" >
      LKiQ/CmFrJDJqCLFcjlhIsmZ/+0=
      </wsse:KeyIdentifier>
     </wsse:SecurityTokenReference>
    </ds:KeyInfo>
    <xenc:CipherData>
     <xenc:CipherValue>
bYfDxlgGGoaF40mDswdACx0RGuwSubQbcM9N06QqmIQ8oy9TMyUk1dMnw7y/sPWYx3uXy0rYhC8sLRGsVdihpvS+RTb/K0B2P/kCryEG4iJvJCacTXoR9lDP1CCjbTdCXrkNfZ0ocmiA2mcHdhLeibAT+XYgqs+c9kgGmwaMSJM=
     </xenc:CipherValue>
    </xenc:CipherData>
    <xenc:ReferenceList>
     <xenc:DataReference URI="#EncPingHeader" />
     <xenc:DataReference URI="#EncBody" />
     <xenc:DataReference URI="#EncUsernameToken" />
    </xenc:ReferenceList>
   </xenc:EncryptedKey>
   <xenc:EncryptedData Id="EncUsernameToken"
  Type="http://www.w3.org/2001/04/xmlenc#Element" >
    <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#aes256-cbc" /> 
    <xenc:CipherData>
     <xenc:CipherValue>
TJezCegnJjeS6EcUh0wFVcseeri/QBXBsE1y0JMT0bIiqTnMeDL8gWWMPau4PVHjm+n47kVno2+KIXu3wjdJnASOS1kErchWiF6fC1kf9LSj5B2VTOqFPTazyaDFuVfZ9PmOyfsyGrE/9IzZLUCjAtY3gqjZUtVpTwHbeV8/p4neSRwHLUMZ1+AnvqgejjzkowgB43Z9y7Sourb+7mat1MPTCrP1aDyIBBS11v81xg7JGStvO6xA6Ufd9KjSv9uDEU5I4K5w6IY6Iv0P3xgxw7VxBP9xzi0GmbvYJFa7RPcOHUN2S+Sqr8jvZZAv6QjbI494y07h/tWgrQEBe/qQSi7tWfhGVoeh30JuBaaplP/yzXruVFImlP5lMZT7SITKQKjt+WiEwvmfKoFOrWPEO03e2EdHlDtzz6qoMY7LKswtelIexlXVcbF9bKCc7hc/VsdbTCJGLwehNP84cBk1tCJKIHQd8oq8CLOMuazMlT4=
     </xenc:CipherValue>
    </xenc:CipherData>
   </xenc:EncryptedData>
   <ds:Signature>

    <ds:SignedInfo>

     <ds:CanonicalizationMethod 
  Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />
     <ds:SignatureMethod 
  Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1" />
     <ds:Reference URI="#Timestamp">
      <ds:Transforms>
       <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />
      </ds:Transforms>
      <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />
      <ds:DigestValue>IiFV7HSiL3mHn9gAHQmosC4MLiM=</ds:DigestValue>
     </ds:Reference>
     <ds:Reference URI="#UsernameToken">
      <ds:Transforms>
       <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />
      </ds:Transforms>
      <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />
      <ds:DigestValue>Y43GKqThYec5VhjJo9uMUUmijTI=</ds:DigestValue>
     </ds:Reference>
     <ds:Reference URI="#PingHeader">
      <ds:Transforms>
       <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />
      </ds:Transforms>
      <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />
      <ds:DigestValue>qNh8qc0JAeT2DHKLDhnhx1SeLIs=</ds:DigestValue>
     </ds:Reference>
     <ds:Reference URI="#Body">
      <ds:Transforms>
       <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />
      </ds:Transforms>
      <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />
      <ds:DigestValue>AApMppXTUonGAvIEvijdw3MRd/Y=</ds:DigestValue>
     </ds:Reference>
    </ds:SignedInfo>
    <ds:SignatureValue>fNa57H35Xm/14dDK3wBJ1pkW6i4=</ds:SignatureValue> 
    <ds:KeyInfo>
     <wsse:SecurityTokenReference>
      <wsse:Reference URI="#EncKey" />
     </wsse:SecurityTokenReference>
    </ds:KeyInfo>
   </ds:Signature>
  </wsse:Security>
 </soap:Header>
 <soap:Body wsu:Id="Body">

  <xenc:EncryptedData Id="EncPing"
  Type="http://www.w3.org/2001/04/xmlenc#Content" >
   <xenc:EncryptionMethod
  Algorithm="http://www.w3.org/2001/04/xmlenc#aes256-cbc" />
   <xenc:CipherData>
    <xenc:CipherValue>
ZLpEO/voXN4dDw2Sp2/9Hcqvs8cT48RcozXrtNzKeOcewom3zMANIxg2sZBZ47DCISJL61hdPwLdoqBfbY6LDfXr0ghK2gwlj70jOMsrLWU=
    </xenc:CipherValue>
   </xenc:CipherData>
  </xenc:EncryptedData>
 </soap:Body>
</soap:Envelope>
3.5 Second Message - Response

3.5.1 Message Elements and Attributes

All items listed in the following table MUST be generated and processed. Items not listed in the following table MUST NOT be created or processed. Items MUST appear in the order specified, except as noted.

	Name
	Notes
	Name
	Mandatory?

	wsse:Security
	
	Body
	Mandatory

	  @soap:mustUnderstand=“1”
	
	
	

	  wsu:Timestamp
	
	
	

	    @wsu:Id
	
	
	

	    wsu:Created
	
	
	

	  xenc:ReferenceList
	
	
	

	    xenc:DataReference
	Reference to encrypted body
	
	

	      @URI
	
	
	

	  wsse11:SignatureConfirmation
	
	
	

	    @wsu:Id
	
	
	

	    @Value
	The SignatureValue from the request message
	
	

	  ds:Signature
	
	
	

	    ds:SignedInfo
	
	
	

	      ds:CanonicalizationMethod
	MUST be Exclusive C14N
	
	

	      ds:SignatureMethod
	MUST be hmac-sha1
	
	

	      ds:Reference
	One each for Timestamp, SignatureConfirmation, soap:Body
	
	

	        @URI
	
	
	

	        ds:Transforms
	
	
	

	          ds:Transform
	
	
	

	            @Algorithm
	MUST be Exclusive C14N
	
	

	       ds:DigestMethod
	
	
	

	         @Algorithm
	MUST be sha1
	
	

	       ds:DigestValue
	
	
	

	    ds:SignatureValue
	
	
	

	    ds:KeyInfo
	
	
	

	      wsse:SecurityTokenReference
	
	
	

	        wsse:KeyIdentifier
	
	
	

	          @ValueType
	MUST be #EncryptedKeySHA1
	
	

	soap:Body
	
	
	

	  @wsu:Id
	
	
	

	  xenc:EncryptedData
	
	
	

	    @Id
	
	
	

	    @Type
	MUST be #Content
	
	

	    xenc:EncryptionMethod
	
	
	

	      @Algorithm
	MUST be aes256-cbc
	
	

	    ds:KeyInfo
	
	
	

	      wsse:SecurityTokenReference
	
	
	

	        wsse:KeyIdentifier
	
	
	

	          @ValueType
	MUST be #EncryptedKeySHA1
	
	

	    xenc:CipherData
	
	
	

	      xenc:CipherValue
	
	
	


3.5.2 Message Creation

3.5.2.1 Security

The wsse:Security element MUST contain the mustUnderstand=“1” attribute.

3.5.2.2 Timestamp

The wsu:Created element within the wsu:Timestamp SHOULD contain the current local time at the sender expressed in the UTC time zone.
3.5.2.3 ReferenceList

This ReferenceList MUST contain a DataReference that refers to the Body.

3.5.2.4 SignatureConfirmation

The SignatureConfirmation/@Value MUST contain the SignatureValue from the request.

3.5.2.5 Signature

This signature is over the unencrypted SOAP body, the timestamp and the signature confirmation.

3.5.2.5.1 SignedInfo

The CanonicalizationMethod MUST be Exclusive Canonicalization. The SignatureMethod MUST be HMAC-SHA1. References MUST use relative URI. The MUST be 3 Reference elements that refer to the SOAP Body element, the timestamp and the signature confirmation. The only Transform specified MUST be Exclusive Canonicalization. The DigestMethod MUST be SHA1.

3.5.2.5.2 SignatureValue

The SignatureValue MUST be calculated as specified by the specification, using the key encrypted under the EncryptedKey in the request.
3.5.2.5.3 KeyInfo

The KeyInfo MUST contain a SecurityTokenReference with a reference to the EncryptedKey using a KeyIdentifier. The ValueType attribute on the KeyIdentifier MUST have a value of " http://docs.oasis-open.org/wss/2005/xx/oasis-2005xx-wss-soap-message-security-1.1#EncryptedKeySHA1".

3.5.2.6 Body

The body element MUST be signed and then encrypted.

3.5.3 Message Processing

This section describes the processing performed by the Responder. If an error is detected, the Responder MUST cease processing the message and issue a Fault with a value of FailedAuthentication.

3.5.3.1 Security

3.5.3.2 Timestamp

The signature over the Timestamp element MUST be verified.

3.5.3.3 ReferenceList

The body MUST be decrypted.

3.5.3.4 SignatureConfirmation

The signature over the SignatureConfirmation element MUST be verified. The @Value attribute MUST be checked against the signature value used in the request.

3.5.3.5 Signature

The signature over the timestamp, the signature confirmation and unencrypted body MUST be verified using the specified algorithms and transforms and the symmetric key.
3.5.3.6 Body

After decrypting the body and verifying the signature, if no errors are detected, the body MUST be passed to the application. The content of the PingResponse element in the Body MUST match the content of the Ping element in the original request concatenated with the content of the PingHeader element in the original request.
3.5.4 Message Processing

The body is passed to the application without modification.

3.5.5 Example (Non-normative)

Here is an example response.

<?xml version="1.0" encoding="utf-8" ?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"
  xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"
  xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
  xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" 
  xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" 
  xmlns:wsse11="http://docs.oasis-open.org/wss/2005/xx/oasis-2005xx-wss-wssecurity-secext-1.1.xsd" >
 <soap:Header>
  <wsse:Security soap:mustUnderstand="1" >
   <wsu:Timestamp wsu:Id="Timestamp" >
    <wsu:Created>2005-05-14T05:55:23.044Z</wsu:Created>
    <wsu:Expires>2005-05-15T05:55:23.044Z</wsu:Expires>
   </wsu:Timestamp>
   <xenc:ReferenceList>
    <xenc:DataReference URI="#EncBody" />
   </xenc:ReferenceList>
   <wsse11:SignatureConfirmation wsu:Id="SigConf"
  Value="fNa57H35Xm/14dDK3wBJ1pkW6i4=" /> 
   <ds:Signature>
    <ds:SignedInfo>
     <ds:CanonicalizationMethod
  Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 
     <ds:SignatureMethod
  Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1" />
     <ds:Reference URI="#Timestamp" >
      <ds:Transforms>
       <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />
      </ds:Transforms>
      <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />
      <ds:DigestValue>AQ0P8TGCKhgzVci+sc6BEknMyUA=</ds:DigestValue>
     </ds:Reference>
     <ds:Reference URI="#SigConf">
      <ds:Transforms>
       <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 
      </ds:Transforms>
      <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 
      <ds:DigestValue>0w+mnbSl3pCCLBsEXS9aju0jhbQ=</ds:DigestValue> 
     </ds:Reference>
     <ds:Reference URI="#Body">
      <ds:Transforms>
       <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 
      </ds:Transforms>
      <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 
      <ds:DigestValue>44hQEvD7btVVf7Mz9MrwQ/u/0y4=</ds:DigestValue>
     </ds:Reference>
    </ds:SignedInfo>
    <ds:SignatureValue>eIUZHpNd/Y7ZfKgyHd244RoeqPA=</ds:SignatureValue>
    <ds:KeyInfo>
     <wsse:SecurityTokenReference>
      <wsse:KeyIdentifier
  ValueType="http://docs.oasis-open.org/wss/2005/xx/oasis-2005xx-wss-soap-message-security-1.1#EncryptedKeySHA1" >
SfoOtslHhtkdVlRTrRqCJzXUaeY=
      </wsse:KeyIdentifier>
     </wsse:SecurityTokenReference>
    </ds:KeyInfo>
   </ds:Signature>
  </wsse:Security>
 </soap:Header>
 <soap:Body wsu:Id="Body">
   <xenc:EncryptedData Id="EncBody" 
  Type="http://www.w3.org/2001/04/xmlenc#Content" >
    <xenc:EncryptionMethod 
  Algorithm="http://www.w3.org/2001/04/xmlenc#aes256-cbc" />
    <ds:KeyInfo>
     <wsse:SecurityTokenReference>
      <wsse:KeyIdentifier
  ValueType="http://docs.oasis-open.org/wss/2005/xx/oasis-2005xx-wss-soap-message-security-1.1#EncryptedKeySHA1" >
SfoOtslHhtkdVlRTrRqCJzXUaeY=
      </wsse:KeyIdentifier> 
     </wsse:SecurityTokenReference>
    </ds:KeyInfo>
    <xenc:CipherData>
     <xenc:CipherValue>
OeW+tktu8NV7NLraPtPrBAAXvwPGje2VeWM8QN16coPmY9V2rTJdU5zVohebVOCh6Yh56qZGQkqzv9PWdh1Hx4qLIvcQ+hkb05dPgW19AsaQ4GSAWNcQyQG6Ep+hE85d+N3GHtLUMY9SOoGxZTaTK8BExB6I6KdOrmjtRCFBbVE=
     </xenc:CipherValue>
    </xenc:CipherData>
   </xenc:EncryptedData>
 </soap:Body>
</soap:Envelope>

3.6 Other processing

This section describes processing that occurs outside of generating or processing a message.

3.6.1 Requester

No additional processing is required.

3.6.2 Responder

No additional processing is required.

3.7 Expected Security Properties

Use of the service is restricted to authorized parties as specified by the UsernameToken.. The service is authenticated to the client. The Body of the request is protected against modification and inspection. The response is Authenticated, protected against modification and inspection and correlated to the request.

4 References

4.1 Normative

[RFC2119] S. Bradner, Key words for use in RFCs to Indicate Requirement Levels, http://www.ietf.org/rfc/rfc2119.txt, IETF RFC 2119, March 1997.

Appendix A. Ping Application WSDL File

<wsdl:definitions xmlns:tns="http://xmlsoap.org/Ping" 

  xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/" 

  xmlns:xs="http://www.w3.org/2001/XMLSchema" 

  xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/" 

  xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" 

  targetNamespace="http://xmlsoap.org/Ping" name="Ping" >

  <wsdl:types>


<xs:schema targetNamespace="http://xmlsoap.org/Ping" 




   elementFormDefault="qualified" >


  <xs:import namespace="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" 

              schemaLocation="utility.xsd"/>


  <xs:element name="Ping" type="xs:string" />


  <xs:element name="PingResponse" type="xs:string" />


  <xs:element name='PingHeader' type='tns:PingHeaderType' />


  <xs:complexType name="PingHeaderType">



<xs:simpleContent>



  <xs:extension base='xs:string' >




<xs:attribute ref='wsu:Id' />



  </xs:extension>



</xs:simpleContent>


  </xs:complexType>


</xs:schema>

  </wsdl:types>

  <wsdl:message name="PingRequest">


<wsdl:part name="Ping" element="tns:Ping"/>

  </wsdl:message>

  <wsdl:message name="PingResponse">


<wsdl:part name="pingResponse" element="tns:PingResponse"/>

  </wsdl:message>

  <wsdl:portType name="PingPort">


<wsdl:operation name="Ping">


  <wsdl:input message="tns:PingRequest"/>


  <wsdl:output message="tns:PingResponse"/>


</wsdl:operation>

  </wsdl:portType>

  <wsdl:binding name="PingBinding" type="tns:PingPort">


<soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/http"/>


<wsdl:operation name="Ping">


  <soap:operation/>


  <wsdl:input>



<soap:body use="literal"/>


  </wsdl:input>


  <wsdl:output>



<soap:body use="literal"/>


  </wsdl:output>


</wsdl:operation>

  </wsdl:binding>

  <wsdl:service name="PingService">


<wsdl:port name="Ping1" binding="tns:PingBinding">


  <soap:address location="http://localhost:9080/pingservice/Ping8"/>


</wsdl:port>

  </wsdl:service>

</wsdl:definitions>
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