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Abstract:
This Service Oriented Architecture Reference Model is an abstract framework for
understanding significant entities and relationships amongst them within a service-
oriented environment, and for the development of consistent standards or specifications
supporting that environment. It is based on unifying concepts of SOA and may be used
by architects developing specific services oriented architectures or for education and
explaining SOA. A reference model is not directly tied to any standards, technologies or
other concrete implementation details, but it does seek to provide a common semantics
that can be used unambiguously across and between different implementations.

While service-orientation may be a popular concept found in a broad variety of
applications, this reference model scopes itself to the field of software architecture.

Status:
This document is updated periodically on no particular schedule. Send comments to the
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Committee members should send comments on this specification to the soa-
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implementing this specification, and any offers of patent licensing terms, please referto - —_
the Intellectual Property Rights section of the SOA-RM TC web page at:

http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=soa-rm

The errata page for this specification is at:
http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=soa-rm.

OASIS SOA Reference Model 18 August 2005
Copyright © OASIS Open 2005. All Rights Reserved. Page 2 of 27



44

45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72

/ h - - -~
:/ - - -~
!
/
Y £

Table of Contents T~
SO 121 o Yo 1¥ o £ o T PSP PRP 4
1.1 What is @ reference MOEl..........cc.uoiiiiiii ittt e e earaeaeaans 4
I N o 1= o o = USRS 4
1.3 How to use the reference MoOdel ............oooouiiiiiiiii e 4
1.4 Notational CONVENTIONS ..........viiiiiiie ettt e et e e e et e e e e ear e e e e sbaeeeeenreeaeanns 5
1.5 Relationships to Other Standards ............coooieiiiiii e e 5
2 The Refere€nCe MOAEI.........ooo ittt e e ettt e e e et e e e eabe e e e s beeeeeenreas 7
2.1 OVEIVIEW Of MOEI..... it ettt e e e et e e e et e e e e e beeeeenreas 7
2.2 The Reference Model in Detail.............oooiiiiiiiiii e e 8
2.2.1 SBIVICE ...ttt ettt et e et e e e ettt e e e et e e e ettee e e ab—eeeeeateeeeabbeeeeabaeaeaanbaneeatreeeaaarees 8
B S 1Y oV o= o LYo ] (1] U SS 9
2.2.3 Descriptions and Metadata ..........ooo oo 1M
2.3 Interacting With SEIVICES.......coociiiiii e 12
2.3.1 Information MO ..........ooiiiiiiieeee e e et e et re e e e eareeaeanes 13
PG T = 1= o = V7 o T il o 0 o o 1= PSSP 14
2.3.3 SEIVICES IN CONTEXE ..ot e e e et e e e et e e e eareeaeanes 15
2.4 Policies and EXPeCtatiONS ... e e e e anes 16
2.4.1 SEIVICE POLICY ..ottt ettt st ettt et et et e e beenbe e beenbeenbeenreens 16
2.4.2 Services and eXPECAtiONS ......oooiiiiiiiee et 17
2.5 Service diSCOVErability ........ooiiiiiiiiiiiie e e 19
3 Conformance GUIAEIINES .........ooooiuiiiiiiiiii ettt e et e e e et e e e et e e e e e beeeeeenrens 20
N (5] (=1 oY= OO OPT 21
g T Lo 4 0 = 11V SRR 21
T Lo B Lo 0. F= 1Y YU 21
Y o) o= T o 1) N €1 o =TT o 22
Appendix B. ACKNOWIEAGMENTS....... ..o e e e e neee s 26
Y o) o= T o [h O Lo} o Y 27
OASIS SOA Reference Model 18 August 2005

Copyright © OASIS Open 2005. All Rights Reserved. Page 3 of 27



~.
-
/ ~.
-
“—
-~
~

./' h -
Drg o,
/ T
/ r /
FLQ /
T /
TSl /
——
75 1.1 What is a reference model

76 A reference model consists of a set of clearly defined basic concepts, axioms and relationships
77 within a particular problem domain, independently of specific implementations, conventions,

78  activities or organizations. The purpose of a reference model is to facilitate the design of systems,
79 to establish a common set of terminology as it applies to the domain and to encourage best

80 practice where possible.

81

82 In the field of information technology, specific architectures may be developed to promote a
83 common approach to solving particular problems. A group of such architectures — Service

84  Oriented Architectures or SOAs — have developed over recent years with a specific mission to
85 improve interoperability and collaboration between otherwise dissimilar services.

86

87 SOAs have received significant attention within the software design and development industry in
88 recent times resulting in many conflicting definitions of “service-oriented architecture”. Whereas
89 SOA architectural patterns (or reference architectures) may be developed to explain and underpin
90 the generic design template supporting a specific SOA, a reference model is intended to provide
91 an even higher level of commonality, with definitions that should apply to any SOA at all. The

92 value of such a reference model is as a foundational work that can and should be used to

93 develop architectural patterns and promote effective discourse on derived works.

94

95  The goal of this reference model document is to define the essence of the service oriented

96  architecture paradigm, and emerge with a vocabulary and a common understanding of SOA. It
97  should provide a normative reference that remains relevant for SOA as an abstract and powerful
98  model, irrespective of the various and inevitable technology evolutions that we experience in this
99 industry and that will impact on specific SOA implementations.

72 1 Introduction

100 1.2 Audience
101 The intended audiences of this document non-exhaustively include:

102 * Architects and developers designing, identifying or developing a system based on the
103 service-oriented paradigm.

104 e Standards architects / analysts developing specifications that relate to or make use of the
105 service-oriented paradigm.

106 * Chief Information Officers and other decision makers seeking a "consistent and common"
107 understanding of service oriented architecture.

108 1.3 How to use the reference model

109 New readers are encouraged to read this reference model in its entirety. Concepts are presented
110 in an order that the authors hope promote rapid understanding.

OASIS SOA Reference Model 18 August 2005
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This section introduces the conventions, defines the audience and sets the stage for the reﬁbﬁ
the document. Non-technical readers are encouraged to read this information as it provides
background material necessary to understand the nature of reference models and their use.

Section 2 introduces the Reference Model for SOAs. First, the main axioms, key concepts and
relationships between those concepts are introduced followed by more detailed sections on the
main concepts: a service is defined along with service description. There then follows a section
detailing interaction between services, followed by service policies and expectations. Finally,
being the key to a service’s actual use, the concept of service discoverability is introduced.

This section is provided for the benefit of multiple audiences:

* Non-technical readers may use this section to gain an explicit understanding of the core
principles of SOA.

* Architects are encouraged to use this section as guidance for developing specific service
oriented architectures. Section 2 and its subsections are designed to provide guidance
for consistent logical divisions of components within architectures. It also helps architects
adhere to the basic principles of service-oriented design.

Section 3 addresses what it might mean for an SOA-based system to be conformant with this
reference model.

The glossary provides definitions of terms which are relied upon within the reference model
specification but do not necessarily form part of the specification itself.

1.4 Notational Conventions

The key words must, must not, required, shall, shall not, should, should not, recommended, may,
and optional in this document are to be interpreted as described in [RFC2119].

References are surrounded with [square brackets and are in bold text].

1.5 Relationships to Other Standards

Due to its nature, this reference model may have an implied relationship with any group that:
* Considers its’ work "Service Oriented"; and/or

* Makes (publicly) an adoption statement to use this SOA Reference Model of this TC as a
base or inspiration for their work when complete.

Additionally, there are a large number of standards and technologies that are related by the fact
they claim to be or are “service oriented”.

OASIS SOA Reference Model 18 August 2005
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The reference model does not endorse any particular service-oriented architecture, or attest to
the validity of third party reference model conformance claims.
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155 2 The Reference Model T~

156 The reference model for service-oriented architectures describes concepts and relationships that
157 are fundamental in describing SOA architecture patterns (i.e. SOA reference architectures) and
158 specific SOA architectures applied to the solution of specific problems. In general, a service-

159 oriented architecture represents a uniform means to discover and access distributed services that
160 invoke functionality which produces desired effects with measurable preconditions and

161 expectations. The services hide implementation details but have associated service descriptions
162 to provide sufficient information to understand the technical and business requirements for

163 invoking the service. The actual decision (or agreement) to invoke a service often is contingent
164 on understanding and complying with those requirements.

165

166 While such a description of SOA gives a flavor for why it is of interest, it is not sufficient for

167 understanding the primary SOA concepts that must be utilized in designing a SOA and effectively
168 using an SOA. The remainder of this section introduces the main concepts and a detailed

169 discussion of the concepts and their relationships are in the sections that follow.

170 2.1 Overview of model

171 A key concept of SOA is that of a service. In general, people and organizations create

172 capabilities to solve or support the solution of problems they face in the course of their business.
173 SOA is conceived as a way of making those capabilities visible and supporting standard means of
174 access so the existing capabilities can be reused or new capabilities can be readily substituted to
175 improve the solutions. A service is a means to access such capabilities.

176

177 To use a service, it is necessary to know it exists, what is accomplished if the service is invoked,
178 how to invoke the service, and other characteristics to allow a prospective consumer to decide if
179 the service is suitable for the current needs and if the consumer satisfies any requirements of the
180 service provider to be permitted access. Such information constitutes the service description.

181

182 Services are accessed in order to achieve particular effects. However, the nature of SOAs are
183 that there is an arm’s length relationship between service providers and consumers. As a result,
184 there is a distinction to be drawn between the public interactions with a service and the private
185 actions of the service provider and consumer. An important reason for the scalability and security
186 attributes of SOAs is that the distinction promotes independence between service participants.
187 We can focus on the public aspects of using a service by examining the conditions of using a
188 service and the expectations that arise as a result of using the service. We loosely associate the
189 service conditions with the service policies and the expectations with service contracts.

190

191 Another key concept in SOA is that of service interaction. Although services are accessed in
192 order to achieve particular desired effects, this is effected by exchanging information between
193 service providers and consumers. Typically this is by exchanging messages using a standardized
194 protocol; however, there are many modalities possible for using services
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Finally we identify discoverability as a key concept of SOAs. Discoverability refers to the - —
possibility and mechanisms by which service consumers and providers can be brought together.
There are many possible mechanisms by which discoverability may be achieved; SOAs are not
limited to registries or repositories of service descriptions although these are undoubtedly
powerful means of achieving it. Discoverability itself is a key concept for SOAs.

2.2 The Reference Model in Detail
2.2.1 Service

A service is a mechanism to enable access to a set of capabilities, where the access is provided
using a prescribed interface and is exercised consistent with constraints and policies as specified
by the service description. A service is provided by one entity for use by others, but the eventual
consumers of the service may not be known to the service provider and may demonstrate uses of
the service beyond the scope originally conceived by the provider.

A service is invoked through a service interface, where the interface comprises the specifics of
how to access the underlying capabilities. There are no constraints on what constitutes the
underlying capability or how access is implemented by the service provider. Thus, the service
could carry out its described functionality through one or more automated and/or manual
processes that themselves could invoke other available services. A service is opaque in that its
implementation is hidden from the service consumer except for (1) the information model
exposed through the published service interface and (2) any information included as metadata to
describe aspects of the service which are needed by service consumers to determine whether a
given service is appropriate for the consumer’s needs. The consequence of exercising a service
is one or more real world effects. The effects may include

(1) information returned in response to a request for that information, including information
returned as a result of prior interactions with the service,

(2) processing done in response to a request to change the state of identified entities, or
(3) some combination of (1) and (2).

Note, the user in (1) does not typically know how the information is generated, e.g. whether it is
extracted from a database or generated dynamically; in (2), the user does not typically know how
the state change is effected. In either case, the service consumer would need to provide input
parameters defined (either required or optional) by the service and the service would return
information, status indicators, or error descriptions, where both the input and output are as

' http://en.wikipedia.org/wiki/Turing_completeness
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the service may be invoked without requiring information input from the consumer (other than Q
command to initiate action) and may accomplish its functions without providing any return or
feedback to the consumer.

The description of the service concept has emphasized a distinction between a capability that
represents some functionality created to address a problem or a need and the service that forms
the point of access to bring that capability to bear in the context of SOA. Itis assumed the
capability was created and exists outside of SOA and one of the major benefits of SOA is
enabling the capability to be applied to an expanded realm of relevant problems. In actual use,
maintaining this distinction may not be critical (i.e. the service may be talked about in terms of
being the capability) but the separation is pertinent is terms of a clear expression of the nature of
SOA and the value it provides.

2.2.2 Service description

The service description represents the information needed to use a service. It may be considered
part of or the complete set of the metadata associated with a service (see Section 2.2.3) but in
any case, the service description overlaps and shares many common properties with service
metadata. In most cases, there is no one “right” set of metadata but rather the metadata content
depends on the context and the needs of the parties using the associated entity. The same holds
for a service description. While there are certain elements that are likely to be part of any service
description, most notably the information model, many elements such as function and policy may
vary. However, the mechanisms to specify the service description should be represented through
use of a standard, reference-able format that can accommodate the necessary variations and
lend themselves to common processing tools (such as discovery engines) to make use of the
service description.

While the concept of a SOA supports use of a service without the service consumer needing to
know the details of the service implementation, the service description makes available critical
information a consumer needs to decide to use a service and then to affect that use. In
particular, a service consumer must know:

1. The service exists and is available;

2. The service performs a certain function or set of functions consistent with technical
assumptions that underlie its functions;

3. The service operates under a specified set of constraints and policies;

4. The service will (to some extent) comply with policies as prescribed by the service
consumer;

5. How to interact with the service in order to achieve the required objectives, including the
format and content of information exchanged between the service and the consumer and
the sequences of information exchange that may be expected.

Subsequent sections of this document will deal with these aspects of a service in details but the
following subsections will describe their relation to the service description.

OASIS SOA Reference Model 18 August 2005
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2.2.2.1 Service Availability f

Item 1 refers to the key requirement for a service description to include sufficient data to perm‘t‘a —. t
service consumer and service provider to physically exchange information. This might range from

metadata such as the location of the service and what information protocols it supports and

requires to whether the service is currently available or not.

2.2.2.2 Service Functionality

Item 2 relates to the need to unambiguously express the function(s) of the service and the real
world effects (see section 2.4) that result from it being invoked. This portion of the description
needs to be expressed in a way that is generally understandable by service consumers but able
to accommodate a vocabulary that is sufficiently expressive for the domain for which the service
provides its functionality. The description of functionality may include, among other possibilities,
a textual description intended for human consumption or identifiers or keywords referenced to
specific machine-process-able definitions. For a full description, it may be useful to indicate
multiple identifiers or keywords from a number of different collections of definitions.

Part of the description of functionality may include underlying technical assumptions that
determine the limits of functionality exposed by the service or of the underlying capability. For
example, the amounts dispensed by an automated teller machine (ATM) are consistent with the
assumption that the user is an individual rather than a business. To use the ATM, the user must
not only adhere to the policies and satisfy the constraints of the associated financial institution
(see sections 1.1.1.1 for how this relates to service description and section 2.4 for a detailed
discussion) but the user is limited to withdrawing certain fixed amounts of cash and a certain
number of transactions in a specified period of time. The financial institution, as the underlying
capability, does not have these limits but the service interface it exposes to its customers does,
consistent with its assumption of the needs of the intended user. If the assumption is not valid,
the user may need to use another service to access the capability.

2.2.2.3 Policies Related to a Service

Items 3 and 4 relate to the service description’s support for associating constraints and policies
with a service and providing necessary information for prospective consumers to evaluate if a
service will act in a manner consistent with the consumer’s constraints and policies.

In some situations the consumer may similarly provide an indication of its constraints and policies
to support a service’s need to do a similar evaluation of suitability. Thus, both prospective
consumers and providers are likely to use the service description (and the consumer description)
to mutually establish what section 2.3.3 refers to as the execution context.

2.2.2.4 Service Interface

The service interface is the means referred to in Item 5 for interacting with a service. It includes
the specific protocols, commands, and information exchange by which actions are initiated that

OASIS SOA Reference Model 18 August 2005
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315 The specifics of the interface are syntactically represented in a standard reference-able format.
316 These prescribe what information needs to be provided to the service in order to exercise its
317  functionality and/or the results of the service invocation to be returned to the service requester.
318 This logical expression of the set of information items associated with the consumption of the
319 service is often referred to as the service’s information model. Note, specifying the particulars of
320 the standard reference-able format is beyond the scope of the reference model but requiring that
321 mechanisms be available to define and retrieve such definitions are fundamental to the SOA
322 concept. Also note that the service may be invoked without requiring information input from the
323 consumer (other than a command to initiate action) and may accomplish its functions without
324 providing any return or feedback to the consumer.

325 While this discussion refers to a standard reference-able syntax for service descriptions, we do
326 not specify how the consumer accesses the interface definition nor how the service itself is
327 accessed. However, it is assumed that for a service to be usable, its interface must be

328 represented in a format that allows interpretation of the interface information.

329 2.2.2.5 An Example of Using Information Contained in the Service
330 Description

331 The following example may help to clarify the concepts related to service and service description.
332 To access electricity generated by the local electric utility, the service interface is the wall outlet
333 and to use the service | need to understand what kind of plug fits the outlet. The utility assumes |
334 will plug in devices that are compatible with the voltage they are providing and my assumption is |
335 can safely plug in devices without these being damaged. If | am a home or business user, a

336 constraint is | must establish an account and the contract | have with the electric utility is they will
337 meter my usage and | will pay at a rate they prescribe. If | am a visitor to someone with a

338 contract, the utility does not have a contract with me (and | do not have to satisfy the initial

339 account constraint) but I still must be compatible with the service interface. The utility policy may
340 be that in the event of high use by the community, the utility may reduce voltage or institute rolling
341 blackouts. My implied policy is | may complain to my legislative representative if this happens
342 frequently. The resource is the utility’s ability to generate and distribute electricity, and the

343 service is my getting access to that electricity. The resource would exist if every device was

344 required to be hardwired to the electric utility’s equipment but this would result in a very different
345 service with a very different interface.

346 2.2.3 Descriptions and Metadata

347 One of the hallmarks of a Service Oriented Architecture is the degree of documentation and
348 description associated with it; particularly machine processable descriptions — otherwise known
349 as metadata.

350

351 The purpose of this metadata is to facilitate integration, particularly across ownership domains.
352 By providing public descriptions, it makes it possible for potential participants to construct

353 applications that use services and even offer compatible services with minimal human-level
354 contact between them.

OASIS SOA Reference Model 18 August 2005
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2.2.3.1 The roles of description I f i

An important additional benefit of metadata — as opposed to informal natural Ianguage
descriptions — is that it potentially permits automation in the creation of software. Both service
providers and service consumers can benefit from such automation — reducing the cost of
developing such systems.

For example, metadata can be used as a basis of discovery in dynamic systems, it can assistin
managing a service, validating and auditing uses of services may also be simplified by rich
metadata. It can help to ensure that requirements and expectations regarding the content of any
data interchanged are properly interpreted and fulfilled.

2.2.3.2 The limits of description

There are well-known theoretic limits on the effectiveness of descriptions — it is simply not
possible to completely specify in a completely unambiguous manner the precise semantics of a
service. (This is Godel's incompleteness result in another guise.)

Another way of stating the above is that there will always be unstated assumptions made by the
describer of a service that must be implicitly shared by readers of the description. This applies to
machine processable metadata as well as to human readable documentation.

Luckily, such precision is not normally necessary either — what is required is sufficient precision to
enable required functionality.

Another kind of limit of descriptions is more straightforward: describing a service (for example)
does not eliminate the requirement for making a choice. For example, a service directory might
have the descriptions of many services — provided by many organizations. An automatic search
of that directory is therefore likely to return multiple responses to any mechanical search criteria.
At some point this set of responses has to be converted into a choice of a single service in order
for a service consumer (say) to perform its function. In a multi-vendor scenario, that choice must
also take into account real world aspects of the service — such as who the provider of the service
is and whether the service consumer can or should trust the provider. It is unlikely that such
factors can be easily and securely encoded in descriptions and search criteria.

2.3 Interacting with services

Interacting with a service involves exchanging information with the service and performing actions
against the service. In many cases, this is accomplished by sending and receiving messages to
and from the service end-point; but there are other modes possible that do not involve explicit
message sending. However, for simplicity, we often refer to message exchange as the primary
mode of interaction with a service. Together the forms of information exchanged and the kinds of
actions performed form the service interface — see section 2.2.2.

There are three key concepts that are important in understanding what it is involved in interacting
with services — the information model, the process model and the execution context.

OASIS SOA Reference Model 18 August 2005
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2.3.1 Information model E t

The information model of a service is a characterization of the information that may be exchan%d\ -
with the service.

The scope of the information model includes the format of documents and messages, the
structural relationships within those documents and also the ontologies of terms used within those
documents.

We do not, however, generally include within the information model of a service the information
and data that might be stored or internally manipulation by a service. That is part of the service
implementation.

2.3.1.1 Structure

Knowing the representation, structure and form of information required is a key initial step in
ensuring effective interactions with a service. There are several levels of such structural
information; ranging from the encoding of character data, through the use of formats such as
XML, SOAP and schema-based representations.

2.3.1.2 Ontology

Particularly for messages, an important aspect of the service information model is the
interpretation of strings and other tokens in the data. Loosely, one might partition the
interpretation of a message into structure (syntax) and ontology (semantics); although both are
part of the information model.

A described information model typically has a great deal to say about the form of messages,
about the types of the various components of messages and so on. However, pure type
information is not sufficient to completely describe the appropriate interpretation of data. For
example, within an address structure, the city name and the street name are typically given the
same type — some variant of the string type. However, city names and street names are not really
the same type of thing at all. Distinguishing the correct interpretation of a city name string and a
street name string is not possible using type-based techniques — it requires additional information
that cannot be expressed purely in terms of the structure of data.

Ontologies are formal descriptions of sets of terms in terms of the relationships between them.
Most commonly, the relationships are class relationships — one term represents a concept that is
a sub-class of another. However, relationships are not limited to the sub-class relationships; other
aspects of concepts can also be usefully represented; such as the range of possible values given
property can take and whether the property is functional or not.

The role of explicit ontologies is to provide a firm basis for selecting correct interpretations for
tokens in messages. For example, in the address example above, an ontology can be used to
capture the appropriate distinction between street name and city name; so much so that in many
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437 another.
438

439 More specifically, for a service to be consistent, the service should make consistent use of terms
440 as defined in one or more ontologies. Of course, specific domain semantics are beyond the scope
441 of this reference model; however, the reference model does address the requirement that the
442 service interface enable providers and consumers to unambiguously identify relevant definitions
443 for their respective domains.

444 2.3.2 Behavior model

445 The second key requirement for successful interactions with services is knowledge of the
446 behavioral or process aspects of the service. Loosely, this can be characterized as knowledge of
447 the actions on, responses to and temporal dependencies between actions on the service.

448

449 For example, in a News subscription service, a successful use of the service involves initially
450 registering a subscription with the service; which will then be followed by an irregular series of
451 one-way news items. Key to using the service is the knowledge that you must first register your
452 preferences and then you will get messages without further prompting.

453

454 Another example is a service that supports updating a balance with a transaction. Such services
455 are typically idempotent: i.e., they will not change their state should a subsequent interaction be
456 attempted for the same transaction. The behavioral model of the account update service then
457 consists of an initial communication — incorporating the transaction to log — followed by a

458 response which includes the new balance.

459

460 2.3.2.1 Process Model

461 It is fairly common to partition the process model associated with a service into two levels: the
462 particular sequences of operations needed to achieve single service exchanges and longer term
463 transactions. These two levels may be nested — a long running transaction is often composed of
464 sequences of exchange patterns.

465

466 For example, in a publish-and-subscribe service, there are individual operations dealing with

467 registering a new subscription (say) and publishing a new notice (say). The longer view of a given
468 service considers the total sequence of notifications associated with a given subscription.

469 Another concept that may be featured in a process model is the transactional structure of a

470 service (c.f. ACID analysis of processes).

471

472 Note that although the existence of a process model is fundamental to this Reference Model, its
473 extent is not defined. In some architectures the process model will include aspects that are not
474 strictly part of this reference model — for example we do not address the orchestration of multiple
475 services — although orchestration and choreography may be part of the process model of a given
476 architecture. At a minimum, the process model must cover the interactions with the service itself.
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Choosing an appropriate representation of process models is a fine art; a representatlon system
that can express sequences and dependencies is often Turing complete —i.e., is effectively a
programming language. The problem with Turing complete representations of processes is that
processing such descriptions quickly becomes intractable for non-trivial process models. For
example, the task of comparing two processes is a difficult exercise that is provably impossible in
the general case. On the other hand, without some such expressive power it can be difficult to
capture the required dependencies that are a natural part of process descriptions.

However, showing that two process models are equivalent is not the only requirement for
representing process models. A more common requirement is simply to be able to identify the
appropriate steps that must be followed for a successful interaction. This is analogous to following
a recipe or executing a program — a task that is easily mechanizable.

2.3.2.2 Behavior

The behavioral model of a service is about the behavior that results in interactions with the
service. Of course, a great portion of the behavior of a service may be private; however, the
expected public view of a service surely includes the implied behavior of the service.

For example, in a service that represents a bank account, it is not sufficient to know that to use
the service you need to exchange a given message (with appropriate authentication tokens). It is
also of the essence that using the service may actually affect the bank account — withdrawing
cash from it for example.

The behavior of a service is closely connected to its intended real-world effect; although not
identical to it. In general, we can state that the behavior of a service (an attempt to withdraw cash
from an account) results in an intended (or occasionally unintended) effect in the world: the
account’s balance is lower.

2.3.3 Services in context

In an implementation, services are associated with an execution context. Or, another way of
expressing this is to consider that there is a distinction between a potential service and an actual
service that is capable of being interacted with. An actualized service has an execution context
that determines many of the properties of the service; including attributes such as security.

For example, suppose that it were important that a given service was always executed in an
authenticated context — i.e., that the service provider and the service consumer have
authenticated themselves to each other. The details of how authentication is performed are not
our concern here. That authentication context is an example of a particular execution context that
applies to the service.
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519  for example, whether it is available, and so on. ~.

520 2.4 Policies and Expectations

521 In the absence of intimate knowledge of the implementation of service providers and consumers
522 a way of characterizing the use of a service is via the concepts of policies and expectations. We
523 can understand what it means to interact with a service by examining the conditions on the use of
524 the service and the expected results of using it.

525

526 Broadly speaking, a policy represents some form of constraint or condition on the use,
527 deployment or description of an owned entity. We are focused primarily on the concept of policy
528 as it applies to services.

529

530 On the other hand, the expectations associated with a service revolve around the consequences
531 of interacting with the service. Normally, there is an expected real world effect as a result of
532 using a service — such as depositing money into an account. However, it can be difficult to

533 characterize the real world effect of using a service, since the actions performed by a service
534 implementation are inherently private to that provider.3 Instead it may be more effective to

535 consider the expectations for future interactions with services.

53 2.4.1 Service Policy

537  Abstractly, a policy is a statement of the obligations, constraints or other conditions of use of a
538 given service that expresses intent on the part of a participant. More particularly, policies are a
539 way for expressing the relationship between the execution context and the information and
540 process models associated with the service.

541

542 Conceptually, there are three aspects of policies: the policy assertion, the policy owner

543 (sometimes referred to as the policy subject) and policy enforcement.

544

545 For example, the assertion: “All messages are triple-DES encrypted” is an assertion constraining
546 the forms of messages. As an assertion, it is measurable: it may be true or false depending on
547 whether the traffic is actually encrypted or not. Note that policy assertions are often about the way

548 the service is realized; i.e., they are about the relationship between the service and its execution
549 context.

550

? A similar analysis applies to service consumers: just how a consumer of a service decides which requests
to make is something that the service provider cannot determine.
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A policy always represents a participant’s point of view. An assertion becomes the pollcy o) t

participant when they make it their policy — this linking is normally not part of the assertion itself.
For example, if the service consumer declares that “All messages are triple-DES encrypted”, then™
that reflects the policy of the service consumer. This policy is one that may be asserted by the
service consumer independently of any agreement from the service provider.

Finally, a policy may be enforced. Techniques for the enforcement of policies depend on the
nature of the policy. From a conceptual point of view, service policy enforcement amounts to
ensuring that the assertion is consistent with the real world. An unenforceable policy is not really
a policy; it would be better described as a wish.

Policies potentially apply to many aspects of SOA: security, privacy, manageability, Quality of
Service and so on. Beyond such infrastructure-oriented policies, participants may also express
business-oriented policies — such as hours of business, return policies and so on.

Policy assertions may be, but need not be, written down in a formal machine processable form.
The importance of such a machine processable form of policy depends on the purpose and
applicability of the policy. In particular, where a policy declaration might affect whether a particular
service is used or not, then such policies should be expressed in machine-processable form.

Languages that permit policy assertions also range in expressivity from simple propositional
assertions to modal logic rules. However, the Reference Model is neutral to how a policy is
represented.

A natural point of contact between service participants and policies associated with the service is
in the service description. It would be natural for the service description to contain references to
the policies associated with the service.

2.4.2 Services and expectations

There is nearly always a particular purpose associated with interacting with a service — the
service consumer is trying to achieve some result by invoking the service, as is the service
provider. At first sight, such a goal can often be expressed as “trying to get the service to do
something” — this is sometimes known as the real world effect of using a service. For example,
an airline reservation service can be used in order to book seats on a flight.

However, inherent to the concept of SOA is an arm’s length approach to the relationship between
service providers and consumers where there are minimum assumptions made by consumers
about how a service is provided, and conversely minimum assumptions made by service
providers about the connectivity of consumers. This separation is key to achieving large-scale
systems and also to managing the evolution of such systems.

In keeping with this assumption, a more effective way of capturing the purpose of using a service
is via the concept of expectations. l.e., rather than trying to ensure that the airline reservation
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