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Summary
This paper is intended to help the reader understand the features oF@d@ration by describing the
use of the specification iselectedapplication scenarios.

WS Federation extends W¥rust to provide a flexiblBederatedldentity architecture with clean
separation between trust mechanisms, security token formats, and the protocol for obtaining tokens.
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This architecture enables a reusabkcuritytoken servicanodel and protocol to address the identity
requirements of both web applications and web services in a variety of trust relationships.

Thefeaturesof WSFederationcanbe usel directly bySOAP clients andeb servicesWSFederation
also defines syntafor expressing the W$rust protocol and WEederation extensianin a browser
basedenvironment.The intentionof this functionalityis to provide a commomodelfor performing
Federated Identity operations for both web services and brovisesed applicabns.

This papelbriefly reviewsWSTrustand thendescriteshow WSFederation builds upon the Security
Token Service model defindéal that standard Abasicoverview of the featues of WS~ederation is
provided Key concepts are explained by examplegsafe in application scenarios.

This paper is intended for an audience familiar with web services security topics. Familiarigghaith
web service specificationg.e. WSTrust and W&-ederatior) is helpful but not essential.
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1. Introduction

WS Security, WSrust, and WSecurityPolicprovidea basic modefor federaion between Identity
Providers and Relying PartieBhese specificatiordefine mechanisms focodifying claims (assertions)
about a re@juestor assecurity tokengvhich can be used tprotect and authorize web services requests
in accordance witlpolicy. WSFederation extends this foundation by describing how dteem
transformationmodelinherent in security token exchanges aamable icher trustrelationships and
advancedederationof services This enables high value scenarios wharthorized access to resources
managed in one realm can be provided to security principals whose identities and attributes are
managed in other realmsWSFederation includemechanisms for brokering of identity, attribute
discovery and retrievahuthentication and authorizatiodlaimsbetweenfederation partnersand
protecting theprivacy oftheseclaimsacross organizational boundari@&hese mechasms are defined
as extensions to the Security Token Serf®ESinodel defined in WSrust. In addition W-ederation
defines a mapping of these mechanisms, #mlWSTrusttoken issuancenessagesonto HTTP such
that WSFederationcan be leveraged withiWeb browser environment3.he intention is to provide a
commoninfrastructurefor performing Federated Identity operations for both web services and
browserbased applications. A common protocol provides economies with regard to development,
testing, deloyment and maintenance for vendors and custonadike.

The best way to understand \ARRderation is to see it in us@his paper describes two scenarios that
exerciseselectedfeatures of WS-ederation in different wayg heEnterprisescenarioconsicrs bidding
on supply-chaincontracts the Healthcarescenario exploreprovidingaccess tgatient records There is
some overlap in the features used. The difference in the applicatitinese featureswill show the
flexibility of thefeaturesof the specification. These are advanced scenarios that highlight complex
situations with extensive use of WrR&deration. This should not imply that W&deration is only useful
in situations as complicated as the ones presented here. The goal is to highlighethatenarios
based uporboth realistic and complicated situations can be supported wlitehe same time,
providing a fair amount of coverage of the W&deration specificatiort.hegoalis notto providean
exhaustive exercise of the features of W&kration. Forthe purposes of this paper, we assert thhée
basicconcepts of the welfpassiveyequestor, where web service messages are mapped into browser
HTTP messageme understood Many businesses have already addressed the sirsipgle sigron use
cases so this paper doesot go into these in detailThe newefeaturesin the specificatiorare
introduced with theintention of addreséng otherweb services requesterengaged in business
scenariosMore advanced features, such as pseudonyms, atecavered in this papeFeatures that
will be described in the scenarios that follow are

1 Federation Metadata Enterprise, Healthcare
Authorization¢ Enterprise Healthcare
Privacy- Healthcare
Indicating Specific Policy and Metadatanterprise, Healtcare
Sign out Healthcare
Web (passive) RequestorEnterprise

=A =4 =4 4 =9

Understanding W¥ederation 5/28/2007 4 0f 49



The organization of the paper is as follows.

Section Z; WSTrust and WS-ederationcThis section provides a short overview of M#8st before
describing how W&ederation builds upon the 8arity Token Service model defined by \WM8st.The
features of W9-ederationare then summarized

Section X EnterpriseScenaria; The section presents amterprise scenario centeregn one
organization offering a Requefsir Proposal (RFR)a an onlir service and another organization
accessing this service and placing bids. This scenario demonstratese of the following WS
Federation featuresFederation Metadatdo enable automated service configuratioipplication
specific Policy and Metadata convey additional security semantiésthorization Contexto inform
security token servicdecisionsvhenissuing tokens anGommondaim Typesto promote
interoperability. This scenario concludes with an example of the Web (passive) Requestor fieature
enable the use of a web browser client.

Section 4 HealthcareScenaria; This section presents a Healthcare scenario centerggiatient record
access in an emergency situation. This scenario demonstiaasseof the following WS-ederation
features: Federation MetadataApplicationspecificPolicy and MetadataAuthorization Contexand
Commondaim Types. Tisexample presergdifferent uses of these featurdsom the previous
Enterprise scenario. EhHealthcarescenario also demonstrates the uskPrivacyProtectionby a
requestorto indicate that a sensitive claimhichmay be issued ia security token should be protected
by encryptionas well as the use of federated SiQot

AppendixA - PRIP Claim Typed his sectiomocumentsclaim types hat were defined in the Passive
Requestor Interoperability Profile used in Wé&deration interoperability testing. These claim types are
used in some of the examples in the scenarios described above. In addition to showing the original
mapping of the claintypes to SAML 1.1 assertigiiis sectionllustratesmappings to the WS
Federation metadata documettriNamedClaimTypesOfferetement and the Authorization Common
Claims dialect.

Appendix B; Acknowledgementsg This acknowledges the inputs and supgandvided by other
individuals in the creation of this paper.

Appendix & XML NamespacesThis sectionists all the XML Namespadist are used in this
document.

This is a nomormative document and does not provide a definitive specification ofM8Federation
PolicyLanguage

Appendix D; Referenceg, This section provides a list of references which readers may find helpful for
more detailed information.
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2. WS-Trust and WS-Federation

2.1.WS-Trust
Themechanismslefined in WSSecurity, WS rust, and WSeurityPolicy provide the basimodelfor
federafon. Trust is the bedrock afny securitynodel To begin, we definayK I (A & Trdstisthélza G ¢ K
expression between partigbat one party to aelationshipwill believe statements (claims) made by
another party; itis based on evidenaehistory, experience, documents, etcand personal risk
tolerance Trust ina personcan be based on past experience where one party expresgqeesctations
about future behavior of mother party based on the shared expsrice Some examples are:
1 I trust that buying a specific book from Alice is dageause | have bought many books from
Alice over the past 10 years
9 1do not trust that buying a specific book from Bob is safe because | have never bought books
from Bob bebre.
In general tust in informationis substantiated bglaims about the origin, correctness and usage rights
of the information. Soecificallywith respect toweb servicesrust principles this oftenrefers to the
likelihood that the recipienbf amessage with aecurity token will believe that the claims the token
makes about a subject ataue becausehe recipientrecognized the origin of the token and has
experience with the issuer of the token following good practices

WS Security providesa core function by defining mechanisms fassuringmessageuthenticity,
integrity and confidentialitythrough the use ofecurity tokens. WSecurityPolicy enables the
description ofthe security requirements afervices via assertionsibout the security mechdsms of the
services (i.e. algorithms and types of tokens that the service accéjis)g these assertiongeb
services are able torecognize and assef%e types ofsecurity tokensandclaims that areequired for
exchangng messages securelYWSTrustprovidesan additionalpiece ofthe foundation for federation
by defininga servicemodel, the Secuty Token ServicéSTS)and a protocol for requesting/issuirigese
security tokengvhich are used by WSecurity and described by Ws&curityPolicy
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Figurel ¢ Security Token Servic&T$Model

Figure 1lillustratesa view of theSecurity Token Servic8T$model defined by WSrust.Each arrow
represents a possible communication path between theipgrants. Each participant has its own
policieswhich combine to determine theecurity tokens and associated claireguired to
communicate along a particular patRrom theRS |j dzS & (i 2 N2 athe cafMiinicaBad fiok E&ts
with the identification ofaweb service, or Resource Provider, that requestorwishes toaccessThe
requestorqueries the Resource Provider for its polidesletermine security requirements&Jsing WS
Securityolicy expressionttie Requestorcan check its own capabilities determine ifrequestorhas a
security token that meets the requirementis access the &ource Provider. the requestordoes not
have an acceptable tokenritight be able to request onieom an appropriate ST@hich can also be
identified in the ResourcBrovidef policy.EachSTS has its own associated pading being a web
service the Requestor can quetthe ST3o determine the security requirements for requesting a
particular type ottokenfor use

Figure 1 depictshie STS functiongin the roleof an Identity Provide(IP) The primary functiorof an
STSn this roleis to issuddentity tokens that contain claims about a security pritiphat correspond
to the RequestarAn IPSTS can aldme used by a Resource Providewnalidate tokenst hasreceived
from RequestorsAResource Provider is frequently referred toeaRelying Partio indicatethat it relies
upontokens issued by an SiSgrant/deny access to the resources it contréisr the purposes of this
document theterms Resource Rwider and Relying Party are synonymaarsd may be used
interchangeablyThedifferenceis simply one operspective TypicallyResource Providés used when
referring to this participant from th@erspectiveof the Requestor, anRelying Partys usedvhen
referring to it from the perspective of the SW8o is identifying the ultimate recipient of the token
Therefore the abbreviation RP refers to either concept through the rest of this paper.

WSTrust introduces protocol mechanisms independent of aastipular application for requesting,
issuing, renewingcancellingandvalidating security tokens which can be exchanged to authenticate
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principals and protect resource$he core of this protocol is the requesisponse message pair,
Request Security Tek (RSTand Request Security Token RespoiiR8TR)

<s:Envelope >
<s:Header >
<wsa:Action >

http://docs.oasis - open.org/ws - sx/ws - trust/200512/RST/Issue
</ wsa:Action >
<! --  Other headersn ot shown for brevity - >
</ s:Header >
<s:Body >
<wst:RequestSecurityToken >

<wst:TokenType >
http://example.org/mySpecialToken

</ wst:TokenType >

<wst:RequestType >

http://docs.oasis - open.org/ws - sx/ws - trust/200512/Issue
</ wst:RequestType >
</ wst:RequestSecurityToke n>
</ s:Body >

</ s:Envelope >
Example Request Security Token (R8Essage

The above fragment is a simple example of a Request Security Token (RST) niksdeagang the
token type being requestedmySpecialTokergnd the request type ithe body of themessagdIssue)
Other request types are possiblor example:Cancel, Renew andalidate WSTrust is nolimited to
any particular token typerlhis exampléllustratesa custom token type being requestdlyremainng
agnostic of the type fotoken beng transmitted WS rustenhances the interoperality of the basic
protocolandallowsmigration of custometdeployed products as the industry introduces new and
improvedsecurity token formats.

<s:Envelope >
<s:Header >
<wsa:Action >
http://docs. oasis -open.org/ws - sx/ws - trust/200512/RSTR/Issue
</ wsa:Action >
<! --  Other headers not shown for brevity - >
</ s:Header >
<s:Body >
<wst:RequestSecurityTokenResponseCollection >
<wst:RequestSecurityTokenResponse >
<wst:RequestedSecu rityToken >
<xyz:CustomToken xmlnsixyz =".. ">

</ xyz:CustomToken >

</ wst:RequestedSecurityToken >
</ wst:RequestSecurityTokenResponse >
</ wst:RequestSecurityTokenResponseCollection >
</ s:Body >

</ s:Envelope >
Example Request Security Token Response (R8ER3age
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This fragment is an example Request Security Token Response (RSTR), nlastag@ga successful
(and simplejssuance of the custom token from the previous RST example. Other responses are
possille, including challenges that must be met before tieguestedtoken would be issued.

Security Token Serviceanbrokerthe establishment ofitrust relationshipbetween a Resource
Provider and other service providgidentity Providers for example) that are prepared to vouch for
the identity, pseudonyms or other attributes which they have associated with a specific principal.
order fora security token from an Identity Provider realm to be useful in a Relying Party, thalm
following items are rquired:

9 Trust relationship between the realms

1 Agreement upon the syntax and semantics of security tokens

1 Endpoints for obtaining policy requirements and requagtsecurity tokens

2.2.WS-Federation

A federation is a collection of realms (security domains) tiave established relationshifier securely
sharing resources. Resource Provider in one realm can provide authorized access to a resource it
manages based orlaimsabout a principal (such as identity or other distinguishing attributes) that are
asseted by an Identity Provider (or any Security Token Seruicanother realm

Thevalueof establishing dederation is to facilitate theiseof security principal attributeacross trust
boundaries to establish a federation context for that principaRelyingParty canthen usethis context
to grant/deny access to a resource. Establishing a federation context when Identity and Resource
Providers operate in different realms requires agreemegitveen these partiesn whatclaimsare
required and fregently requires agreement on mechanisms for securely transporting tblegmsover
unprotected networks.This provides the basis for interoperabilityn generaltiis necessary for
participants in a federation to communicate these requirements overde wariety of trust and
communication topologiesSupporting different toplogiesrequires the exchange of metadata
describing endpoint references where services may be obtained, plysotieatial security policies and
communication requirements that mube observed when accessing those endpoints. The exchange of
this metadatacan befurther complicated because the participants in a single federation may have
different policies and service providers may participate in multiple federations.

A fundamentafjoal of WS-ederation is to simplify the developmeott federated services through
crossrealm communication and management of Federation Senhgas-usingthe WSTrust Security

Token Service modahd protocol A variety of Federation Services (égthentication, Authorization,
Attribute and Pseudonym Services) can be developed as variations of the base Security Token Service.
Managing, discovering and accessing such services are dramatically simplified when they are all based
on a common processinmodel and speak the sarbaseprotocols. Further, reusing an established
processing model andaving one commoprotocol reduces the Threat Model variables for

implementers and shodllead to more robust code.

WSFederation does not restriatsersto aspecific security token formatinstead, WSFederation builds
on the WSTrust encapsulation mechanisitne RST/RST®hich allows protocol processing to remain
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agnostic of the type of token being transmitted. This enhances the interopgyaind migraton of
customerdeployed products as the industry introduces new and better security token formats.

Building on the WS'rust foundation the W-&ederation protocol provides mechanisms that simplify
interactions between the participants. A well documentedthod for exchanging federation metadata
makes it easy to bootstrap trust relationships aigoto determine policies for obtaining services.
Cross organizational identity mapping and distributed -sighimprove the utility andverallsecurity of
accessing federatedervice provider®y minimizing the us& need to manage many identifiers and
tokens WSFederation protocol extensions to \WiSustallow the enablement ohdvanced services by
integrating pseudonym, attribute and claifased authorizatin services with generic Security Token
Serviceseamlessly into the basic security mad@&seudonym services and the claibased
authorization model can be used torther satisfyand enhanceiser privacy requirements across realm
boundaries in a fedet@n. A Resource Provider can describe the set of attributes required to access a
resource and an Identity Provider can assert that a particular principal possesses those attributes,
without divulging the actual identity of the principal. Finally, witthia limitations of standard web
browser clients, the security token based capabilities provided by W& and W$-ederation protocol
extensions can be made accessible via HTTP 1.1 mechanisms to be used in hesedsrenarios.

The remainder of this e8ion examines each of the above described features offét&ration in more
detail.

Federation Metadata

Organizations typically decide &stablishfederated servicedased on business or legal relationships.
After an organization decides to establistiealeration, the participantsf the federationmust publish

and exchange configuration information (i.e. federation metadata) that allows them to identify the
commonservicege.g.token, authorization}o participants in the federation and the policies fo
accessing them. Farebservices, this information can be expressed as statements in federation
metadata documents and may includapplyingWSAddressingndpoint references (EPRs)the
participants as well asecurity policies which list the secyriiokens and claims required to access those
end points. In any federation, amechanism must be established for determining the authenticity of
metadata documents. Since a service may be exposed in multiple federations it must be possible to
identify themetadata that applies to each distinct context. In addition, it is desirable to help automate
this configuration process.

To enable this configuration proce$§SFederation defines a metadata model and documieninat.

The metadata model describes hoaderation metadata about related services can be discovered and
combined. The federation metadata document describes how a service participates and is used within a
federation. The metadata defined by W&deratioraugmentsother metadata about service.g.

WSDL and WBolicy and is not a replacement for that metadata
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Authorization

An authorization servicmay be implemented aa special type of Security Token Service which
provides decision brokering services for participants in a federation. \feileternal processing of an
authorizationenforcementis implementation specific, interoperabilibetween services in a federation
requires a common model for interacting with authorization serviéggensions to RST/RSTR
mechanisms, as defined in W8ust,may be usedor communicatingauthorizationrequess and
decision outputs.

WSFederation defines an authorization model that meets these requiremdrits protocol also
definestwo extensiondor rich authorization capabilities. The first of themetensions allows additional
context about aokenrequest to be passed to an SIh&n RST requesthe seconéxtensionbuilds on
the Claims Dialect mechanism, defined in-W@st, toallow Resource Providers and Requestiors
indicatespecificclaimsthat are required to process requeshifferent claim representations are used
across differentveb serviceimplementationsto address different application requirementghis
sometimesmakes itdifficult to express claims in a general waross these agigation
implementations To facilitate interoperabilitya simple dialect for expressimgmmonclaims in a
format-neutral wayis defined

Authentication Types

The WSTrust specification defines the AuthenticationType parameter to indiadype of
authenticationthat isrequired (or performedpr anassurance levetith respect to a particular security
token request. However, no particular types are defined or required. To facilita®perability WS
Federationhas identified andlefined a set ofUniversal Resource Identifie(§IRI3 for specifyinghe
common authentication typeandassurance levekhat canbe used for the wst:AuthenticationType
parameter in RST and RSTR messages.

Attribute Services

The participants in a federation may not alwdgsable to establish a federation context for a principal
using only the claims obtained from security tokens. For example, after a principal's original request has
been authenticated a Resource Provider may determine that additional information isedduai

authorize access to advanced functionality. A service prowiffiers a solution to this common problem

by operating an attribute service that requesters may use to obtain this additional informtign

Claims) WSFederation defines a modelfeither party toaccessttribute servicedased upon the

security token service concept angliant on thetoken issuance protocol defined in W8ust

Pseudonym Services

A pseudonym service isfarther speciailzationof an attribute service which prodes alternate identity
information for principalsvho are concerned about the risks of identity fraddhis is enabled

transparently byoptionallyintegrating the pseudonym service into the Security Token Service mbdel.
may provide distinct pseudonymsrfdifferent scopes, that is, for access to different Resource Providers.
A pseudonym serviamaystore tokens associated with a pseudonym to simplify retrieving a pseudonym
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and associated tokens in a single security token reqWgStFederation describelsow a pseudonym

service that is combined with a Security Token Service may map pseudonyms to issued tokens. This
includes describing how the mapping may be automatically performed based on the target service for
the token. It also defiesextensions to te WSTrust RST/RSTR syntax for requestors to manually specify
how pseudonyms should be mapped.

Privacy

Requests made to service providers for security tokens or authorization decisions may include
information that is subject to personal or organizatiopalacy requirements.

WSFederation defines extensions tile RST/RSTR syntax defined inWisst for a requestor to express
its privacy requirements aniikewisefor a Security Token Service to indicadghe requestorthe
mechanisms actually used fimsting thetoken. This includes extensions for indicatpayameters that
an STS must use if it issues a talkaewell as identifyinopdividual sensitive claims in a security token
for which the valueshould be protected by encryption.

WSFederationalso definesa model forhow privacy statements can be obtained using mechanisms
defined in HTTP, HTTPS,-Wé&nsfer, WResourceTransfer, Wlicy or W9/etadataExchange.

Indicating Specific Policy and Metadata

To enable a dynamic model for federatioinisiimportant to addresghe caseof arequestorattempting

to access a target serviemd findngthere may be additional security or contextual requirements based
on the specifics of the requesExamples of situations where this may arise are providebe

Enterprise and Healthcare scenarios beloisFederation defines a mechanism that allows the target
service to indicatéo the requestorthat additional security semantics applydaspecificrequest. This
enables the requestor to reconstruct thequest and try agaim specialized SOARult is definedin
WSFederationto automate communicating the revised security requirements aaidy ofthe request

Federated Sign-Out

WSFederation defines a federation sigmit mechanism. The purpose of fed&d sigrout is to

indicate tofederation participantghat a particular federation is being terminated and they may want
clean up any cached state or security tokens for a principal that are no longer required because the
principal's session is beingriminated. Federated sigout is different than token cancellation as
defined in WSTrust since federated sigout applies to all tokens and all target sites for the principal
within the federation.

Web (passive) Requestors

The W&Federation specificatiodefines extensions to the WBust model to enable different styles of
federation. The model can be used from either web service clients directly or from browsers and portals
using the HTTP encoding of the Wi8ist messages. This approach enables cominfaastructure and
management tools irrespective of the client application platform being used.
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WSFederation definesyntax for expresing the WS rust protocol and W-8ederation extensions in a

web browseronly environment using widely supported HTTP hechanisms (GET, POST, redirects, and
cookies) WSFederation defines encoding rules that enable many of theTWiSt protocol extensions

to be accessible via HTTP 1.1 mechanisms by standard browser clients and web applications.

The intentionof this functionalityis to provide a common protocol for performing Federated ldentity
operations for bothweb services anaveb browserbased applications. A common protocol provides
economies with regard to development, testing, deployment and maintenance fatore and
customersalike. Failure to integrate browser and web service scenarios will multiply these upfront
costs, and will introduce even more painful and costly migration issues for customers in the future.
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3. Enterprise Scenario

This scenario followstgpical large enterprise, Contoso, Ltd., tlims manybusiness relationships with

external enterprises that requirthe protected exchange of sensitive information. Contoso provides

web services for use blyoth their own employeesandthe authorizedemployees of their business

partners. Contoso faces challenges in securingakeb services, one of which is managing access by
externalusersassociated withtheir business partners. ByilizingWSFederationmechanism&ontoso

is able to provide access theseweb services without theverheadof managinghe lifecycle oluser

F OO02dzyia F2NJ GKSANI LI NIYSNBEQ SYLX 28S5Sad ¢KAa NBRdz
and provides improved securitZosts are reduceldecause the accounts for tremployees of their

partners are handled by the partners themselves. As each partner employee account is managed by the

dza SeNipeyer the accuracyofdza SN & | G G NR 6 dzii §raatirindpioethdcdue Ay Of I A Ya
partners know the most current statusfaheir employeesThis, in turn, improves security because

Contosocan make access control decisions based on the oppgi-date user context and because

Contoso does not have to worry about orphaned user accounts associated with former employees of

their partners that coulgpose securityhreats.

This scenario examin@s detail how WS-ederation is used to dynamically configure a riederated

business partner of Contoso. This scenario involves a Request for ProposaldR&&tyice operated

by Contos. The RFReb service enables Contoso to both deliver RFPs to, and receive online bids from,

jdzZ f AFASR &adzllLXX ASNBR® /2yiG2a2 {SSLA 20t NBO2NRA
position of configuring them up front for using theieba SNIIA O0S&a® Ly G(KS O2y(SEG 2
service there are two types of qualified supplier employees of interest. Any employee of the qualified

supplier may query RFPs from the Contoso RFP service. Only a Bonded Employee of the qualified

supplier may submit a bid against an RARisscenarioexamineshow a new Contoso qualified supplier,

Fabrikam, Inc., uses the RFP service for the first finpeesumes only a minimal record of the business
NBfFGA2YAaKALI 6A0K CI 0N asyS NBOINBRS yI[id&IRt AHA 3 R yal A
associated DNS domain najne

This scenario demonstrates the use of the Federation Metadata, Authorization Contebxicicating
Specific Policy and Metadateatures described in the WSederation specificain.

When a Contract Administrator at Contoso releases a new RFP it is made available viawbb RFP
ASNDAOS® /2yit2a2Qa ljdad f AFASR adzllX ASNBR | N8B YIRS
information is made available is immaterial for the purpe®f this scenario; it could be via a quagb

service, an RSS feed, email or the Contract Administrator could personally call their contacts at the

gualified suppliers. A Fabrikam employee is one ofpaiesto receivenotification of the new RFP.

Febrikam built a client that uses the Contoaeb services. The Fabrikam client was configured

independently of coordination with Contoso beyond getting the endpoint locations that provided the
associated WSDL and Policy. The Fabrikam employee queriesiios@BFRveb service to retrieve

GKS RSGFAfa 2F GKS wCt® ¢KS NBljdzSad Aa ar3aySR oe
signing key.
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GetRFP |

Contoso Fabrikam
RFP Service Employee

Figure2 - RFP request

The Contoso RFP service atfgs to authenticate the query. As this is the first use of the RFP service

from the Fabrikam domain, additional configuration is required. The request is held while the Contoso
adaidsSy O2yFAddzNBa AdGasStTo / 2yl adagetiverty thadt Babrikamj dzS NA S
is in fact a qualified supplier (which it is). A Federation Metadata request is issued to an endpoint in
fabrikam.com. The endpoint address is constructed algorithmically from the Fabrikam domain name as
described in the WS ederation specificatio(see section 3.2, Acquiring the Federation Metadata

Document)

Https request I.
|l N I
fed: TokenSlgnlngKeyInfo
Contoso d \ Fabrikam

System System

Federation
Metadata Document

Figure3 - Federation Metadata Document retrieval via HTTPS

https://lwww.fabrikam.com/FederationMetadata/2006 - 12/F ederationMetadata.xml
Example request ereq

<fed:FederationMetadata >
<fed:Federation >
<fed:TokenlssuerName >
http://www.fabrikam.com
</ fed:TokenlssuerName >

<fed:TokenlssuerEndpoint >
<wsa:Address >http://www.fabrikam.com/STS </ wsa:Ad dress >
</ fed:TokenlssuerEndpoint >

<fed:TokenTypesOffered >

</ %éd:TokenTypesOffered >

<fed:SingleSignOutNotificationEndpoint >
<wsa:Address >http://www.fabrikam.com/SignOut </ wsa:Address >
</ fed:SingleSignOutNotificationEndpoin t>

<fed:UriNamedClaimTypesOffered >
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<fed:ClaimType Uri =" http://schemas.xmlsoap.org/claims/EmailAddress ">
<fed:DisplayName >Email Address </ fed:DisplayName >
</ fed:ClaimType >
<fed:ClaimType Uri =" http://schemas.xmlsoap.org/claims/UP N' >
<fed:DisplayName  >User Principal Name </ fed:DisplayName >
</ fed:ClaimType >
<fed:ClaimType Uri =" http://schemas.xmlsoap.org/claims/CommonName ">
<fed:DisplayName >Common Name/ fed:DisplayName >
</ fed:ClaimType >
<fed:Clai mType Uri =" http://schemas.xmlsoap.org/claims/Group ">
<fed:DisplayName  >Group </ fed:DisplayName >
</ fed:ClaimType >
</ fed:UriNamedClaimTypesOffered >
<fed:TokenSigningKeylnfo >
<wsse:SecurityTokenReference >
<ds:X509Data >
<ds:X509Certificate >

</ ds:X509Certificate >
</ ds:X509Data >
</ wsse:SecurityTokenReference >
</ fed:TokenSigningKeylnfo >

</ fed:Federation >

<! -- Signature of Federation Metadata document not shown - >
</ fed:Fed erationMetadata >
Example response eresp

¢KS CSRSNIGAZ2Y aSdiFRIGF NBalLlRyaS AyOfdzRSa I+ CF o NA
FSRYC21SYy{AIyAy3IAYSeLYyT2stlistké& YoRyfherticate eguasBs &nQa aeaidsSy
Fabrikam.Onceit has thenecessary information to validateat the request from Fabrikam

corresponds to a qualified supplighe Contoso system responds with the details of the requested RFP.

The federation metadata response from Fabrikam also contained the types of tokeénsti@ar 0 NA 1 I Y Qa
STS offers, a federation sign out endpoint and the claim types used in tokens issued by the Fabrikam
STSHow Contoso could use this additional metadata (in particular the offered claim types) will be
considered later in this scenari@Glaim ypes are not defined by WSederation but are normally agreed

a-priori between participants in an exchandgéis examplaisesclaim types from the Federation Passive
Requestor Interoperability (PRIP) document that are described in detail in Appendikig @dcument.

A\
‘ RFP Response >

Contoso Fabrikam
RFP Service Employee

Figure4 - RFP response

After reviewing the RFP the Fabrikam employee prepares a bid and submits it to the ContegbRFP
service. The Contoso RFP service can verify that the requsgtoni fabrikam.com, but cannot verify
that the requestor is a Bonded Employee of fabrikam.com. Only Bonded Employees are authorized to
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submit bids. The Contoso RFP service retusigegialized SAP fault containingpecific policy and
additional metadatan the fed:SpecificMetadata fault codehich indicateghat a claim identifying the
requestor as a Bonded Employiseequired.

< Place Bid
Fault i fed:SpecificMetadata >
Contoso Fabrikam

RFP Service Employee
Figureb - Indicating Specific Policy and Metadata

/i

v

<s:Envelope >

<s:Head er >
<wsa:Action >
http://contoso.com/RFP/PlaceBid
</ wsa:Action >

<wsa:To >http://contoso.com/RFPService </ wsa:To >
<wsa:ReplyTo >

<wsa:Address >http://client.fabrikam.com </ wsa:Address >
</ wsa:ReplyTo >
<! --  Other headers not show n for brevity - >

</ s:Header >
<s:Body wsu:ld ="body" >
<!l -- application message - >
</ s:Body >
</ s:Envelope >
Example request ere@

The exampla@boveisa normal SOAP application message.

<s:Envelope >
<s:Header >
<wsa:Action >
http://www.  w3.0rg/2005/08/addressing/fault
</ wsa:Action >
<! --  Other headers not shown for brevity - >
</ s:Header >
<s:Body >
<s:Fault >
<s:Code >
<s:Value >s:Receiver </s:Value >
<s:Subcode >

<s:Value >fed:SpecificMetadata </ s:Va lue >
</ s:Subcode >
</ s:Code >
<s:Reason >
<s:Text xmllang ="en">

Additional credentials required in order to
perform operation. Please resubmit request with
appropriate credentials.

</ s:Text >
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</ s:Reason >
<s:Detail >
<mex:Metadata >
<mex:MetadataSection
Dialect =" http://schemas.xmlsoap.org/ws/2004/09/policy

Identifier =" http://contoso.com/RFPService / PlaceBid ">
<! -- original token required to access RFP service - >
<wsp:Policy >

<sp:SymmetricBinding xmins:sp="...">

<wsp:Policy >
<sp:ProtectionToken>
<wsp:Policy >
<sp:lssuedToken >

</ sp:lssuedToken >
</ wsp:Policy >
</sp:ProtectionToken>

</wsp:Policy>
</sp:SymmetricBinding>
<l -- addition al token required to authorize bid submiss ion -- >
<sp:EndorsingSupportingTokens >
<wsp:Policy >
<sp:lssuedToken >
<sp:lssuer >
<wsa:EndpointReference>
<wsa:Address> http://www.fabrikam.com </wsa:Address>
</wsa:EndpointReference>
</ sp:lssuer >

<wst:Claims
Dialect =" httpJ/schemas xmisoap.orgws/2006/12/authorization/authclaims ">
<auth :ClaimType  Uri =" hitplschemasxmisoap.org/claims /Group " >

<auth:Value >Bonded</ auth:Value >
</ auth :ClaimType >
</ wst:Claims >
</ sp:IssuedToken >
</ wsp:Policy >
</ sp:EndorsingSupportingTokens >
</ wsp:Policy >
</ mex:MetadataSection >
</ mex:Metadata >
</ s:Detail >
</ s:Fault >
</ s:Body >
</ s:Envelope >
Example response eresp

Thefault above igeturned by the Contoso RFP service that indicates the specifiy poltcmetadata
requiredto process this request. The fault subcode of fed:SpecificMetadata informs the requestor to
inspect thefault detail for the required metadata and/or policy that is described in the WS
MetadataExchange formathisexampleincludesa WSSecurityPolicy assertion, §ymmetricBinding
that contains the original policy including information suclitestokenrequired to authenticate the
Requestor as an employee of a qualified supplier and ¢tigibleto download an RFP. This would
probably include &Jser Principal Namé&JPN claim for audit logs There is an additional Specific Policy
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requirement sp:EndorsingSupportingTokdar atoken containing &roup claims A G K @+ f dzS8 & . 2 y R
to prove that therequestor is a Bonded Employee abFikam This claim is required to authorize
submitting a bid.

The situationwhere additional policy and metadata is requireauld occumhen it is difficult to
advertise special conditions or due to particular application interactions. For exaifriple RFP
required a standard componefbdr which Fabrikam has prepared a standard, tie employee might
pull down the RFP and submit the bid in the same session.cdliicausdhe token providedvith the
bid to bemissing the require@roupclaimto authorize submiting a bid.

The goal of using a SOAP fault to convey applicafecific policy requirements is to enable automated
retry of requests where possibleClearly éderationpartnersmustagree uporthe definition of claim

typesin the tokenghey exchangeThe Contoso RFP servissues the fault becausedeterminesthat

the required claintan beprovidedby the Fabrikam STSThis can be determinegincethe Federation
Metadata retrievedduringthe configurationstepincluded the Group clai in the claim types offered.
Futher, the Fabrikam client can query the local STS policy to determine that it can satisfy the additional
claimtyperequired by Contoso. This enablie client torequest a new token andutomatically retry

the operationwithout user intervention.

The Fabrikam client issues a request to the Fabrikam STS to obtain a token with the necessary claims.
The information required to inform the STS exactly what claims are needed is provided in the
auth:ClaimType element. Additially the Fabrikam client provides additional context on why the

request is being made via the auth:AdditionalContext element. This provides Fabrikam with an audit trail
of not only wheetokens were issued tevthom, but why. These authorizatioextensions ® WSTrust

are described in the Authorization section of \W&leration.These extensions to enable a rich
authentication model are defined in a way that leverages the STS model-0f\W1S

N

RSTR I.
Bonded
Fabrikam 0 Fabrikam
Employee STS

Figure6 - Authorization Context

&

i

Q ‘ RST 1 auth:ClaimType auth:AdditionalContext >

<s:Envelope >
<s:Header >
<wsa:Action >

http://docs.oasis - open.org/ws - sx/ws - trust/200512/RST/Issue
</ wsa:Action >
<wsa:To >http://www.fabrikam.com/STS </ wsa:To >
<! --  Other headers not shown for brevity - >
</ s:Head er >
<s:Body >
<wst:RequestSecurityToken >

<wst:TokenType >
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</ wst:TokenType >
<wst:RequestType >

http://docs.oasis - open.org/ws - sx/ws - trust/200512/Issue
</ wst:RequestType >
<wst:Claims Didlect ="httpzischemas. xmisoap.orghws/2006/12/authorization/authclaims ">
<auth:ClaimType Uri =" http://schemas.xmlsoap.org/claims/Group ">

<auth:Value >Bonded</ auth:Value >
</ auth:ClaimType >
</ wst:Claims >
<auth:AdditionalContext >
<auth:Contextl tem Name=" http://www.fabrikam.com/rfps/tracking/for ">
<auth:Value >Contoso </ auth:Value >
</ auth:Contextltem >
<auth:Contextltem Name=" http://www.fabrikam.com/rfps/tracking/bidid ">
<auth:Value >t9000hx - 1139</ auth:Value >
</ auth:Contextltem >
<auth:Contextltem Name=" http://www.fabrikam.com/rfps/tracking/value ">
<auth:Value >$1,320,000.00 </ auth:Value >
</ auth:Contextltem >

</ auth:AdditionalContext >
</ wst:RequestSecurityToken >
</ s:Body >

</ s:Envelope >
Example request ere@

In the above RST message example the missing claim type being regeestdddedn the wst:Claims
element defined by WSrust. Note that the dialect being used is the Common Claims Dialect frem WS
Federation. The spdai claim type is an example based on the PRIP Group claim type described in
Appendix AThis example also illustratéise use of the Authorization extension to W#ust that is

defined by W3-ederation in the auth:AdditionalContext element. Here simplatext item and values

are illustrated the semantics of these are not defined by \W&leration.

In this example the additional authorization context is not shared @iintoso thisis completely within
CFONR]LlFYQa NBIfY®d ¢ KA onfadmBkitd dedsibns aboudiSshily todeiisSamddzt
auditing that issuance. For example, in this case Fabrikam could trigger additional processing before
issuing theBondedGroupclaim if the value of the RFP for Contoso was above a thresippicdvedfor

the employee making the request. Similarly Fabrikam could log requests for bonded claims that are
issuedfor its employees including which of thdiusiness partnerthe token was to be used for.

In this case the request is successful amel Eabrikam STS mi$ a token with the necessary claim and
returns it to the client. The Fabirkadient now resubmits the bid withoth the original token andhe
new token to the Contoso RFP Web servi@ptionally, the STS could have issued one new token with
all the required claims.
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Figure7 - Request from Figure 5 remade with proper claims
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Figure8 - Enterprise scenario overview
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Inreview, this scenaribeginswhen two enterprises decide to enter into a federation. Tikia business

level decision, not a technological one. This federaisoenabled by the use of WSS RS NI A2y | YR |
extensions to the Wi rust Security Token Modeétarting from the top of Figure 8, the initial requést

made from a Fabrikam Requestor to the Contoso RFP service, a Resource Provider. This request is

secured with a security token issued by the Fabrikam STS. As this is the first request fromikiaenFabr

domain to a Contoso Resource Provitlés triggers a requestp analgorithmicallydetermined

endpoint atthe Fabrikam systento retrieveits Federation Metadatalocument. Contoso uses this to

configureits RFP servide accept security tokens iged from the Fabrikam STS. The Contoso Resource

Provider can now verify the security credentiafthe Fabrikam Requestor and returns the GetRFP

response.

Next a Fabrikam employee places a bid to the Contoso Resource Provider that is secured with a token
from the Fabrikam STS. Iretlexamplethe original token is missing an additional Group claim that
identifies the Requestor as a Bonded Employee, wlizhtoso requireso authorize submitting a bid

The Contoso Resource Provider returns a fatithindicates a specific policy that must be met,
conveying the missing claim. The Fabrikam requestor processes this information and makes a request
for a token with the identified claim to the Fabrikam STS. This request uses the authorization context
extensiondefined by WS-ederation to provide additional information to process the request for the
token. The request is successful and a token is returned to the Contoso Requestor that contains the
required claim.

The Fabrikam requestor now places the bid to tl@tGso Resource Provider secured with théinal
token and carrying theew tokenwith the required claimThe Contoso Resource Provider is now
satisfied ad issues a bid response.

Contoso hasinother service that it provides to its partners, a web pamgeheck bid status. This web

pagerequiresil KI 4 Fye& I O00S&aa Ydzaid 06S [dziKSyGagAOrGSR a2 (KI
their own RFP bids. THisa R2y S 6@ NXBIj dzA NR y 3 Identityi ProvifeylP)/ Béclrity G KS  NJ
Token Services[ 9 that the Contoso web site can authenticaad then limit access based on the user

This exchange is enabled through the use of theR&&eration Web (passive) Requestor protocol (see

section 13 of [W&ederation]) Essentially this is a web front etmlthe same infrastructure in which

WSTrust messages are constructed from web pages and transmitted via the standard HTTP protocol.

This exchange has a variety of styles to provide rich support for complex requirements requiring

significant interactionsd compact forms for low bandwidth situations. What follows is a relatively

simple example.

I CIFIONRTFY SYLX28SS ¢gK2 Aa aA3IySR AYy BAGKAY CI 0N
their bid on the Contoso RFP bid status page. The Contoso sysjairesea token from the Fabrikam

{¢{ YR NBGdaNYya I 1 ¢¢t NBRANBOG YSaal3asS G2 GKS 0N
to send an HTTBETmessagevith the WSTrust requesto the Fabrikam STS for the required token. At

this point the Fabrikan STS could present a GUI to authenticate, but in this example the STS has cached
information and is able to authenticate the request without further user intervention. The Fabrikam STS
NEGdzNya GKS NBIjdzSad SR ( Relying Paitythe Cotdso sPdtepvBNHT™ S Y LI 2
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POSTwhich contains the WSrust responseThe Contoso system is able to authenticate the request
and returns the RFB bid statuses for Fabrikam.

,,%7,
%5/,

8

Fabrikam Fabrikam Contoso System
Employee System and STS and RFP status website

GET resource (RFP status web page)

Redirect to requestor IP/STS

GET requestor token

Return requestor token

POST requestor token

Return resource (RFP status web page for Fabrikam)

Figure9 - Web (passivejequestor

¢KS 020S RAFIANIY RSLIAOCHA GKS Ft2¢ 2F NBljdzSSada
Contoso system and the Fabrikam STS. This flow is composed of standard HTTP requests, redirects and
posts so no special browser or plugin is requiredtierFabrikam employee to use. There are a number

of HTTP parameters at play in this exchange that are beyond the scope of this paper td heser.

HTTP parameters facilitate mapping WWiSist messageisto plain HTTP requests, redirects and

responsesilt is the combination of the standard HTTP mechanisms antiiieP parameters defined by
WSFederation that enable the extension of the VWW&ist and the W& ederation extensions for normal

web browser clients. Section 13 of W&deration covers this functiohiy in detail.
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4. Healthcare Scenario

In this scenario there is a Medical Authority tleain legallycertify doctors, hospitals and other public
healthcare facilities. This Medical Authorityaisthorized to play such role karegional omational

body. Itmightalso haerecognition internationally through formal relationships with other national and
international medical associationshis Medical Authority defines widely recognized practices,
documents and claims within its area of jurisdiction. Thereraat benefits to healthcare providers and
practitioners to participating within the frameworks defined by the Medical Authority. There are
naturally many, many participants within this ecosystem. It is not feasible for all of them to know of
each other iladvance. There are many instances where it is useful to be able to dynamically recognize
other valid participants and géprovide) access to resourcdsom (to) them. Given the nature of the
information in this realmaccess to critical care informati@anequate toreal life and death desions.

Based on feedback from its members tedical Authority has decided to provide services to its

membersthat allow them to access information in a more timely manner and enable new collaboration
scenarios thaare unlocked by the use of web services based technologg request from the

membersis that the Medical Authority utilizdts recognized role aslagallycertifying body by acting as

a root Certificate Authority (CA) and providing a Security Tokencgg|STS) to issue its memiers

credentials to use in their practiceall participants within this environment will accept certificates

issued from this CA and its delegatds.a CA the Medical Authority issuekens to physicianghat

have passed itsoard certificationand handles revocation of thosekensd K2 dzft R I LK@ &aA OAl y Q
change.

A second requestom memberss thatthe Medical Authority establish relationshipsth other medical

facilities, such as hospitadéd clinicsto allow themto work together to provide more integrated

information services to improve patiecare.The Medical Authority accomplishes thig enabling

medical facilitiego act asdelegateCAf the Medical Authority. This allathe medical facilities to

issue bkensto verified health careractitioneNBE A G KAYy GKS a02L)McaR ¥ SI OK YS|
operationsbut within the overalltrust fabric prowded by the Medical AuthorityThis enablga trusted

network to be establishedithin the ecosystenallowing each participant to make more informed local

trust decisions

The Medical Authority also definedederatedHealth Record Servideameworkfor whichits members

can implement conformant services and clierithis Health Record Service framework defines

document formats and common claims for integrating health information services within the Medical

I dzil K2 NR& (0 @ QEnhe MedithRAGtROAtYIiSEM Bogsdmot store or aggregate any of these records,
that is the responsibility of the individual particita in the ecosystenThis framework empowers the
individual participants in the system to make decisions about how and when to release Health Records
based on a common set of agreed upon policies.

This scenariexamines how different parties canthroughWSFederation mechanismexpress their
requirements for using the Health Record Service and make decisions about access across different trust
realms without a priori setup.

With that context this scenari@xaminethe use of WS-ederationas the mechaism by which these
services can be established includthg sharing of Fedation Metadata,protectingPrivacy and
Indicating Specific Policy and Metaddtaalso illustrates further use afie Common Claims Dialect.
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In this scenario Wwen an ER Doctor @wesat work he signs into th& 2 & LIsySténf(réyardless of

platform, form factor, or vendor) that provides him access to all the services he will Aeéus pointa

request is made to the Medical Authority ST8is request may include the auth@ation materialthe

ER Doctopresented to his sign on prompt, and it requests that a tokgnith key K be issued from

the root Medical Authority CALhis tokenT,, contains associated claims that the ER Doctor is a licensed
physician by the Medica&luthority. The ER Doctor is also issued atokend (G KS | 2a LA Gl f Q& {
T, has associatetb, F N2 Y ( KS |agarésitivflasu@cssful login and contains claims that can

be vetted by the local hospital, i.mdicating that the ER Doct@® on duty. So far these are normal WS

Trust interactions. The HRctor does not need to be actively engaged in acquiring these credentials,

since the entry system manages these as part of its operations.

Medical Authority

IP/STS
Hospital
IP/ISTS
T2
On Duty

,\
\!

K2

Figurel0- Multiple Identity Providers

5dzNA Yy 3 G§KS 9 mwunéoasGauplitiend, Card ks adinitted into the Hospital. The ER Doctor
needs to ascertain what if any conditions Carol has in order to properly administeottecttreatment
from the available optiongCarol has a life threatening allergy to one of the options the ER Doctor is
considering.This information is not available to the ER doctor though it is recorded in her health
records.

The Hospital staff found a student ID cawd Carolwith alink to the affiliatedUniversityHospitald &

Health Record&vicethat participates in the frameworkefined by the Medical AuthorityBefore

administering any medication theniversityHospital2 Health Record&vicelinkis entered intathe

I 23ALAGIE Qa a2adSYd ¢ KS-MeradathBxdhanfe@afjuest ® thanidersityA y A G A+ G S
Hospitald Health Recorde3vice URL. This returns two available endpoints for requesting medical

records, one for normal access and the other for ereeny access. The response also conttties

associated access policies for eactpointin the returned Federation Metadata Documeiihe ER

Doctor doesiot need to be aware of these protocol exchangdshe sees are 2 options for searching

for Caro@information

Understanding W¥ederation 5/28/2007 26049



/—

< GetMetadata > m
N
A\
University Hospital
Staff Health Record Service
Federation

Metadata Document

Figurell- Federation Metadata Document retrieval vid/SMetadataExchange

<s:Envelope >
<s:Header >
<wsa:Action >
http://schemas.xmlsoap.org/ws/2004/09/mex/GetMetadata/Request
</ wsa:Action >
<wsa:To >http://healthservices.university.edu </ wsa:To >
<wsa:ReplyTo >
<wsa:Address >http://client.hospital.org </ wsa:Address >
</ wsa:ReplyTo >
<! --  Other headers not shown for brevity - >
</ s:Header >
<s:Body />
</ s:Envelop e>
Example request hred.

N
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<s:Envelope >
<s:Header >
<wsa:Action >
http://schemas.xmlsoap.org/ws/2004/09/mex/GetMetadata/Response
</ wsa:Ac tion >

<wsa:To >http://client.hospital.org </ wsa:To >
<! --  Other headers not shown for brevity - >
</ s:Header >
<s:Body >
<mex:Metadata >
<l --  WSDL, Schema and Polic y sectionsn ot shown for brevity - >
<! -- Each service defined here wi Il have its own policy

for required calims, tokens etc. Not anyone with a token
from the issuer below can use all services.

- >

<mex:MetadataSection
Dialect =" http://schemas.xmlsoap.org/ws/2006/12/federation ">
<fed:FederationMetadata >

<fed:Federation >
<fed:TokenlssuerName >
http://medicalauthority.org
</ fed:TokenlssuerName >
<! --  Required token & claim types are specified in Policy - >
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<f ed:TokenlssuerEndpoint >
<wsa:Address >
http://medicalauthority.org/federation/STS
</ wsa:Address >

</ fed:TokenlssuerEndpoint >

<fed:SingleSignOutNotificationEndpoint >
<wsa:Address >
http://healthservices.university.edu/Federation/SignOut
</ wsa:Address >

</ fed:SingleSignOutNatificationEndpoint >
</ fed:Federation >
<l -- Signature of Federation Metadata document not shown - >
</ fed:FederationMetadata >

</ mex:MetadataSection >
</ mex:Metadata >
</ s:Body >
</ s:Envelope >
Example response hresp

The response to thaGetMetatadatarequestis detailed aboveThis response contains WSDL, Schema
andPolicy information in adtlon to a WSFederation Metadata Documeniote that each service
defined here will have its own poliégr required d¢aims, tokens etc Atoken from the named token
issueris required touse any of the services.

TheER Doctoselects the emergency acsepath. The policy for use of the Universiyspital a

emergency Health Record Service endpoint requires that a token of a physician registered with the

Medical Authority be presentedhichis indicated byied:TokenlssuerName in the Federation Metadata
document returned in the previous requesthown aboveUnfortunately therequestreceives a fault.

This faultspecifiesvia the fed:SepcificMetadata fault codleat a third token Fis required. This is a

token requiredfrom someone authorized to release!lC® f Q & TheSpedfibdReiadata returned in

the fault contains a reference to thendpoint ReferenceEPR2 ¥/ | NP  Q aProvidélwholisNE / | NB
authorizedto release these record3his reference is contained in the returned metadata section within

the fault detail, specifically the fed:TokenlssuerEndpoint.

T1
Doctor /
“Request i‘
. [ ‘ eques > @
.‘ < Fault - fed: TokenlssuerEndpoint \

ER Doctor
University Hospital
Health Record Service

Figurel2- Indicating Specific Policy and Metadata
<s:Envelope >

<s:Header >
<wsa:Action >
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http://  nedical authority .org /EmergencyAc cess
</ wsa:Action >

<wsa:To >http://healthservices.university.edu/EmergencyAccess </ wsa:To >
<wsa:ReplyTo >
<wsa:Address >http://client.hospital.org </ wsa:Address >
</ wsa:ReplyTo >
<!l --  Other headers not shown for brevity - >

</ s:Header >
<s:Body wsu:ld ="body" >
<!l -- application message - >
</ s:Body >
</ s:Envelope >
Example request hre@

Above we see the application request to the University Health Record service.

<s:Envelope >
<s:Header >
<wsa:Action >
http://www.w3.0rg/200 5/08/addressing/fault
</ wsa:Action >
</ s:Header >

<s:Body >
<s:Fault >
<s:Code >

<s:Value >s:Receiver </ s:Value >
<s:Subcode >

<s:Value >fed:SpecificMetadata </ s:Value >
</ s:Subcode >
</ s:Code >
<s:Reason >
<s:Text xmllang ="en">

Additional credentials required in order to
perform operation. Please resubmit request with
appropriate credentials.
</ s:Text >
</ s:Reason >
<s:Detail >
<mex:Metadata >
<mex:MetadataSection
Dialect =" http://schemas.xmlsoap.org/ws/2004/09/policy
Identifier ="http://  healthservices.university.edu / EmergencyAccess ">
<wsp:Policy >
<! -- Original Policy not shown for brevity -->
<! --  Additional Policy required - >
<sp:EndorsingSupportingTokens >
<wsp:Policy >
<sp:lssuedToken >
<sp:lssuer >
<wsa:EndpointReference >
<wsa:Address >http://PrimaryCare Provider . com</ wsa:Address >
</ wsa:EndpointReference >
</ sp:lssuer >
<wst:Claims
Dialect =" htipJ//schemasxmisoap.orgivs/2006/12/authorization/authclaims ">
<auth :ClaimType
Uri =" http://claims.medicalauthority.org/MedicalHistory ">
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</ wst:Claims >

<sp:RequestSecurityTokenTemplate >

<auth:AdditionalContext >

<auth:Contextltem
Name=" healthservices .university.edu/AccessReq ">
<auth:Value >http://client.hospital.org </ auth:vValue >

</ auth:Contextltem >
<auth:Contextltem
Name=" healthservices.university.edu/Patient ">
<auth:Value >Carol </ auth:Value >
</ auth:Contextltem >
</ auth:AdditionalContext >
</ sp:RequestSecurityTokenTemplate >
</ sp:lssuedToken >
</ wsp:Policy >
</ sp:EndorsingSu  pportingTokens >
</ wsp:Policy >
</ mex:MetadataSection >
</ mex:Metadata >
</ s:Detail >
</ s:Fault >
</ s:Body >
</ s:Envelope >
Example response hresp

Thefault that the UniversityHospitalHealth Record serviaeturns is déailed above. lindicatesthat

GKSNB Aa Iy FRRAGAZ2YIFE (21Sy NXBI| The dBtBubchbdNd (KA a NB
fed:SpecificMetadata informs the requestor to inspect the fault detail for the required metadata and/or

policy that is @scribed in the W8etadataExchange format.heWSSecurityPolicy assertidn the

example sp:EndorsingSupportingToken, shows the required issuer and claim values. This example also
shows use of the WSecurityPolicy RequestSecurityTokenTemplate asseifiuis requires the Hospital

system to pass th@uthorization auth:AdditionalContext structuntained within the assertion to the

indicated token issuein the SecondaryParameters element on an RST as defined AyusSThe

Hospital is not required tanderstand these claims. Ttalows additional context about the request for

the token to be conveyed from the Resource Provider, in this instance the Univdosipjtal to the

Primary Car@rovidef & Thi¢ éxanplencludesinformation about whicthospital is making a request

for health records anébr which patient. The Primary CaReovideQ & { ¢{ Oly dzaS GKA & Ay
assist it in making a decision about authorizing the request or for auditing.

How did the Universitiospitalknow that additonal information was required for emergency access to
/' NPt Qa NBO2NRAK 2KSY /I QR2ASYNZISYVRRAY ARSIHKFADS.
insurance program administered by the University with services provided by the University Hospital
Upon enrolling in this programshe was asked if skveould allowphysicians licensed by the Medical
Authority to be grantedaccess tdier healthrecord informationin emergency situationdBeing careful

and having more trust in her home towmifary Care Provider (PCP}¥he said ndo the general
emergencyelease request, but identifieder PCP as the point of contact in an emergeficghehad

said yesthe above request would have workeghe said no with the knowledge that hBICRcould

provide for emegency releasef her records if neededshe authorized héd?CPas a delegate on her
behalf should an emergency request for her records come in. She provided contact information which
included thelinkto hert / tHaaith Record@vice.Federation metadatavas then used to exchange
information between theUniversityHospitaland thePCP This allowshe University toaccepttokens
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issued by the / ts€rdcefor emergency accesd to indicate to requestors when such a token is
required

GetMetadata

fed:TokenSigningKeyInfo

University d \ Primary Care Provider

Health Record Service Health Record Service

Federation
Metadata Document

Figurel3- Federation Metadata Document retrieval via Wi8etadataExchange

Returning to whereghe scenarideft off at the Hospitglthe ERDoctor has requestednformation about

Carol.Upon receiving the faultthat in@il § S48 GKS ySSR T2NJ [ dziK2NART A2y
Provider, the application automatically initiates a new-Wansfer Get request to the Federation

Metadata path. This request is constructed using the Issuer End Point Reference (EPR) information

returned in the SOAP faulthis service might be hosted, agnerally speakinghysiciasQ 2 FFA OS& | NEF
not yet typicallyset up to provide the level of access required in these types of exchahiges.

I 23 LIAG1E f Qa | LILIX A Ol (thezeylirndd interfade lajid pdlickef that NSPAASA RIF NIKX vy 3
servicab ¢ KS | 28 LA G £ Qathat itchdfretyu@st the\PRingfary \CBRéd 2ide §f & $Sto3ssue

a new credential; for the release of patient records.

L

Hospital \
System

=

Primary Care Provider
Health Record Service
Federation
Metadata Document

Figurel4- Federation Metadata Documentetrieval via WSTransfer

<s:Envelope xmins:s ="... " xmlns: wsa="... ">
<s:Header >
<wsa:Action >
http://schemas.xmlsoap.org/ws/2004/09/transfer/Get
</ wsa:Action >

<wsa:To >http://PrimaryCa re Provider .com/me x</ wsa:To >
<wsa:ReplyTo >

<wsa:Address >http://client.hospital.org </ wsa:Address >
</ wsa:ReplyTo >
<! --  Other headers not shown for brevity - >
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</ s:Header >
<s:Body />
</ s:Envelope >
Example request hreg@

The example abovilustratesa generic W9 ransfer Get request to the metadata endpoint of the
Primary Carérovider

<s:Envelope >
<s:Header >
<wsa:Action >
http://schemas.xmlsoap.org/ws/2004/09/transfer/GetResponse
</ wsa:Action >

<wsa:To >http://client.hos pital.org </ wsa:To >
<! -- Other headers not shown for brevity - >
</ s:Header >
<s:Body >
<mex:Metadata >
<mex:MetadataSection Dialect =" http://schemas.xmlsoap.org/wsdl/ ">
<! --  Not shown for brevity - >

</ mex:MetadataSection >
<mex:MetadataSection
Dialect =" http://schemas.xmlsoap.org/ws/2004/09/policy
Identifier =" http://PrimaryCare Provider .com/STS/policy ">
<! --  STS Token Issuance EPR Policy -- >
<wsp:Policy >
<sp:SymmetricBinding >
<wsp:Pol icy >
<sp:ProtectionToken >
<wsp:Policy >
<sp:lssuedToken >

<sp:lssuerName >http://MedicalAuthority.org </ sp:Ilssuer Name>
<wst:Claims
Dialect =" htipJ/schemasxm Isoap.orgws/2006/12/authorization/authclaims ">
<auth:ClaimType

Uri =" http://claims.medicalauthority.org/Doctor ">
<auth:ClaimType

Uri =" http://claims.medicalauthority.org/OnDuty ">

</ wst:Clai ms>
</ sp:lssuedToken >
</ wsp:Policy >

</ sp:ProtectionToken >

</ wsp:Policy >
</ sp:SymmetricBinding >
</ wsp:Policy >
</ mex:MetadataSection >
<mex:MetadataSection
Dialect =" http://schemas.xmlsoap.org/ws/2006/12/federation ">
<fed:FederationMetadata >
<fed:Federation >
<fed:TokenlssuerName >
http://primaryCare Provider .com
</ fed:TokenlssuerName >
<fed:Toke nlssuerEndpoint >
<wsa:Address >
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http://primaryCare Provider .com/STS
</ wsa:Address >
</ fed:TokenlssuerEndpoint >
<fed:TokenTypesOffered >
<fed:TokenType  Uri ="... "/>
</ fe d:TokenTypesOffered >
<fed:SingleSignOutNotificationEndpoint >
<wsa:Address >
http://primaryCare Provider .com/SignOut
</ wsa:Address >
</ fed:SingleSignOutNatificationEndpoint >
<fed:Ur iNamedClaimTypesOffered >
<fed:ClaimType
Uri =" http://claims.medicalauthority.org/ PsychiatricHistory ">
<fed:DisplayName >
Psychiatric History Record Locator
</ fed:DisplayName >
</ fed:ClaimType >
<fed:ClaimType
Uri =" http://claims.medicalauthority.org/MedicalHistory ">
<fed:DisplayName >
Medical History Record Locator
</ fed:DisplayName >
</ fed:ClaimType >
</ fed:UriNamedClaimTypesOffered >
</ fed:Federation >
<! -- Signature of Federation Metadata document not shown - >
</ fed:FederationMetadata >
</ mex:MetadataSection = >>
</ mex:Metadata >
</ s:Body >
</ s:Envelope >
Example response hresp

The returned metadata contains the WSDL, policy and Federation Metadata of the Primary Care

ProvideQa & SNIAOSA AyOfdzZRAYy3a AlGa {¢{Pd ¢KS FSRSNIGAZ2Y
provides seen abve in theUriNamedClaimTypesOffereement. Two of he claimtypesidentified

here, MedicaHistoryand PsychiatricHistorgre claim typeghat the Medical Authorityhasdefined

The Hospitaknd UniversityHospital HealtiRecord Servigédeing participntsA 'y G KS aSRAOF £ ! dz
ecosystem, recognizbem and understandheir significance with respect to privacy of patient records

ThePrimary Car@roviderSTS requires two tokens for authorizing a request to isgu®rie is a token
issued by the Mdical Authority of a licensed physiciaa indicated by a contained clgithis can be
satisfied by T The other is a tokeaontaining a claim of OnDubf a medical facility that is certified by
the same Medical Authority; this can be satisfied hyTtis second token is required to prevent access
by physicians who are not acting on official business. The only direct trust relationsifgEhas is

with the Medical Authorityln this example, the PCP has newgeracted with the Hospital before.
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Figurel5- Requesting a Security Token

The Hospital has its own requirements in this scenario. The Hospital does not want any exposure to the
details of T that may be sensitivdn this instance it is faitiar with an offered claim type from the
Primary Car@rovider Psychiatric Historyyhichcould be very sensitive and is not relevant to the

I 2 aLJA G if @is clayniS iSsRedl five Hospital wantso be protected so that only thBCPand
University(presumably) can accessTo provide a valitbg of information, the hospital does have a
strong requirement thait have a clear record of whased its services to request records and that the
correct patient information was requeste@he Hbspital uss the confidential tokens feature from WS
Federation to accomplish this. In the RST request to the Primanftavele & { éehsitiviedlans
NBf I GSR (2 |/ ladBEpecilied byithye Haspitd thei pkiv2PyotectData ement. This
requiresconfidentiality be applied to the sensitive claim, if issuadhe response so that only theCP
and UniversityHospital(presumably) can access it.

<s:Envelope >

<s:Header >

<wsa:Action >
http://docs.oasis - open.org/ws - sx/ws - trust/200512/RST/Is sue

</ wsa:Action >
<wsa:To >http://  primaryCare Provider .com/STS </ wsa:To >
<! --  Other headers not shown for brevity - >

</ s:Header >

<s:Body wsu:ld ="rst ">
<wst:RequestSecurityToken >
<wst:TokenType >

</ wst:TokenType >
<wst:RequestType >

http://docs.oasis - open.org/ws - sx/ws - trust/200512/Issue

</ wst:RequestType >

<wst: Claims Digect =" http:fschemasxmisoap.orgins/2006/12/authorization/authclaims ">
<auth:ClaimType Un =" httpJfdlaims.medicalauthority. orgMedicalHistory ">

</ wst:Claims >
<wst:SecondaryParameters >

<auth:AdditionalContext >
<auth:Contextltem Name=" healthservices.university.edu/AccessReq ">
<auth:Value >http://client.hospital.org </ auth:vValue >
</ auth:Co ntextltem >
<auth:Contextltem Name=" healthservices.university.edu/Patient ">

<auth:Value >Carol </ auth:Value >
</ auth:Contextltem >
</ auth:AdditionalContext >
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</ wst:SecondaryParameters >

<priv:ProtectData >
<wstClaim s Dialect =" htip:/schemasxmisoap.orghvs/2006/12/authorization/authclaims ">

<auth:ClaimType Ui =" httpzfdaims medicalauthority.org/PsychiatricHistory ">

</ wst:Claims >

</ priv:ProtectData >

</ wst:RequestSecurityToken >
</ s:Body >
</ s:E nvelope >

Example request hregt

When Eis issued in response to this request the claims within priv:Protected data can only be accessed
by thePCPRand the UniversityHospital The Hospital will not be able to access the information even
though the tokensg being returned to thenmilhe example request aboviacludesthe use of the

Secondary Parametecarrying the Authorization auth:AdditionalConteag required by hresg above.

Upon receipt of Jthe Hospital application resubmits the original requesthie emergencyJniversity
HospitalHealth Record Service endpoint, this time witafid B¢ ¢ KS NXBljdzSad A a a
KSIfGK NBO2NR& FNB NBUdINYSR G2 GKS 1 28LAGET ®
medicdions he wasonsidering using and chooses the safer alternative.

dz0OS a
¢ KS
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4.1 Healthcare Scenario Summary

Figurel6 - Healthcare scenario overview
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