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CAS-1 3.2.5 Type  BIASFalutCode is a string which is inconsistent with 
ReturnCode which is an integer type  

 

Accept.  In the event of an 
error, the BIASFaultCode is 
used within the generated 
SOAP fault and no other 
response message is sent.  
The ReturnCode is a 
separate element used in 
BIAS response messages. 

Action: Clarify use of the 
return & fault codes in text of 
standard. 

CAS-2 3.2.5 Descr.  Status info should be consistent, either strings or 
integers, but not a mix of techniques  

Accept.  See CAS-1. 

 

CAS-3 3.2.5 Values  BIR_SIGNATURE_FAILURE 

Where are the key management parameters defined? 
There are numerous cryptographic error codes missing. 

 

Noted.  Security parameters, 
if used, are located in the 
Security Block of the BIR.  
Associated key management 
is outside the scope of this 
standard. 

If more specific errors are 
needed, please provide list. 

CAS-4 3.2.5 Values  BIR_DECRYPTION_FAILURE 

Where are the key management parameters defined?  
There are numerous cryptographic error codes missing. 

 

Noted.  See CAS-3. 

INCIT
S-1 

3.2.10 Page 16, 
Line 209 

Tm It may not be prudent to specify versions directly in the 
standard.  They are continuously updated. For example, 
EFTS is superseded by FBI EBTS and the DoD EBTS is 
moving to version 2.0      
 
In addition, consider adding INT-I.   
 
As a general concern, how does the fact that ANSI/NIST-
ITL 2-2008 exists affect things?  It is the XML version of 
the ANSI/NIST standard.  EBTS and others application 

 

Discuss.  The reason 
versions were added was to 
explicity identify which is 
being sent. 

Note – This affects the 
INCITS standard. 

We could drop versions and 
add an error if an 
unsupported format/version 
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profiles will be modified to handled this standard in the 
future.   Does this mean a substantive update to BIAS? 
 

is received. 

Accept addition of standards 
mentioned. 

Note: Field is a string and is 
not enumerated.  Additional 
values are allowed. 

Add note to clarify how these 
values are to be used. 

New XML versions do not 
directly affect BIAS. 
(However, new format values 
may be needed to 
differentiate.) 

INCIT
S-2 

3.2.10  Tm There are very few specifics on biographic data in the 
document.  If this is proposed as an international 
standard, certain data should be required to limit the need 
to customize messages for each country.  A true 
international standard would save time and money as we 
work with other countries. 

 

Discuss.  There is a trade-off 
between flexibility and 
interoperoperability.  
Because BIAS is intended to 
support many different 
domains, the idea of reusing 
existing biographic formats 
was intended to address this 
need.  A given domain may 
need to profile First/last 
name is explicitly defined. 
Are additional such fields 
needed? 

CAS-5 3.2.12 Row 2  What is hexBinary?  Either a field is binary (i.e., 0, 1) or 
hexadecimal (i.e., 0-9, A-F) but it canot be both.  

To be investigated. 

CBEFF defines this type.  It 
is also a defined type in XML. 

CAS-6 3.2.12 Row 3  What is positiveInteger? Is “0” considered to be a positive 
or negative integer?  Can the BiometricTypeCount be 0?  

To be investigated. 

Standard XML type. 
INCIT
S-3 

3.2.21 Page 20, 
Line 223 

TM Change fields unspecified and XML_BIR to Format and 
BIR_Info 

Rather than having an unspecified format or 
XML_BIR, it would make sense to have the format 
of the data as a field and then the representation 

Discuss.  Use of this field 
may need to be clarified in 



Proposed Disposition of Informal Review Comments on Biometric Identity 
Assurance Services (BIAS) SOAP Profile, Ver 1.0 WD 07 27 November 2008 

Date: 03/11//2009 Submitter: C. Tilton/M. Swayze 

 
1 2 (3) 4 5 (6) (7) 

Cmt 
No. 

 

Clause No./ 
Subclause No./ 

Annex 
(e.g. 3.1) 

Paragraph/ 
Figure/Table/

Note 
(e.g. Table 1) 

Type 
of 

com-
ment1 

Comment (justification for change) by the MB Proposed change by the MB Proposed Editors Disposition 

  

1 Type of comment: G = general TM = technical (major) Tm = technical (minor)   ed = editorial 
page 3 of 8 

as a subsequent field. the text.  
INCIT
S-4 

3.2.21 Page 20, 
Line 223 

TM 1) Increase flexibility of biometric data elements as 
follows: 

a. Allow either a full BIR or just a BDB.  
  - This may require an element (or tag) to indicate which 

it is. 
  - If a BDB only is provided, the BIAS CBEFF XML 

header may be used to provide metadata. 
b. Allow non-binary BIRs/BDBs. 
  - Currently, data is carried just as binary BIRs.  There 

are a number of XML data formats now available (e.g., 
VoiceXML, ANSI/NIST part 2, NIEM).  These should be 
allowed to be carried in their native XML format rather 
than requiring the entire record to be base 64 encoded. 

c. Allow a URI to be provided as a BIR/BDB (rather than 
just embedded/attached data). 

2) It is recognized that these changes, if accepted, may 
require changes to the INCITS-442 base standard.  
As this standard is currently in revision, this should 
also be considered a contribution towards that project 
and forwarded to M1.2 accordingly for discussion at 
the April meeting. 

 

Discuss.   

INCIT
S-5 

3.2.22 Page 20, 
Line 224 

Tm The reference in 3.2.22 CBEFF_XML_BIR_Type  states: 
This schema represents CBEFF data elements from both 
the US  (INCITS 398-2005 Revision 1) and International 
(ISO/IEC 19785-1:2006) versions of the CBEFF standard.  
We do not believe that the INCITS version should be 
referenced. 

Change here and in the XML listing on Pg 124, 
below: 
 
<xsd:complexType"name="CBEFF_XML_BIR_Type">"  
""""""""<xsd:annotation>"  
1460  
""""""""""<xsd:documentation>"  
1461  
""""""""""""An"XML"representation"for"biometric"information."T
his"schema"  
1462  
""""""""""""represents"CBEFF"data"elements"from"both"the"US" 
1463  
""""""""""""(INCITS"398!2005"Revision"1)"and"International"  
1464  
""""""""""""(ISO/IEC"19785!1:2006)"versions"of"the"CBEFF"stand
ard."The"data"  
1465  
""""""""""""elements"in"the"two"standards"are"fairly"similar."Ho

Research required.  If the 
newer 398-2008 is now 
aligned with ISO XML patron 
format, then we can just 
reference the latter and 
maybe include a note that it 
is also compatibile with 398-
2008. 
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wever,"a"data"
1466  
""""""""""""element"may"have"a"different"meaning"and/or"a"dif
ferent"set"of"  
1467  
""""""""""""valid"values"based"on"which"standard"is"used."The"
cbeff!version"  
1468  
""""""""""""data"element"specifies"whether"the"US"or"Internati
onal"version"is"  
1469  
""""""""""""being"used."An"additional"data"element,"other,"has"
been"added"to"  
1470  
""""""""""""this"schema"to"capture"non!standard"information"a
nd"to"allow"for"  
1471  
""""""""""""flexibility"to"any"future"changes"in"the"existing"CBE
FF"standards."  
1472  
""""""""""""For"a"description"or"definition"of"each"data"elemen
t,"see"the"  
1473  
""""""""""""referenced"CBEFF"standards."  
1474 

INCIT
S-6 

3.2.29 Page 22, 
Line 231 

Tm Remove BIASOperationName from 
GenericRequestParameters 

The first element in all the SOAP body messages 
contains the operation name, i.e. 
“CreateSubjectRequest”.  Having a field 
specifically for also storing “CreateSubject” is 
unnecessary overhead. 

Discuss.  BIAS allows for 2 
methods of identifying the 
operation – WSAddressing & 
explicit tag.  Since not all 
implementations will use 
WSAdressing, the 2nd 
method (optional tag) was 
also provided. 

CAS-7 3.2.38 Type  ReturnCode is an integer type which is inconsistent with 
BIASFaultCode which is a string  See CAS-1. 

CAS-8 3.2.38 Descr.  Status info should be consistent, either strings or 
integers, but not a mix of techniques  See CAS-1. 

CAS-9 3.2.39 Row 3  format-owner 
 
An integer type can be negative, 0, and positive.  Should 
this be a positiveInteger? 

 

Discuss. 

This mimics CBEFF; 
however, a zero value is not 
intended to be allowed. 
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CAS-
10 

3.2.40   Score is defined here as an integer, and used for 1 
occurnace of QualityScore and 2 occurances of Score, 
but there are also 3 other instances of Score defined as a 
string, and 2 other instances of Score defined as an 
unsignedLong; definitions need to be consistent. 

 

Accept. 

CAS-
11 

3.2.40 Type  What is the range of Score?  Presumeably the higher the 
score the better the match?  What is the scale, 1 to 10, 1 
to 100, other?  Can a match have a negative or 0 score?   

 
Accept - discuss.  Should the 
BioAPI definition be used? 

CAS-
12 

3.2.41 Row 3  What is the format of the date type?  MM/DD/YY, 
YYYYMMDDHHMMSS, or is this a free format field?  

Accept.  Look into date field 
options. (See ISO & XML 
stds.) 

CAS-
13 

3.2.43 Row 2  major 
 
An integer type can be negative, 0, and positive.  Most 
version formats are xx.yy.zz versus two concatenated 
integers, what is intended here? 

 

Noted.  Fields are defined to 
be consistent with CBEFF. 

Look at whether major 
version should allow 0. 

CAS-
14 

3.3.1.1 Line 256  “unique across the gallery” 
 
What is the error code returned if a specified claim to 
identity is already in the gallery? 

 
Accept.  Add error code. 

Note – affects INCITS std. 

CAS-
15 

3.3.1.2 Line 265  Quality score 
 
What is the range of the score, 1 to 10, 1 to 100?  
Presumably a higher value indicates a better quality.   

 
Discuss.  Should both 
normalized and native scores 
be supported? 

CAS-
16 

3.3.1.4 Line 289, 
Row 6 

 Identity for AddSubjectToGallery includes both SugjectID 
and IdentityClaim; should the IdentityClaim be an optional 
field for CreateSubject?  

Reject.  The Subject ID 
refers to a person, but that 
person may have another 
form of claimed identity (e.g., 
account number, SSN, etc.) 

INCIT
S-7 

3.3.1.4 Page 30, 
Line 290 

TM Remove optional parameter subject ID. Should not allow sources other than the system to 
specify Subject ID.  Causes unnecessary 
complexity in assuring multiple clients don’t 
attempt to use the same Subject ID. 

Discuss.  

Note - Affects INCITS std. 

CAS-
17 

3.3.1.4 Line 290, 
Row 6 

 Is the Output SubjectID echoed from the Input SubjectID, 
or can the Output differ from the Input?  And if so, what 
does that mean?   

 
Accept.  Clarify in text. 

(Yes, it is echoed.) 
CAS- 3.3.1.5 Line 294  Erases  Accept – discuss. 
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18  
If the biographic data does not exist, is that considered to 
be an erase error, or a successful operation? 

CAS-
19 

3.3.1.5 Line 301, 
Row 1 

 What are the enumerated ReturnCodes for this 
operation?  

Reject.  See 3.2.37 & 38. 

[See also CAS-1.] 
CAS-
20 

3.3.1.6 Line 305  If the biometric data does not exist, is that considered to 
be an erase error, or a successful operation?  Accept – discuss. 

CAS-
21 

3.3.1.6 Line 312, 
Row 1 

 What are the enumerated ReturnCodes for this 
operation?  

Reject.  See 3.2.37 & 38. 

[See also CAS-1.] 
CAS-
22 

3.3.1.10 Line 351, 
Row 10 

 Shouldn’t a threshold value also be provided, otherwise 
the system will always return the MaxListSize if the 
gallery population is ≥ MaxListSize 

 

Reject.  Candidate list size 
will vary depending on 
matcher results. 

Requesters may not change 
SP system thresholds. 

CAS-
23 

3.3.1.10 Line 351, 
Row 10 

 Presumeably a negative numer or 0 is invalid?  Should 
this be defined as a postiveInteger?  Accept. 

CAS-
24 

3.3.1.10 Line 352, 
Row 5 

 What does a system do when the candidate list exceeds 
the MaxListSize?  For example, if the MaxListSize is 5, 
and 7 candidates all have the same match value, are only 
the first 5 candidates returned? 

 
Discuss. 

[Relates to how truncation is 
to be done.] 

CAS-
25 

3.3.1.12 Line 380  Shouldn’t this be called the request message?  Accept. 

CAS-
26 

3.3.1.12 Line 380, 
Row 9 

 Should a MaxListSize be provided for the Input request?   
 Discuss. 

CAS-
27 

3.3.1.12 Row 381  Shouldn’t this be called the response message?  Accept. 

INCIT
S-8 

3.3.1.17/18, 
3.3.1.20/21 

Pg 
52,54,57,58, 
Line 468 

TM Remove ability for SetBiographicData/SetBiometricData 
to update data. 

UpdateBiographicData / UpdateBiometricData 
already designed to update, allowing SetXX to 
update as well adds complexity. 

Accept.  Will be taken into 
consideration with revision to 
INCITS document.  

Related to identity model. 

(Note - Identity model 
parameter to be removed.) 
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May need additional errors. 

Discuss differences/uses 
between set/update 
operations. 

INCIT
S-9 

4.2 Page 73, 
Line 595 

Tm Is it possible to identify another type of Async call that 
uses callback model? 

 

Noted.  This was discussed 
at length when deciding how 
to implement the asynch 
functions. A simple approach 
was favoured at that time.  
Other approaches may be 
considered in future 
revisions. 

CAS-
28 

4.4 Row 703  The standards X9.84 and ISO 19092 specify 
management and security requirements for biometric 
information; these cryptographic methods for 
authentication, integrity and confidentiality should be 
addressed in this BIAS profile. 

 

Accept.  Add to either 
references or bibliography. 

(Consider whether these 
should be cited in INCITS 
doc as well.) 

Informative? 
CAS-
29 

4.4.2 Row 719  Data origin authentication – optional 
 
Disagree, group needs to review X9.84 and ISO 
standards 

 

Discuss. 

Note that this was discussed 
at length during development 
and the general consensus 
was that we need to support 
a wide range of application 
domains including those 
which do not have strong 
security requirements. 

CAS-
30 

4.4.3 Row 727  Message integrity – optional 
 
Disagree, group needs to review X9.84 and ISO 
standards 

 
Discuss.  See CAS-29. 

CAS-
31 

4.4.4 Row 733  Message confidentiality – optional 
 
Disagree, group needs to review X9.84 and ISO 

 
Discuss.  See CAS-29. 
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standards 
CAS-
32 

4.4.5 Row 738  The standards X9.84 and ISO 19092 specify 
management and security requirements for biometric 
information; these cryptographic methods for 
authentication, integrity and confidentiality should be 
addressed in this BIAS profile 

 

Accept.  See CAS-28. 

CAS-
33 

4.4.6 Row 747  Refer to X9.84 and ISO 19092 for security requirements  Accept.  See CAS-28. 

CAS-
34 

4.4.7 Row 749  Refer to X9.84 and ISO 19092 for security requirements 

 

Accept.  See CAS-28. 

Note – Key management, as 
stated, is outside scope of 
this standard. 

CAS-
35 

5 Row 762  To achieve interoperability, all error codes and error 
handling processes must be enumerated for each BIAS 
operation 

 
Discuss. 

Could add clarification. 
INCIT
S-10 

  Tm Does BIAS enable capturing document data?  If so, how 
much customization [of a system] would be required to 
enable updating of document status? 

 Discuss. 

Can this be handled within 
existing biographic structure 
or is a separate 
structure/operation required? 

INCIT
S-11 

  ed Running spell check would help also. Correct spelling errors. Accept. 

 


