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1 Introduction
{non-normative}

This specification defines a profile for the use of the OASIS eXtensible Access Control Markup Language (XACML) [XACML] to write policies that reflect the intent of United States government, particularly the Department of Commerce export compliance (EC) laws and regulations. Use of this profile requires no changes or extensions to standard XACML Version 3.0.

This specification begins with a non-normative discussion of the topics of interest in this profile. The normative section of the specification describes the attributes defined by this profile and provides recommended usage patterns for attribute values.

This specification assumes the reader is somewhat familiar with XACML. A brief overview sufficient to understand these examples is available in [XACMLIntro]. Information about USA government export laws and regulations can be found at [BIS] and [DDTC].
1.1 Glossary

Country

A national political administrative unit recognized, for diplomatic and trade purposes, by the US government.

Current nationality

For any person, the current nationality is the country that most recently granted citizenship to that person.

EAR
Export Administration Regulations, US laws and regulations administered by the Department of Commerce.
ECCN

Export Control Classification Number, a classification system for data and products covered by EAR.

ITAR

International Traffic in Arms Regulations; USA laws and regulations administered by the Department of State.

Location
The country in which a person is currently located.
Nationality

A country of which a person is a citizen.

Organization

A company or other legal entity of which a person can be an employee or agent.
USML
United States Munitions List, a classification system for data and products covered by ITAR.
US Person
A designation that a person meets the requirements to be considered exempt from most US government export regulations.
1.2 Terminology
The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].
1.3 Normative References

[RFC2119]
S. Bradner, Key words for use in RFCs to Indicate Requirement Levels, http://www.ietf.org/rfc/rfc2119.txt, IETF RFC 2119, March 1997.

[XACML]
E. Rissanen, ed., eXtensible Access Control Markup Language (XACML) Version 3.0, Working draft 7, 3 November 2008, http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=xacml


1.4 Non-Normative References

[BIS]
US Department of Commerce Bureau of Industry and Security, http://www.bis.doc.gov/
[DDTC]
US Department of State Directorate of Defense Trade Controls, http://www.pmddtc.state.gov/
[ISO3166]
ISO 3166 Maintenance agency (ISO 3166/MA), http://www.iso.org/iso/country_codes.htm
[XACMLIntro]
OASIS XACML TC, A Brief Introduction to XACML, 14 March 2003, http://www.oasis-open.org/committees/download.php/2713/Brief_Introduction_to_

 HYPERLINK "http://www.oasis-open.org/committees/download.php/2713/Brief_Introduction_to_XACML.html"
XACML.html
1.5 Scope
Many export compliance decisions can be made on the basis of the subject’s location, organization, nationalities (or just current nationality), and country of birth, and the resource’s ECCN or USML classification. This profile defines standard XACML attributes for these properties, and recommends the use of standardized attribute values.
In practice, an organization’s export compliance policies will be a mixture of rules derived from USA government laws and regulations, along with enterprise-specific rules derived from government-approved bilateral or multilateral agreements with foreign organizations.
1.6 Disclaimer
NOTHING IN THIS PROFILE IS INTENDED TO BE A LEGALLY CORRECT INTERPRETATION OR APPLICATION OF USA GOVERNMENT EXPORT LAWS OR REGULATIONS. USE OF THIS PROFILE IN AN ACCESS CONTROL SYSTEM DOES NOT CONSTITUTE COMPLIANCE WITH USA EXPORT RESTRICTIONS. THIS PROFILE HAS NOT BEEN REVIEWED OR ENDORSED BY THE USA GOVERNMENT AGENCIES RESPONSIBLE FOR ENFORCING USA EXPORT LAWS, NOR BY ANY LEGAL EXPERT IN THIS FIELD.
Organizations that use this profile should ensure their export compliance by consulting the resources at [BIS] and [DDTC], and by engaging qualified professional legal services.
2 Profile
2.1 Resource Attributes

2.1.1 Classification

To identify whether a resource is controlled under [ITAR] or [EAR], the following attribute identifier shall be used:

urn:oasis:names:tc:xacml:3.0:ec-us:resource:classification

The DataType of this attribute is http://www.w3.org/2001/XMLSchema#string. The value of the attribute SHALL be “ITAR” or “EAR”.
2.1.2 ECCN
ECCN classification values shall be designated with the following attribute identifier:

urn:oasis:names:tc:xacml:3.0:ec-us:resource:eccn

2.1.3 USML

USML classification values shall be designated with the following attribute identifier:

urn:oasis:names:tc:xacml:3.0:ec-us:resource:usml

2.2 Subject Attributes
2.2.1 Nationality
Nationality values applicable to a subject SHALL be designated with the following attribute identifier:

urn:oasis:names:tc:xacml:3.0:ec-us:subject:nationality
The DataType of this attribute is http://www.w3.org/2001/XMLSchema#string. It is RECOMMENDED that the value of this attribute be in the range of 2-letter country codes defined by [ISO3166].

A request context may have several instances of this attribute to reflect multiple citizenships held by a subject.

Nationality must include country of birth if different from other nationalities held by the subject.
2.2.2 Current nationality

The most recent nationality value applicable to a subject SHALL be designated with the following attribute identifier:

urn:oasis:names:tc:xacml:3.0:ec-us:subject:current-nationality

The DataType of this attribute is http://www.w3.org/2001/XMLSchema#string. It is RECOMMENDED that the value of this attribute be in the range of 2-letter country codes defined by [ISO3166].

2.2.3 Location

The current geographical location of a subject SHALL be designated with the following attribute identifier:

urn:oasis:names:tc:xacml:3.0:ec-us:subject:location

The DataType of this attribute is http://www.w3.org/2001/XMLSchema#string. It is RECOMMENDED that the value of this attribute be in the range of 2-letter country codes defined by [ISO3166].

2.2.4 Organization

The organization of which the subject is an employee or agent SHALL be designated with the following attribute identifier:

urn:oasis:names:tc:xacml:3.0:ec-us:subject:organization
2.2.5 US Person

The following attribute identifier SHALL be used to designate a subject’s status as a US person:


urn:oasis:names:tc:xacml:3.0:ec-us:subject:us-person

The DataType of this attribute is http://www.w3.org/2001/XMLSchema#boolean.

3 Identifiers

This profile defines the following URN identifiers.

3.1 Profile Identifier

The following identifier SHALL be used as the identifier for this profile when an identifier in the form of a URI is required.

urn:oasis:names:tc:xacml:3.0:profiles:ec-us
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