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<saml : Asser t i on ) � ' 	
  Asser t i onI D=" _a75adf 55- 01d7- 40cc- 929f - dbd8372ebdf c"  ) � � 	
  I ssueI nst ant =" 2003- 04- 17T00: 46: 02Z"  ) � ( 	
  I ssuer =” www. opensaml . or g”  ) � ) 	
  Maj or Ver si on=" 1"  ) � � 	
  Mi nor Ver si on=" 1"  ) � * 	
 xml ns=" ur n: oasi s: names: t c: SAML: 1. 0: asser t i on" > ) � � 	
<saml : Condi t i ons> ) %� 	
  Not Bef or e=" 2002- 06- 19T16: 53: 33. 173Z"  ) %%	
  Not OnOr Af t er =" 2002- 06- 19T17: 08: 33. 173Z" / > ) %
 	
<saml : At t r i but eSt at ement > ) %' 	
<saml : Subj ect > ) %� 	
<saml : NameI dent i f i er  ) %( 	
  NameQual i f i er =" www. exampl e. com"   ) %) 	
  For mat =" " > ) %� 	

ui d=j oe, ou=peopl e, ou=saml - demo, o=bal t i mor e. com ) %* 	
</ saml : NameI dent i f i er > ) %� 	
<saml : Subj ect Conf i r mat i on> ) 
 � 	
<saml : Conf i r mat i onMet hod> ) 
 %	

ur n: oasi s: names: t c: SAML: 1. 0: cm: hol der - of - key ) 
 
 	
</ saml : Conf i r mat i onMet hod> ) 
 ' 	
<ds: KeyI nf o> ) 
 � 	
<ds: KeyVal ue>…</ ds: KeyVal ue> ) 
 ( 	
</ ds: KeyI nf o> ) 
 ) 	
</ saml : Subj ect Conf i r mat i on> ) 
 � 	
</ saml : Subj ect > ) 
 * 	
<saml : At t r i but e ) 
 � 	
  At t r i but eName=" Member Level "  ) ' � 	
  At t r i but eNamespace=" ht t p: / / www. oasi s ) ' %	
open. or g/ Cat al yst 2002/ at t r i but es" > ) ' 
 	
<saml : At t r i but eVal ue>gol d</ saml : At t r i but eVal ue> ) ' ' 	
</ saml : At t r i but e> ) ' � 	
<saml : At t r i but e ) ' ( 	
  At t r i but eName=" E- mai l "  ) ' ) 	
  At t r i but eNamespace=" ht t p: / / www. oasi s-) ' � 	
open. or g/ Cat al yst 2002/ at t r i but es" > ) ' * 	
<saml : At t r i but eVal ue>j oe@yahoo. com</ saml : At t r i but eVal ue> ) ' � 	
</ saml : At t r i but e> ) � � 	
</ saml : At t r i but eSt at ement > ) � %	
<ds: Si gnat ur e>…</ ds: Si gnat ur e> ) � 
 	
</ saml : Asser t i on> ) � ' 	
 ) � � 	
<ds: Si gnat ur e> ) � ( 	
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<ds: Si gnedI nf o> ) � ) 	
<ds: Canoni cal i zat i onMet hod ) � � 	
  Al gor i t hm=" ht t p: / / www. w3. or g/ 2001/ 10/ xml - exc- c14n#" / > ) � * 	
<ds: Si gnat ur eMet hod Al gor i t hm=  ) � � 	
  " ht t p: / / www. w3. or g/ 2000/ 09/ xml dsi g#hmac- sha1" / > ) ( � 	
<ds: Ref er ence ) ( %	

URI =" #MsgBody" > ) ( 
 	
<ds: Di gest Met hod ) ( ' 	

Al gor i t hm=" ht t p: / / www. w3. or g/ 2000/ 09/ xml dsi g#sha1" / > ) ( � 	
<ds: Di gest Val ue>GyGsF0Pi 4xPU. . . </ ds: Di gest Val ue> ) ( ( 	
</ ds: Ref er ence> ) ( ) 	
</ ds: Si gnedI nf o> ) ( � 	
<ds: Si gnat ur eVal ue>HJJWbvqW9E84vJVQk…</ ds: Si gnat ur eVal ue> ) ( * 	
<ds: KeyI nf o> ) ( � 	
<wsse: Secur i t yTokenRef er ence wsu: i d=” STR1” > ) ) � 	
<wsse: Ref er ence wsu: i d=” …”  ) ) %	
  wsse: Val ueType=” ht t p: / / www. docs. oasi s-) ) 
 	
open. or g/ wss/ 2004/ XX/ oasi s- 2004XX- wss- saml - t oken- pr of i l e-) ) ' 	
1. 0#SAMLAsser t i on- 1. 0”  ) ) � 	
  wsse: URI =” #_a75adf 55- 01d7- 40cc- 929f - dbd8372ebdf c” / > ) ) ( 	
</ wsse: Secur i t yTokenRef er ence> ) ) ) 	
</ ds: KeyI nf o> ) ) � 	
</ ds: Si gnat ur e> ) ) * 	
</ wsse: Secur i t y> ) ) � 	
</ S12: Header > ) � � 	
 ) � %	
<S12: Body wsu: I d=" MsgBody" > ) � 
 	
  <Repor t Request > ) � ' 	
    <Ti cker Symbol >SUNW</ Ti cker Symbol > ) � � 	
  </ Repor t Request > ) � ( 	
</ S12: Body> ) � ) 	
</ S12: Envel ope> ) � � 	

* ." .� � � � � $ � � 1� � � 	 ( � 
 � � � � 6� 	 � �&� � � � � # � � � � � � � � � ( � $ �) � * 	

5� � 	&� ��� : �� � 	 ! � 1� �� � ! 	#� ! 1� �6� 	 � � � 	 ! � � #� � � " � � 1� � ! 	 , � � � � #	 � &	 � ! � 
 6��! � �� � 	 � � � 	) � � 	
1� � � � ! � � � #� � 1� 	6� � : � � � 	 
 	 � � � $	 , � ! ! 
 � � 	 
 � #	 � � � 	 � � � � 	 
 ! ! � � � �� � ! 	 
 ##� #	 � � 	 � � � 	) * � 	
� � � $	 , � ! ! 
 � � 	 
 11� � #�� � 	 � � 	 � � � 	 � � � � 	 � � � &��� 	 � &	 � � � A	 � � � $	 � � ! ! 
 � � 	 � � 1� � �� � � 	) * %	

* ." .� .) � � � � � 
 � � � � � � � � � � 
 �) * 
 	

� � 	 
 � � � ! � �� � 	 � � � �� � 	 � ! � ! 	 � � � 	 ! � � #� � � " � � 1� � ! 	1� � &�� , 
 � �� � 	 , � � � � #	 � � 	 
 ! ! � � � 	 � � 
 � 	 �� 	 �! 	) * ' 	

 1� �� � 	 � � 	6� � 
 �&	 � &	 � � � 	 ! � 6;� 1� 	 � &	 � � � � 	 ! � 6;� 1� 	 ! � 
 � � , � � � ! 	1� � � 
 �� �� � 	 
 	 ! � � #� � �) * � 	
" � � 1� � ! 	<saml : Subj ect Conf i r mat i on>	 � �� , � � � � 	5� � 	 ! � 6;� 1� 	 ! � 
 � � , � � � ! 	 � � 
 � 	 � � � 	) * ( 	

 � � � ! � �� � 	 � � � �� � 	 : ���	1� � &�� , 	6� 	 � � � 	 ! � � #� � � " � � 1� � ! 	 , � � � � #	 � @� 5	 �� 1�� #� 	 � � � 	) * ) 	
&� ��� : �� � 	<saml : Subj ect Conf i r mat i on>	 � �� , � � � A	) * � 	

<saml : Subj ect Conf i r mat i on>  ) * * 	
  <saml : Conf i r mat i onMet hod> ) * � 	

  ur n: oasi s: names: t c: SAML: 1. 0: cm: sender - vouches ) � � 	
  </ saml : Conf i r mat i onMet hod> ) � %	
</ saml : Subj ect Conf i r mat i on> ) � 
 	

5� 	 ! 
 � �! &� 	 � � � 	 
 ! ! � 1�
 � � #	1� � &�� , 
 � �� � 	 , � � � � #	 � � � 1� ! ! �� � 	 � &	 � � � 	 � � 1� �" � � C	 � � � 	 	) � ' 	

 � � � ! � �� � 	 � � � �� � 	 � @� 5	 � � � � � 1� 	 � � � 	 " � � 1� � #	&� � 	 � � � $	 , � ! ! 
 � � 	1� � � � � � 	 ! � 1� 	 � � 
 � 	 � � � 	) � � 	
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 � � � � 	 � ��	  �� � � ! 	  � ! � � " � #� 	 $
 � � 	 
 � 	 � &	 ' � 	
	
	
	

� � 1� �" � � 	1
 � 	#� � � � , �� � 	 : � � � 	 �� 	 � 
 ! 	6� � � 	 
 �� � � � #	6� 	 
 � � � � � � 	 � 
 � � � � 	 � � 	 � � � 	 � � � �1
 �	) � ( 	
1
 ! � C	 : � � � � 	 � � � 	 
 ! ! � � � �� � 	 
 � � � � � �� � 	 � 
 ! 	3 � 5	 ! � 1� � � �� 	6� � � #	 
 	1� � &�� , 
 � �� � 	 . � � 	 �� 	) � ) 	
� � � 	 ! � � #� � � " � � 1� � ! 	<saml : Subj ect Conf i r mat i on>	 � �� , � � � C	 � � � 	 
 � � � ! � �� � 	 � � � �� � 	) � � 	
� @� 5	 
 �! � 	 � � � � � 1� 	 � � � 	 " � � 1� � #	&� � 	 ! � 6;� 1� 	 ! � 
 � � , � � � ! 	 
 � 
 �� ! � 	 � � 
 � � � � � �2� #	) � * 	
, � #�&�1
 � �� � � 	5� � 	 
 � � � ! � �� � 	 � � � �� � 	 � � <	 ! 
 � �! &� 	 � � � ! � 	 � � M� �� � , � � � ! 	6� 	 �� 1�� #�� � 	 �� 	 � � � 	) � � 	
1� � � � ! � � � #�� � 	<wsse: Secur i t y>	 � � 
 #� � 	 
 	<ds: Si gnat ur e> � �� , � � � 	 � � 
 � 	 �� 	 � � � � 
 � � ! 	� � � 	
6� 	 � ! �� � 	 �� ! 	 . � � 	 � � 	 ! �� � 	 � � � 	 � � �� " 
 � � 	 , � ! ! 
 � � 	1� � � � � � 	 
 � #	 
 ! ! � � � �� � ! 	=�&	 � � � 	 
 ! ! � � � �� � 	� � %	

 � � � � � �� � 	#�#	3 � 5	 ! � 1� � � �� 	 � ! � 
 6��! � 	 
 	1� � &�� , 
 � �� � 	 . � � >� 	 � ! 	#� &�� � #	6� 	 � � � 	E� � 	� � 
 	
� �� � 
 � � � � 	 ! � � 1�&�1
 � �� � C	 � � � 	 	 
 � � � ! � �� � 	 � � � �� � 	 � � <	 �#� � � �&� 	 �� ! 	 . � � 	6� 	 �� 1�� #�� � 	 
 	� � ' 	
<ds: KeyI nf o>	 � �� , � � � 	 : �� � �� 	 � � � 	<ds: Si gnat ur e>	 � �� , � � � � 	 	� � � 	

� 	<ds: Si gnat ur e> � �� , � � � 	 � � � #� 1� #	&� � 	 � � �! 	 � � � � � ! � 	 � @� 5	1� � &� � , 	 � � 	 � � � 	� � ( 	
canoni cal i zat i on	 
 � #	 � � . � � 	 � � � � � � #�� � 	 � � �� ! 	#� &�� � #	 �� 	 � � � 	 � � � A	 � � � $	 � � ! ! 
 � � 	� � ) 	
� � 1� � �� � 	 ! � � 1�&�1
 � �� � � 	� � � 	

* ." .� . � � �3 � 	 � � � � � �� � * 	

� &	 � � � 	 � � � � 	 
 ! ! � � � �� � ! 	 �� 	 ! � �� 1� ! 	&� � 	 � � � 1� ! ! �� � C	 
 	 , � ! ! 
 � � 	 � � 1� �" � � 	 � @� 5	3 � 5	� � � 	

 11� � � 	 
 ! ! � � � �� � ! 	1� � � 
 �� �� � 	 
 	 ! � � #� � � " � � 1� � ! 	<saml : Conf i r mat i onMet hod>	 � � �� ! ! 	� %� 	
� � � 	 
 ! ! � � � �� � ! 	 
 � #	 � � � $	 , � ! ! 
 � � 	1� � � � � � 	6� �� � 	 " � � 1� � #	&� � 	 
 � � 	 � � � � � 1� � #	=
 ! 	� %%	
#� ! 1� �6� #	 
 6� " � >	6� 	 
 � 	 
 � � � ! � �� � 	 � � � �� � 	 : � � 	 �! 	 � � � ! � � #	6� 	 � � � 	 � � 1� �" � � 	 � � 	 
 1� 	 � � 	� %
 	
6� � 
 �&	 � &	 � � � 	 ! � 6;� 1� 	 � &	 � � � 	 
 ! ! � � � �� � ! � 	� %' 	

* ." .� .* �%9� # , � � �� %� 	

5� � 	&� ��� : �� � 	 � ?
 , � �� 	 ���� ! � � 
 � � ! 	 
 � 	 
 � � � ! � �� � 	 � � � �� � L! 	 � ! � 	 � &	 � � � 	 ! � � #� � � " � � 1� � ! 	� %( 	
! � 6;� 1� 	1� � &�� , 
 � �� � 	 , � � � � #	 : �� � 	 
 � 	 
 ! ! � 1�
 � � #	<ds: Si gnat ur e>	 � �� , � � � 	 � � 	� %) 	
� ! � 
 6��! � 	 �� ! 	 �#� � � �� � 	 
 � #	 � � 	 
 ! ! � � � 	 � � 
 � 	 �� 	 � 
 ! 	 ! � � � 	 , � ! ! 
 � � 	 � �� , � � � ! 	 � � 	6� � 
 �&	 � &	 � � � 	� %� 	
! � 6;� 1� ! 	 � &	 � � � 	1� � � 
 �� � #	 
 ! ! � � � �� � 	=�� � �C	 � � � 	 
 ! ! � � � �� � 	 � � &� � � � 1� #	6� 	N� 5 %O>A	� %* 	

<?xml : ver s i on=" 1. 0"  encodi ng=" UTF- 8" ?> � %� 	
<S12: Envel ope xml ns: S=" . . . " > � 
 � 	
  xml ns: xsi =" ht t p: / / www. w3. or g/ 2001/ XMLSchema- i nst ance"  � 
 %	
  xml ns: xsd=" ht t p: / / www. w3. or g/ 2001/ XMLSchema" > � 
 
 	
<S12: Header > � 
 ' 	
<wsse: Secur i t y> � 
 � 	
 � 
 ( 	
<saml : Asser t i on � 
 ) 	
  Asser t i onI D=" _a75adf 55- 01d7- 40cc- 929f - dbd8372ebdf c"  � 
 � 	
  I ssueI nst ant =" 2003- 04- 17T00: 46: 02Z"  � 
 * 	
  I ssuer =” www. opensaml . or g”  � 
 � 	
  Maj or Ver si on=" 1"  � ' � 	
  Mi nor Ver si on=" 1"  � ' %	
 xml ns=" ur n: oasi s: names: t c: SAML: 1. 0: asser t i on" > � ' 
 	
<saml : Condi t i ons> � ' ' 	
  Not Bef or e=" 2002- 06- 19T16: 53: 33. 173Z"  � ' � 	
  Not OnOr Af t er =" 2002- 06- 19T17: 08: 33. 173Z" / > � ' ( 	
<saml : At t r i but eSt at ement > � ' ) 	
<saml : Subj ect > � ' � 	
<saml : NameI dent i f i er  � ' * 	
  NameQual i f i er =" www. exampl e. com"   � ' � 	
  For mat =" " > � � � 	

ui d=pr oxy, ou=syst em, ou=saml - demo, o=bal t i mor e. com � � %	
</ saml : NameI dent i f i er > � � 
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<saml : Subj ect Conf i r mat i on> � � ' 	
<saml : Conf i r mat i onMet hod> � � � 	

ur n: oasi s: names: t c: SAML: 1. 0: cm: hol der - of - key � � ( 	
</ saml : Conf i r mat i onMet hod> � � ) 	
<ds: KeyI nf o> � � � 	
<ds: KeyVal ue>…</ ds: KeyVal ue> � � * 	
</ ds: KeyI nf o> � � � 	
</ saml : Subj ect Conf i r mat i on> � ( � 	
</ saml : Subj ect > � ( %	
<saml : At t r i but e � ( 
 	
  .  .  .  � ( ' 	
</ saml : At t r i but e> � ( � 	
  .  .  .  � ( ( 	
</ saml : Asser t i on> � ( ) 	
 � ( � 	
<wsse: Secur i t yTokenRef er ence wsu: i d=” STR1” > � ( * 	
<saml : Aut hor i t yBi ndi ng> � ( � 	
  saml : Bi ndi ng=” ur n: oasi s: names: t c: SAML: 1. 0: bi ndi ngs: SOAP-� ) � 	
bi ndi ng”  � ) %	
  saml : Locat i on=” ht t p: / / www. opensaml . or g/ SAML- Aut hor i t y”  � ) 
 	
  saml : Aut hor t yKi nd= “ saml p: Asser t i onI dRef er ence”  � ) ' 	
</ saml : Aut hor i t yBi ndi ng> � ) � 	
<wsse: keyI dent i f i er  wsu: i d=” …”  � ) ( 	
wsse: Val ueType=” ht t p: / / www. docs. oasi s-� ) ) 	
open. or g/ wss/ 2004/ XX/ oasi s- 2004XX- wss- saml - t oken- pr of i l e-� ) � 	
1. 0#SAMLAsser t i onI D” > � ) * 	
_a75adf 55- 01d7- 40cc- 929f - dbd8372ebdbe � ) � 	
</ wsse: KeyI dent i f i er > � � � 	
</ wsse: Secur i t yTokenRef er ence> � � %	
 � � 
 	
<ds: Si gnat ur e> � � ' 	
<ds: Si gnedI nf o> � � � 	
<ds: Canoni cal i zat i onMet hod � � ( 	
  Al gor i t hm=" ht t p: / / www. w3. or g/ 2001/ 10/ xml - exc- c14n#" / > � � ) 	
<ds: Si gnat ur eMet hod  � � � 	

Al gor i t hm= " ht t p: / / www. w3. or g/ 2000/ 09/ xml dsi g#hmac- sha1" / > � � * 	
<ds: Ref er ence URI =" #STR1" > � � � 	
<Tr ansf or ms> � * � 	
<ds: Tr ansf or m � * %	
  Al gor i t hm=" ht t p: / / schemas. xml soap. or g/ ws/ 2003/ 06/ STR-� * 
 	
Tr ansf or m" / > � * ' 	
<wsse: Tr ansf or mat i onPar amet er s> � * � 	
<ds: Canoni cal i zat i onMet hod � * ( 	
  Al gor i t hm=" ht t p: / / www. w3. or g/ 2001/ 10/ xml - exc- c14n#" / > � * ) 	
</ wsse: Tr ansf or mat i onPar amet er s>  � * � 	
</ Tr ansf or ms> � * * 	
<ds: Di gest Met hod � * � 	
  Al gor i t hm= " ht t p: / / www. w3. or g/ 2000/ 09/ xml dsi g#sha1" / > � � � 	
<ds: Di gest Val ue>. . . </ ds: Di gest Val ue> � � %	
</ ds: Ref er ence> � � 
 	
<ds: Ref er ence URI =" #MsgBody" > � � ' 	
<ds: Di gest Met hod  � � � 	

Al gor i t hm=" ht t p: / / www. w3. or g/ 2000/ 09/ xml dsi g#sha1" / > � � ( 	
<ds: Di gest Val ue>. . . </ ds: Di gest Val ue> � � ) 	
</ ds: Ref er ence> � � � 	
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</ ds: Si gnedI nf o> � � * 	
<ds: Si gnat ur eVal ue>HJJWbvqW9E84vJVQk…</ ds: Si gnat ur eVal ue> � � � 	
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