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 CKR_ATTRIBUTE_VALUE_INVALID: An invalid value was specified for a particular attribute 
in a template.  See Section 4.1 for more information. 

 CKR_BUFFER_TOO_SMALL: The output of the function is too large to fit in the supplied 
buffer. 

 CKR_CANT_LOCK: This value can only be returned by C_Initialize.  It means that the type 
of locking requested by the application for thread-safety is not available in this library, and so 
the application cannot make use of this library in the specified fashion. 

 CKR_CRYPTOKI_ALREADY_INITIALIZED: This value can only be returned by C_Initialize.  
It means that the Cryptoki library has already been initialized (by a previous call to 
C_Initialize which did not have a matching C_Finalize call). 

 CKR_CRYPTOKI_NOT_INITIALIZED: This value can be returned by any function other than 
C_Initialize and C_GetFunctionList.  It indicates that the function cannot be executed 
because the Cryptoki library has not yet been initialized by a call to C_Initialize. 

 CKR_CURVE_NOT_SUPPORTED: This curve is not supported by this token. Used with 
Elliptic Curve mechanisms. 

 CKR_DATA_INVALID: The plaintext input data to a cryptographic operation is invalid.  This 
return value has lower priority than CKR_DATA_LEN_RANGE. 

 CKR_DATA_LEN_RANGE: The plaintext input data to a cryptographic operation has a bad 
length.  Depending on the operation’s mechanism, this could mean that the plaintext data is 
too short, too long, or is not a multiple of some particular block size.  This return value has 
higher priority than CKR_DATA_INVALID. 

 CKR_DOMAIN_PARAMS_INVALID: Invalid or unsupported domain parameters were 
supplied to the function.  Which representation methods of domain parameters are supported 
by a given mechanism can vary from token to token. 

 CKR_ENCRYPTED_DATA_INVALID: The encrypted input to a decryption operation has 
been determined to be invalid ciphertext.  This return value has lower priority than 
CKR_ENCRYPTED_DATA_LEN_RANGE. 

 CKR_ENCRYPTED_DATA_LEN_RANGE: The ciphertext input to a decryption operation has 
been determined to be invalid ciphertext solely on the basis of its length.  Depending on the 
operation’s mechanism, this could mean that the ciphertext is too short, too long, or is not a 
multiple of some particular block size.  This return value has higher priority than 
CKR_ENCRYPTED_DATA_INVALID. 

 CKR_EXCEEDED_MAX_ITERATIONS: An iterative algorithm (for key pair generation, 
domain parameter generation etc.) failed because we have exceeded the maximum number 
of iterations.  This error code has precedence over CKR_FUNCTION_FAILED. Examples of 
iterative algorithms include DSA signature generation (retry if either r = 0 or s = 0) and 
generation of DSA primes p and q specified in FIPS 186-2. 

 CKR_FIPS_SELF_TEST_FAILED: A FIPS 140-2 power-up self-test or conditional self-test 
failed.  The token entered an error state.  Future calls to cryptographic functions on the token 
will return CKR_GENERAL_ERROR.  CKR_FIPS_SELF_TEST_FAILED has a higher 
precedence over CKR_GENERAL_ERROR. This error may be returned by C_Initialize, if a 
power-up self-test  failed, by C_GenerateRandom or C_SeedRandom, if the continuous 
random number generator test failed, or by C_GenerateKeyPair, if the pair-wise consistency 
test failed. 

 CKR_FUNCTION_CANCELED: The function was canceled in mid-execution.  This happens 
to a cryptographic function if the function makes a CKN_SURRENDER application callback 
which returns CKR_CANCEL (see CKR_CANCEL). It also happens to a function that 
performs PIN entry through a protected path. The method used to cancel a protected path 
PIN entry operation is device dependent. 
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 CKR_FUNCTION_NOT_PARALLEL: There is currently no function executing in parallel in 
the specified session.  This is a legacy error code which is only returned by the legacy 
functions C_GetFunctionStatus and C_CancelFunction. 

 CKR_FUNCTION_NOT_SUPPORTED: The requested function is not supported by this 
Cryptoki library.  Even unsupported functions in the Cryptoki API should have a “stub” in the 
library; this stub should simply return the value CKR_FUNCTION_NOT_SUPPORTED. 

 CKR_FUNCTION_REJECTED: The signature request is rejected by the user. 

 CKR_INFORMATION_SENSITIVE: The information requested could not be obtained 
because the token considers it sensitive, and is not able or willing to reveal it. 

 CKR_KEY_CHANGED: This value is only returned by C_SetOperationState.  It indicates 
that one of the keys specified is not the same key that was being used in the original saved 
session. 

 CKR_KEY_FUNCTION_NOT_PERMITTED: An attempt has been made to use a key for a 
cryptographic purpose that the key’s attributes are not set to allow it to do.  For example, to 
use a key for performing encryption, that key must have its CKA_ENCRYPT attribute set to 
CK_TRUE (the fact that the key must have a CKA_ENCRYPT attribute implies that the key 
cannot be a private key).  This return value has lower priority than 
CKR_KEY_TYPE_INCONSISTENT. 

 CKR_KEY_HANDLE_INVALID: The specified key handle is not valid.  It may be the case that 
the specified handle is a valid handle for an object which is not a key.  We reiterate here that 
0 is never a valid key handle. 

 CKR_KEY_INDIGESTIBLE: This error code can only be returned by C_DigestKey.  It 
indicates that the value of the specified key cannot be digested for some reason (perhaps the 
key isn’t a secret key, or perhaps the token simply can’t digest this kind of key). 

 CKR_KEY_NEEDED: This value is only returned by C_SetOperationState.  It indicates that 
the session state cannot be restored because C_SetOperationState needs to be supplied 
with one or more keys that were being used in the original saved session. 

 CKR_KEY_NOT_NEEDED: An extraneous key was supplied to C_SetOperationState.  For 
example, an attempt was made to restore a session that had been performing a message 
digesting operation, and an encryption key was supplied. 

 CKR_KEY_NOT_WRAPPABLE: Although the specified private or secret key does not have 
its CKA_EXTRACTABLE attribute set to CK_FALSE, Cryptoki (or the token) is unable to 
wrap the key as requested (possibly the token can only wrap a given key with certain types of 
keys, and the wrapping key specified is not one of these types).  Compare with 
CKR_KEY_UNEXTRACTABLE. 

 CKR_KEY_SIZE_RANGE: Although the requested keyed cryptographic operation could in 
principle be carried out, this Cryptoki library (or the token) is unable to actually do it because 
the supplied key‘s size is outside the range of key sizes that it can handle. 

 CKR_KEY_TYPE_INCONSISTENT: The specified key is not the correct type of key to use 
with the specified mechanism.  This return value has a higher priority than 
CKR_KEY_FUNCTION_NOT_PERMITTED. 

 CKR_KEY_UNEXTRACTABLE: The specified private or secret key can’t be wrapped 
because its CKA_EXTRACTABLE attribute is set to CK_FALSE.  Compare with 
CKR_KEY_NOT_WRAPPABLE. 

 CKR_LIBRARY_LOAD_FAILED: The Cryptoki library could not load a dependent shared 
library. 

 CKR_MECHANISM_INVALID: An invalid mechanism was specified to the cryptographic 
operation.  This error code is an appropriate return value if an unknown mechanism was 
specified or if the mechanism specified cannot be used in the selected token with the 
selected function. 


