
Minutes for PKCS 11 TC weekly concall 5-Feb-2014 

 
 

1 Opening remarks (co-chairs) 

 

2 Roll call  taken by Bob Griffin.  Quorum achieved. 

 

3 Review / approval of the agenda 
Proposed Agenda: 
1 Opening remarks (co-chairs) 
2 Roll call (secretary) 
3 Review / approval of the agenda 
4 Review of previous meeting minutes (8-Jan-2014) 

5 Old Business 

 Update on F2F 

 Update on interop at RSA Conference 

 Status of V2.40 edits 

 Update on V3.0 topics 

 Topics for next call 
6 New Business 

7 Review Action Items 
8 Adjourn 

 

Tim moves to accept agenda. RJ Puria (Safenet) seconds. 

 

4 Review of previous meeting minutes 

 

Posted 3 minutes: 

   2 October 2013 

  16 October 2013 

  22 October 2014 

 

Tim moves to accept, Chris Z seconds.  No objections or comments. 

 

5 Old Business 

 

    Update on F2F 

     Chris got guidance on the menu from Valerie and Bob, currently 

 having broad choices like. Bob will make a straw poll so Chris 

 can nail down attendance. CHris will have vegetarian and non 

 vegetarian options. If you have any other food needs, let him know. 

 

 Bob wants to dig deeper into 3.0 direction in the face-to-face. 

 

 Bob noted that  EMC is moving to WebEx. This may mean  a different 

 dialin number. he will let us know. 

 

 Mike St. John's noted that we will have a call before F2F and one the 

 week after - could be problematic.  Bob really wants to have our next 

 call, but won't be able to make the one after the face-to-face. 

 Probably we could skip that call (week after F2F). Depends on how much 



 people want to keep our current alternating week schedule. 

 

 

    Status of V2.40 edits 

     Bob has been working through the comments, but is concerned with the 

 consistent comments coming from Patrick who found our conformance 

 clauses approach confusing.  We'd discussed this before, about only 

 putting conformance clauses in the Profiles document 

 

 It seems that it would be clearer for our reviewers if we had split this 

 out. 

 

 Bob asked Tim to look at this approach. Tim will. Tim agrees that the 

 current setup has a lot of cross referencing issues, but then there is a 

 risk that the profiles can get out of lock-step with the standard.  Are 

 we comfortable to continue following the path we already selected? 

 

 Bob and Tim want to stay on the same path. Any other comments or concern 

 or strong feelings about choosing a different path?  If you aren't sure, 

 please do look at the comments from Patrick. 

 

 Meanwhile, Bob will continue to try to finish up the first crack of 

 edits and share with the editors. He hopes by the face-to-face, he'll 

 have documents to review to make sure we've addressed comments in a 

 reasonable and correct way.  At the Face-to-Face,  hope to decide if 

 we're ready to progress, or if we need to do more work 

 

 Doesn't see any technical issues. 

 

 MikeStJ: some questions or comments on CKA_PUBLICKEY_INFO : is that 

 technical or editorial? Bob thinks it's editorial, Mike things it 

 might be technical so would like someone else to review.  Bob will 

 ask his Russian colleagues to look at it. 

 

 Mike: is Chris the keeper of the assignments?  

  

 Bob: I think we decided we'd leave this to the end for the editors to 

 make the final assignments 

 

 Chris: are you refering to the two ordinals we referenced but not 

 defined? 

 

 Mike: yes 

 

 Chris: those are already updated in my draft. 

 

 Chris: Bob are you handling all of these comments from PatricK? 

 



 Bob: yes, I'll send you a note on where I am to make sure we aren't 

 duplicating efforts. 

 

   Update on V3.0 topics 

    Bob: There are a couple of large areas we want to talk about in our 

 face-to-face. Will look for people that might be interested in driving 

 this, so we can start digging down in our face-to-face. 

 

 Wan-Teh spoke on his updated proposal: Just sent new slides about 20 

 minutes ago, find the slides there. 

 

 We need to make sure the IVs are not repeated. We want to be able to 

 validate that we're generating the IV correctly. 

 

 The major new slide starts on slide number 6 

 

 Now each encryption mechanism can specify if they are using old style 

 functions or new style functions.  New functions will support both 

 single part and multi-part encryption. 

 

 This can be complicated for things like AEAD, where we cannot reveal 

 plain text. 

 

 Each mechanism would specify if it does single part or multipart 

 operations. 

 

 There is also a proposal for a new AES GCM mechanism (last slide) 

 

 MIke: there are still some qustions to look into 

 

  IV generator has one lifetime 

  Crypto context has a different lifetime (the message) 

 

  Mike doesn't think this quite covers all of this 

 

  Wan-Teh: Each mechanism will have to specify where the authentication 

 tag goes. This is required by the RFC for AEAD. 

 

 For each session there is only one encryption or decryption context. 

 He's generilizing this.  For each IV generator there is a unique state, 

 so there should be no confusion. 

 

 Mike disagrees: the way this is set up , the IV has to be marshalled. 

 You may have to copy stuff around where you really don't want to be 

 copying it. 

 

 Needs to be more clear that these are different things - needs to be 

 better separated. I understand the desire to reuse what we've got, but 



 this makes me uncomfortable. 

 

 The IV generator is defined in terms of the mechanism.  The 

 specification for GCM and CCM allow various different ways of generating 

 the IV. It doesn't make sense to tie these into the mechanism. 

 

 Tim is asking for Mike to write these up in an email. 

 

 Mike said he's already written this in email, please reread what he's 

 written. 

 

 Tim: I've read the email, but what you're saying now is not matching up 

 with what I understood before. I'm missing something? 

 

 Wan-Teh: you are pointing out limitations, but they are theoretical. 

 Can you find any protocol that uses GCM where the tag does not file the 

 GCM cipher text. 

 

 Mike: I know of a weird API that does that, but I can't talk about it. 

 it does it exist. We're writing an API that has to be broad enough to 

 work with what we currently have but meets the needs that come in the 

 future, otherwise we are already obsolete. 

 

 Mike; Tim could you reply to one of my emails to point out where you are 

 confused? 

 

 Tim: I'll see what I can do, I'll go back through your emails. I'm 

 either confused or disagreeing. 

 

 Bob: I don't see comments from you on this proposal 

 

 Mike: This just came out today 

 

 Bob: Including the one two weeks ago. 

 

 Mike: two weeks ago I jsut sent them to the authors 

 

 Bob: I don't see them on the reflector, can you please share your 

 concerns with the group? 

 

 Mike: Yes 

 

 Bob: Mike can you please work directly with Wan-Teh and close the loop 

 with the group? if you can't agree, we can take it for a vote. 

 

 Bob: I thought you were going to keep the name C_ENcrypt, but with new 

 parameters?  Or new entry point? 

 



 Wan-Teh: Still the same C_Encrypt. 

 

 Bob: is this something you can bring to the face-to-face? 

 

 Wan-teh: I won't be able to attend f2f, will try to manae over the list. 

 Bob R. I won't be there, either. 

 

 Bob G.: okay, we'll keep working this on the list and in our meetings. 

 

 no further comments. 

 

        Mike: Sent comments on the 2-January-2014. Bob will check them out. 

 

   Update on interop at RSA Conference 

    Tony: Nothing to discuss right now. Had a Interop call 30 minutes before 

 this, everything is falling into place and all the vendors are lined up.   

 No further questions or comments. 

 

    Topics for next call 

     Face to face 

 

 Also discuss when to meet again - will likely propose we meet 12 days 

 after the face-to-face. 

 

6 New business? 

   none 

 

7 Review Action Items 

- Editor updates ofV2.40 docs 

 

8 Adjourn 

    Stef moves to adjourn. Tony Cox seconds. 

    no objections or abstensions. Meeting adjourned 1:53PM PT. 


