
  

 

 
CTI-TC Weekly Working Sessions 

 

Meeting Date: May 31, 2016 

Time: 12:00:00 UTC 

Purpose: Weekly CTI-TC Joint Working Session 

 

Attendees: 

Gary Katz 
Bret Jordan 
Ivan Kirillov 
Iain Brown 
Aharon Chernin 
 

Richard Piazza 
John Wunder – Moderator 
Jason Keirstead 
Jerome Athias 
Tony Rutkowski 
 

Allan Thomson 
Marlon Taylor 
Jon Baker 
Jane Ginn – Recorder 

  Other Guests  

 
Agenda: 
 

Status Updates (5 minutes) 

1. Formal Consensus Motions  
1. Boolean 
2. List (was array) 
3. Number 
4. IDs and References 
5. Object Creator 
6. Report TLO 

2. Formal Review  
1. Open Vocabularies 
2. Controlled Vocabularies 
3. Vocabulary Extension 
4. Versioning 
5. Object Level Marking 

3. Initial Review Phase  
1. Bundle 

 

Discussions (50 minutes) 

1. Indicator Labels (need to finalize) 
2. Campaigns (motive and objective) 
3. Kill Chain Approach 
4. External IDs 
5. TTPs 

 

 

Meeting Notes: 

 John Wunder 
  Update on the process for Formal Consensus Motions 
   Will need a 2nd after set-up 
    If no objections will move forward 
 Gary 
  Will you send out email 
 John 
  Yes, I’ll send out after this 
 Jane 
  I’ll put list in Chat Panel 
 
 John Wunder 
  Indicator Labels – Need to finalize 
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   Showed screen – On Google Docs 
    Showed the status and the comments 
https://docs.google.com/document/d/13TuudUtGur9d68VewJW2t_mdEWkpdorNMZDZHCeqAEU/edit#heading=h.a50wvo4z81ef 

     Does anyone have any other comments? 
 Allan 
  Given that it is an Open Vocab – I’m fine the way it is – Change CV to OV 
 Gary 
  John, what about Attribution? 
   If you use it, it is attributed to a specific intrusion set 
 Allan 
  Why not blocking and attribution 
 Gary 
  Multiple reasons to have indicator for attribution – Gave examples 
   Couldn’t just block based on doing that 
 Allan 
  Is there a list of values? 
 John 
  The way we have it defined now, it is a list 
 Allan 
  I don’t want to fixate on this… but, practical experience will help further refine it. 
 John 
  I’ll add Attribution as an additional value 
 Jason 
  So you can have both, right? 
 John 
  I’ll send out an email with the whole list – then we can see if anyone has any comments 
  We shouldn’t add values unless we are sure that they are going to be useful 
  I wanted to bring up… we’ve talked about a bunch – ready to move on 
  Next Topic - Campaigns 
   We had a Mini-Group 
    Described how it currently looks in the Pre-Draft Spec on Google Docs 
     Content fields are Motive & Objective 
      Will probably be an Open Vocab 
       Some motives:  Financial, Political, Ideological etc.. 
   You can see some of the comments from people on the margin 
    Do these two fields make sense? 
    Can we come up with a vocabulary for this top Motive field 
 Allan 
  What if two different Motives? 
 Bret 
  That seems like a valid Use Case. 
 John 
  Ok, I’ll make that as a list – The way defined now… Motive is an Open Vocab 
  Now, Objective is a list 
 Allan 
  There might be Primary and Secondary objectives…  

If one, a single string, but if both… need to be able to use both 
 John 
  Next issue I have is the term we use for Objective – Paul Patrick’s comment “Intended Effect”  
   Is Assertion – May not just be a string field 
 

https://docs.google.com/document/d/13TuudUtGur9d68VewJW2t_mdEWkpdorNMZDZHCeqAEU/edit#heading=h.a50wvo4z81ef
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 Bret 
  When we first talked about this – After much discussion we realized there was a lot of complexity 
 Allan 
  Simpler is better in my view 
 Bret 
  That’s what we came to… that we did not want to define one in a way that would paint us into a box 
 John 
  What about naming? 
 Marlon 
  My only comment – List is OK, but we need to call them something like “Intended Effect” 
 John 
  There was a section that was removed that had to do with the sequence in a Campaign 
 Bret 
  Noted about how it had been used by Sarah in the past  
 John 
  Threat Actor Motivation Vocab 
   There may be something we can use from there 
    He pulled up example on the list – 
     We will remove the ‘Other’ field? 
 Gary 
  Would you rename so it can be used in other cases too – It makes sense it is an Open Vocab 
 Allan 
  Is there one for Fraud? 
 John 
  I see Financial or Economic 
 Marlon 
  It can confuse people 
 Allan 
  I think – I wouldn’t call it financial - Should be separate 
 Iain 
  [Suggested an alternate term in chat panel] 
 Jason 
  Is Military really a Motive? 
 John 
  I see that it is ‘Military Advantage’. 
 Jason 
  Oh, I see… ‘Strategic Military Advantage’ 
 John 
  OK, I’ll correct these definitions 
 Rich 
  Do we keep the general one ‘Ideological’? 
 Allan 
  Is there something to capture sexual predators or something like that? 
 John 
  Oh, yes, maybe we should add a ‘Criminal’ category 
 Bret 
  That is probably a good idea 
 John 
  We’ve gotten a lot done here…  Let’s talk about - Sources and Targets 
   Source Relationships 
    Campaign can be attributed to a Threat Actor or to an Intrusion Set 
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  This was a suggestion from Terry 
   I believe we need to add ‘Attack Pattern’ 
 Bret 
  We don’t really have ‘Infrastructure’ Object yet 
 Allan 
  I have a question about how to ‘Sight’ these 
 John 
  That is a good point – 
 Bret 
  Sighting has an embedded Relationship 
  I don’t think Sighting and Observations are at 100% yet… as we get closer,  

we may need to go over this list again 
John 
 Last thing we need to talk about is Targets 
  From an Indicator it relates to Campaign 
 We also had the Results of an Incident 
Allan 
 I thought that Incident was on the TBD list 
Bret 
 Explained why the field was there 
John 
 I’m inclined to remove this row… Does anyone disagree? 
Jason 
 To play devil’s advocate… Described an alternate perspective 
John 
 Oh, OK, we may want to put this in an Indicator list… we need for consistency 
Bret 
 An editorial thing I started to do was to try to differentiate from Source and Destination 
Rich 
 I was looking at Relationships lately – In some instances states: Is ‘Bi-Directional’   
Bret 
 We discussed this at the Tampa F2F – that was where we were at that time 
Rich 
 It seems strange that we are calling out Uni-directional and not Bi-directional on other cases 
Iain 
 What about adding another column? 
Marlon 
 You are right, it doesn’t make sense the way it is now 
John 
 That does not make a lot of sense to me either…but that is the way it is now 
  I think it makes sense to have a Mini Working Group on Relationships 
   Kyle Maxwell said he would lead that group 
 I’m going to scroll back up to Campaigns here 
  If we look at this list… is there anything that is missing? 
Allan 
 Can you put a note in the document that it is TBD? 
Jason 
 Am I going to be able to link an Indicator to a Threat Actor without a Campaign? 
John 
 Yes, when through and confirmed – We’ll also link Attack Pattern  
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Gary 
 What about Intrusion Set? 
John 
 Yes, we need to add that too. 
  Gary, could you describe how Intrusion Set is different from Campaign? 
Gary 
 I did send out definitions on the STIX email list 
  Explained how definitions differ – Campaign relates to use of an Infrastructure 
 Intrusion Set is linked to a group of Threat Agents – not at level of detail in who to attribute. yet…  

But some users want to track this kind of information 
  Gave example of who is Threat Actor 
   Noted that Campaign and Intrusion Set show different layers of how observed 
    Intrusion set is tracked much more closely – In government 
     We go through a lot of rigor when we talk about  
 Allan 
  I see that there are some differences – But are the differences strong enough to justify both? 
 Gary 
  It is not really our decision – It comes down to how the Analysts do their job… we can’t re-define 
   When they receive an Object… they need to know how to differentiate between a Campaign 
    Or Intrusion Set – It they are not differentiated, they will throw away 
  If you’ve read the APT1 Report from Mandiant – They name them differently –  

They used a different naming convention – but it is essentially the same thing 
 More sophisticated organizations use the concept of Intrusion Set 

Allan 
 That example you gave showed that the naming conventions are different 
Bret 
 I think I’m finally starting to get what you mean 
  I will agree that it is an abstract concept or term… unless you do it all the time 
   With that said, I am beginning to see why important 
    More broad and more inclusive 
Marlon 
 With your new understanding … would you see it as similar to Report Object? 
Bret 
 You could see it that way… but, not the same. 
  Maybe looks and feels like Report… but, not the same 
   Oh, I can begin to see how that makes sense 
Gary 
 Unfortunately, there are limits on how I can describe from the Government’s side 
  But, if you read that report, they go back to the original 
  I believe they have other papers on other Intrusion Sets 
   We may change the Attribution 
Bret 
 Once you know and you want to publish – then you know 
Gary 
 Is closer to a Threat Actor and Campaign 
Marlon 
 I think we need to talk about this a little more 
 If versioning happens… then the interpretation of this will change over time. 
John 
 We are getting to the end of the call – We didn’t get to Kill Chain Open Vocab 
  I would like to table that for now and ask everyone to read through that 
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  Could Rich talk about ID?  - Referenced email sent this morning 
Rich 
 Explained the difference between an External Reference vs ID 
  Was an idea for introducing a TLO for this – 
   It covers what we want to represent – but does introduce a TLO 
    Not exactly lightweight 
     Then, when we were talking about TTPs – idea came 

       Why not have pointers outside of STIX? 
  In my example I list two: 1st from CAPEC and 2nd from AA&CK 
   So my proposal – inside a TLO – Relates in a lightweight way, represents any 
 Allan 
  I think I made a comment in the document – I.D. can be a URL, right? 
 Rich 
  Yes, that was one of the open questions?  A list of strings?  Should it have some structure? 
 Allan 
  I like the lightweight part of the proposal – it is a reasonable approach 
 Rich 
  If we do that, are we losing anything…?  One-way of doing things…. This would adhere to that 
   Question is: are we losing anything if we don’t have as a TLO 
    Next step would be to come up with a list of Objects that we want to point to 
 John 
  Please take a look at the email – I’m a big fan of this 
  Last topic is TTPs – We won’t have time to get to this today 
   Gave update on where different objects were in the Google Docs  
    There are some still some covered in Potential TLOs document 
     What are we missing out of the STIX 2.1 TTP that we have not yet covered? 
  OK, it is noon here on the East Coast. We’ll have to stop now – Jane will send out Minutes 
   I’ll follow-up with a list of items to review. 
   
 
******************************************************** ****** 

Meeting Terminated 


