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The Internet is a wonderful place. All our knowledge is there, all our friends and all the 
things we own are connected to this omnipresent entity that affects our life in so many 
ways. As we have avatars in Internet, consisting of every bit of information you can find 
online about us, so our things start to form avatars from every bit of information shared 
about them. And the line between our avatars and our things avatars can be quite blurry as 
our things become smarter and we become lazy. We all feel a bit insecure about connecting 
our things to the Internet, don’t we? The Internet can be also a very dangerous place. 

The growing importance of connected devices
ESTIMATES FOR 2020

Cisco: 50 Billion Devices

ITU: 25 Billion Devices

Xively: 40 Billion Devices

Morgan Stanley: 75 Billion Devices

Ericsson: 50 Billion Devices

Gartner: 26 Billion Devices
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Vitheia IoT Services
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But what is the actual danger here? Everybody is thinking mainly of burglars that can 
monitor and breach into your home or your car or your office. But it is so much more, it can 
be the government spying on your actions, or companies trying to sell you things you do not 
want, or who knows. It can be anything because the Internet, as it is today, was not created 
as a safe place. It was created as a communication medium with no built-in security. In the 
moment of the Internet creation, people have been just enthusiastic about exchanging files, 
public, academic files. Nobody was envisioning their own car connected to it. But it 
happened so we created a lot of security protocols on top of it. Unfortunately, at the core 
level, all the doors are still unlocked. 
 
And there is something else affecting the security of the Internet: the secrets. Everybody is 
trying to hide from the others the way their applications work, how they protect the data 
and what they do with the data they collect. They claim that this is for protecting you, the 
user, but mostly they protect their quick & dirty way to program applications and their 
deliberate access and sharing of your private data. A lot of money are done from processing 
and selling user data, but if someone is entitled to make money out of the data, it is the user 
not the companies. Unfortunately, almost everywhere these days we need to replace the 
buttons labeled “Join Free” with buttons labeled “Join and Pay with your Data”. 
 
It does not need to be this way. We can make the Internet a place of trust, a place where 
you connect your devices with no worries. We just need to design better protocols, better 
services, share them with others and implement them in an open way, so everybody can 
check how and what it is done, can improve and can fix the problems and configure the 
privacy the way he wants. That’s where Vitheia’s Internet of Things Platform (VIEP) is coming 
in and why it is meant to be open source. 
 

Amazing Opportunities
INTERNET OF THINGS IS THE NEXT BIG TECHNOLOGY WAVE 

… what makes this evolution so interesting 
is that the repercussion affects all sectors of 
society. Everything from health and industry 
to entertainment and communication will 
be transformed. Internet of Things will build 
upon and mix many of the building blocks 
we have already developed - like cloud 
computing, software applications, all kinds 
of communication (wire and wireless), big 
data and many other technologies.

Essential for the success and further 
evolution preparing for the revolution is 
stabile, scalable and secure distributed IoT 
middleware solutions…
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The Internet of Things is just a new metaphor for something that exist for a long time now: 
hardware that has an TCP/IP stack implemented and can be connected directly to the 
Internet. In a way, there is no Internet other than the Internet of Things, not until our brain 



will be able to interface directly with the network. Until then, everything connected to the 
Internet is a Thing: computers, printers, phones, switches, sensors. Or just computers, as 
these devices are all smaller or bigger computing devices having a processor, some memory 
and inputs and outputs. 
 
As the time passes, these devices become smaller and smaller but more sophisticated. These 
days they can do everything: playing your music, securing your doors, measure the water 
quality or drive you to places. To be efficient they all need to be connected to each other 
and to us so they can work together and we can control and monitor them. But with the 
connection comes the problem: how are they connected? If it is a secure, private network 
they are isolated both in the good and bad sense, and if they are connected to the Internet, 
anyone can basically reach them and they can access anything. So, we need a way to protect 
them. 
 
But the need for protection does not need to cripple the functionality of the devices. We 
cannot just filter everybody out, or never reach out from the device to the world. Too many 
services in the Internet today are based on the pooling mechanism, saying that the device 
will never initiate connection, but we contact it from time to time to read status… This is a 
very inefficient way to implement things. It is like the old joke: Don’t knock on my door, I 
come out myself from time to time… 
 
The devices need to be accessed by different people and services and they need to reach out 
to others when they have something important to communicate, very much like we humans 
do. They need an “What’s Up” implementation of some sort. But in contrast with “What’s 
Up” , we need a very fine grained way of defining who can access or receive what 
information and what kind of commands can he activate. And we need to be sure that 
nobody is logging the traffic without express permission. 
 
That’s basically what the VIEP does: connects the devices to the Internet through a filter that 
can send and receive messages for the outside world and a very secure and fine grained 
authenticated way. It uses the XMPP protocol to do that, with the required extensions for 
device access and low level authentication. And this approach ensures events based 
communication, security and scalability. It can literally connect millions of devices that send 
messages to each other and to us. 
 
Of course, such a communication generates huge volumes of data, that need to be stored 
somewhere or just forgotten immediately as it is transmitted. And now comes another 
crucial decision: where is the data stored, who decides what is kept and what is dropped and 
who can access the data. In the common approach these days, the companies providing the 
service will collect ALL the data from the device, needed or not, and store it in the company 
cloud somewhere. And they will give you a contract where they say that, because they help 
you store the data, they own the data. Your house and car data is not yours, they own it. You 
can access it online, of course, but so are they. 
 
The approach of the VIEP is different is this sense: the data is stored locally. The user owning 
the device can decide what data needs to be stored and what doesn’t. He can decide who 
can see every individual bit of data and this restriction is imposed locally, on the device or as 



close to it as possible. Think about the difference: in one approach, everything goes out on 
some company servers and they decide on the server side who can access the data (but 
everything is already stored, and the decision of the access rights is made remotely, the 
owner has basically nothing to say about it) or, in the other approach, the data is local, 
maybe not stored from the very beginning, and the access filter is local, controlled tightly by 
the owner settings. He can of course decide to store it later in a cloud, but that’s by his 
choice not by default. 
 
There is another side effect of working local: there are a lot of scenarios that can be 
executed locally, in perfect security and confidence in contrast with scenarios executed 
remotely, in the cloud where many things can go wrong by mistake or by design. 
 
But how can you trust that the VIEP is doing what is claiming to do? So many times, we used 
an application that claimed complete privacy just to hear later that they record data, do not 
secure it well, it’s being hacked by the wrong group or sold to the wrong buyer. Well, there 
is a way: we can open source the platform so everybody can check it. Everybody can see 
where the data goes. Everybody can see how the data is secured, how the access rights are 
enforced, who can run the scenarios and what are they accessing and what happens if they 
fail. And everybody can help in finding a better way, in finding errors and fixing them. Even if 
you are not a programmer you can still find someone to check everything for you, or you can 
just follow the discussions. 
 
When your application is closed source, you can hide many things in the closet. Not 
necessarily on propose. Maybe you took a shortcut because there was no time. Maybe you 
didn’t think about all the cases. But an open source approach will have the closet door 
largely open, everybody can see and bury the skeletons. 
 
And a final matter: VIEP cannot be, and does not want to be, the only platform for the 
Internet of Things. That’s why it is based on XMPP and other standards, so we can 
communicate with other platforms and live in an Internet full of diversity, where anybody 
can build its own device and communicate with all the others. We do not need to drive the 
same car model. Actually, we do not need to drive a car, it can be a bike. We do not even 
need the same type of roads. We just need the same traffic signs and attach the same 
meaning to them. And we need to accept and follow that meaning. And we do not need to 
worry and spy on each other, the signs are there to regulate everything. That’s how societies 
are built. 
 
We people are too often inclined to give our data to others just because we do not 
understand, we do not care or because they claim to give us back free services… Today the 
data is the most valuable resource one can access, we should not carelessly give it away. It is 
our data. We need to decide who has access to it. And if there are money to be made on the 
data, it is us who needs to make the money. Not the service providers. Not the hackers. Not 
the government. Us! We need to claim our rights back. 
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Proof of concept

First pilot was installed late 2012 in a new built condominium for people with dementia in the municipality of 
Drammen in Norway, and is still considered as the most advanced installation in Scandinavia. 

ROI  in 123 days!   First year savings 3.5 mill NOK => Saving 200.000 NOK on each resident

Kjersti Linneberg.  Welfare technology coordinator and advisor, Municipality of Drammen :

” The benefits from the IoT solution are multiple and gains are made by all involved; patients, instituton, 
employees, users and family, and with cost reductions and increased efficacy the benefits do also come 
back to the community and investors.”
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Service Point solutions with mHealth examples

 


