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If the token has a “protected authentication path”, as indicated by the
CKF_PROTECTED_AUTHENTICATION_PATH flag in its CK_TOKEN_INFO being set, then that means
that there is some way for a user to be authenticated to the token without having to send a PIN through
the Cryptoki library.  One such possibility is that the user enters a PIN on a PIN pad on the token itself, or
on the slot device.  Or the user might not even use a PIN—authentication could be achieved by some
fingerprint-reading device, for example.  To log into a token with a protected authentication path, the pPin
parameter to C_Login should be NULL_PTR.  When C_Login returns, whatever authentication method
supported by the token will have been performed; a return value of CKR_OK means that the user was
successfully authenticated, and a return value of CKR_PIN_INCORRECT means that the user was
denied access.
If there are any active cryptographic or object finding operations in an application’s session, and then
C_Login is successfully executed by that application, it may or may not be the case that those operations
are still active.  Therefore, before logging in, any active operations should be finished.
If the application calling C_Login has a R/O session open with the token, then it will be unable to log the
SO into a session (see [PKCS11-UG] for further details).  An attempt to do this will result in the error code
CKR_SESSION_READ_ONLY_EXISTS.
C_Login may be called repeatedly, without intervening C_Logout calls, if (and only if) a key with the
CKA_ALWAYS_AUTHENTICATE attribute set to CK_TRUE exists, and the user needs to do
cryptographic operation on this key. See further Section 4.9.
Return values: CKR_ARGUMENTS_BAD, CKR_CRYPTOKI_NOT_INITIALIZED,
CKR_DEVICE_ERROR, CKR_DEVICE_MEMORY, CKR_DEVICE_REMOVED,
CKR_FUNCTION_CANCELED, CKR_FUNCTION_FAILED, CKR_GENERAL_ERROR,
CKR_HOST_MEMORY, CKR_OK, CKR_OPERATION_NOT_INITIALIZED, CKR_PIN_INCORRECT,
CKR_PIN_LOCKED, CKR_SESSION_CLOSED, CKR_SESSION_HANDLE_INVALID,
CKR_SESSION_READ_ONLY_EXISTS, CKR_USER_ALREADY_LOGGED_IN,
CKR_USER_ANOTHER_ALREADY_LOGGED_IN, CKR_USER_PIN_NOT_INITIALIZED,
CKR_USER_TOO_MANY_TYPES, CKR_USER_TYPE_INVALID.
Example: see C_Logout.

 C_LoginUser

CK_DECLARE_FUNCTION(CK_RV, C_LoginUser)(
CK_SESSION_HANDLE hSession,
CK_USER_TYPE userType,
CK_UTF8CHAR_PTR pPin,
CK_ULONG ulPinLen,
CK_UTF8CHAR_PTR pUsername,
CK_ULONG ulUsernameLen

);

C_LoginUser logs a user into a token. hSession is a session handle; userType is the user type; pPin
points to the user’s PIN; ulPinLen is the length of the PIN, pUsername points to the user name,
ulUsernameLen is the length of the user name. This standard allows PIN and user name values to
contain any valid UTF8 character, but the token may impose subset restrictions.
When the user type is either CKU_SO or CKU_USER, if the call succeeds, each of the application's
sessions will enter either the "R/W SO Functions" state, the "R/W User Functions" state, or the "R/O User
Functions" state. If the user type is CKU_CONTEXT_SPECIFIC , the behavior of C_LoginUser depends
on the context in which it is called. Improper use of this user type will result in a return value
CKR_OPERATION_NOT_INITIALIZED..
If the token has a “protected authentication path”, as indicated by the
CKF_PROTECTED_AUTHENTICATION_PATH flag in its CK_TOKEN_INFO being set, then that means
that there is some way for a user to be authenticated to the token without having to send a PIN through
the Cryptoki library.  One such possibility is that the user enters a PIN on a PIN pad on the token itself, or
on the slot device.  Or the user might not even use a PIN—authentication could be achieved by some
fingerprint-reading device, for example.  To log into a token with a protected authentication path, the pPin
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parameter to C_LoginUser should be NULL_PTR.  When C_LoginUser returns, whatever authentication
method supported by the token will have been performed; a return value of CKR_OK means that the user
was successfully authenticated, and a return value of CKR_PIN_INCORRECT means that the user was
denied access.
If there are any active cryptographic or object finding operations in an application’s session, and then
C_LoginUser is successfully executed by that application, it may or may not be the case that those
operations are still active.  Therefore, before logging in, any active operations should be finished.
If the application calling C_LoginUser has a R/O session open with the token, then it will be unable to log
the SO into a session (see [PKCS11-UG] for further details).  An attempt to do this will result in the error
code CKR_SESSION_READ_ONLY_EXISTS.
C_LoginUser may be called repeatedly, without intervening C_Logout calls, if (and only if) a key with the
CKA_ALWAYS_AUTHENTICATE attribute set to CK_TRUE exists, and the user needs to do
cryptographic operation on this key. See further Section 4.9.
Return values: CKR_ARGUMENTS_BAD, CKR_CRYPTOKI_NOT_INITIALIZED,
CKR_DEVICE_ERROR, CKR_DEVICE_MEMORY, CKR_DEVICE_REMOVED,
CKR_FUNCTION_CANCELED, CKR_FUNCTION_FAILED, CKR_GENERAL_ERROR,
CKR_HOST_MEMORY, CKR_OK, CKR_OPERATION_NOT_INITIALIZED, CKR_PIN_INCORRECT,
CKR_PIN_LOCKED, CKR_SESSION_CLOSED, CKR_SESSION_HANDLE_INVALID,
CKR_SESSION_READ_ONLY_EXISTS, CKR_USER_ALREADY_LOGGED_IN,
CKR_USER_ANOTHER_ALREADY_LOGGED_IN, CKR_USER_PIN_NOT_INITIALIZED,
CKR_USER_TOO_MANY_TYPES, CKR_USER_TYPE_INVALID.
Example:
CK_SESSION_HANDLE hSession;

CK_UTF8CHAR userPIN[] = {“MyPIN”};
CK_UTF8CHAR userNAME[] = {“MyUserName”};
CK_RV rv;

rv = C_LoginUser(hSession, CKU_USER, userPIN, sizeof(userPIN)-1, userName,
sizeof(userName)-1);

if (rv == CKR_OK) {

.

.

rv == C_Logout(hSession);

if (rv == CKR_OK) {

.

.

}

}

 C_Logout

CK_DECLARE_FUNCTION(CK_RV, C_Logout)(
CK_SESSION_HANDLE hSession

);

C_Logout logs a user out from a token. hSession is the session’s handle.
Depending on the current user type, if the call succeeds, each of the application’s sessions will enter
either the “R/W Public Session” state or the “R/O Public Session” state.
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