
  

 

 
CTI-TC Working Session 

 

Meeting Date: June 26, 2018 

Time: 3:00 p.m. EDT 

Purpose: Weekly CTI-TC Weekly Working Call 

Attendees: 

Bret Jordan - Moderator 
Ivan Kirillov 
Gary Katz - Presenter 
Sarah Kelley 
Mark Davidson 

Emmanuelle Vargas-Gonzalez 
John-Mark Gurney 
Rich Piazza 
Jeffrey Mates 
Chris Ricard 

Subodh Kumar 
Nicholas Hayden 
Christian Hunt 
Jane Ginn – Recorder 
 
 

 
Agenda: 

• Malware Implementation Example and Revision Proposal 
Meeting Notes: 
 Gary Katz 
  We are going through an implementation example for the Malware Object 2.1 Draft 
  [Provided a quick review of where we are to level-set everyone] 
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  Presented Example 1 

 

 
 

Ivan Kirillov 
 Made a comment about how objects are currently referenced 
  We don’t have anything in the Spec for referencing things outside of the Object 
  Valid observation 
Jason Keirstead 
 Outside of the container – the IDs are not unique – Not UUIDs 
Gary Katz 
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 We have changed the language on the draft 
  To Jason’s point, [discussed how the cross-referencing from inside the container] 
John-Mark 
 We are creating new stuff with this – We can tweak it the way we want it 
 I think it is well-contained if we specify how the references work – we can avoid collisions 
Jeffrey Mates 
 I have concerns that this is not always true  

[gave a use case where the scope would be broken] 
John-Mark 
 Noted that the producer needs to write scoping information 
  We need to write code to ensure that is not a problem 
Bret Jordan 
 Turning back over to you Gary 
Gary Katz 
 Let’s move on to Example 2 
 

 
 
Ivan Kirillov 
 This is the approach that is currently in the Spec.  This is what we have now. 
Gary Katz 
 The current draft is unclear as to how references to an object outside of the Malware Object 
John-Mark 
 I didn’t think we had a list of cyber_observables 
Ivan Kirillov 
 [Explained that lists are actually dictionaries] 
John-Mark 
 I was just trying to parse it to make sure I understood 
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 Gary Katz 
  Here is what we are proposing: 
 

 
 
  With our proposed change, we are using the same design pattern as we are in the  
   Rest of STIX 
  Here it is a reference to an observed_data object 
 Bret Jordan 
  I like what you’ve done – It solves one of the issues I had 
   The person who creates the Object owns the embedded elements 
  I do want to make sure that the references will work well 
 Gary Katz 
  I didn’t go into as much detail – I have one more slide Advantages/Disadvantages 
 John-Mark 
  I just wanted to clarify the approach [restated design pattern as he understood it] 
 Gary Katz 
  Went through each 

   
 



OASIS CTI-TC Working Session 

Page 5 

  [Walked the participants through the Disadvantages, too – no slide] 
   [Discussed how AV results handled -Level of specificity inside the Malware object] 
 John-Mark 
  Time is a required field in the Malware object – we may have to make optional 
  Embedded refs raises a number of different issues 
   What happens when it gets versioned? 
  There are problems with versioning if no Timestamp 
  Those are my concerns 
 Gary Katz 
  Good points – we can revise the Spec to provide some clarity on how to handle 
 Bret Jordan 
  Noted about how this is handled with the Report object 
   [Gave some thoughts on the use of UUIDs] 
   [Gave some thoughts on the use of AV] 
 John Wunder 
  The original approach for Analysis – were from a Dictionary 
   If you move those to a reserved refs – are you losing some of the meta data? 
 Gary Katz 
  That is a good question [described how his developer used it] 
   Gave advantages and disadvantages and raised concerns about how to  
    Provide data on the Analysis – Maybe use some custom properties 
 Ivan Kirillov 
  That is a good point from John 
   [Gave a description of how set-up now – if we take this approach, we’ll need to 
   Change ‘Environment’ and ‘Results’] 
   [Described how it could be addressed] 
 John Wunder 
  Described more of the impacts on the Required fields 
 John-Mark Gurney 
  We would have data that is useless – Tools do back things 
 Jeffrey Mates 
  I did want to point out that there is a field that is already in there – 
   STIX is doing a graph-of-graphs – Technically less precise than 
    Laying it out within that. 
 Jason Keirstead 
  I like this new approach because it simplifies Indicators 
   [Described how it would help] 
 John-Mark 
  Malware would never be used in the Patterning Language – Now what is seen 
 Jason Keirstead 
  The reason that people throw things in a sandbox is to match against it 
 John-Mark Gurney 
  That is the creation of the Indicator, not the use of the Indicator 
 Jason Keirstead 
  I see what you are saying now – Maybe better for Sightings 
 Jeffrey 
  Described how it could be used 
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 Ivan 
  I have a couple of comments – if we go with this – we’ll need to figure out 
   The semantics and required properties… 
  Also, for the tools that are used to do your analysis – that is kind of a weird use 
   Also, this will be a lot more heavy-weight – more data on the wire 
  Not a huge thing, but we should consider it 
 John-Mark 
  I’m starting to warm to this approach – I do see some value, but, if we go this way 
   We’ll need to add some additional fields to clarify this meta data 
  I think that this can be worked out – need more work 
 Bret Jordan 
  We’ll need to walk-through and flush it out – we’ll need to do the same kind 
   Of call-outs for the Infrastructure object 
   It may be something that you don’t have in your network at all 
  I like what Gary has done…. We need to be open to potentially creating something 
   That will work for Infrastructure 
 John Wunder 
  On the balance it is a toss-up for me – the main issue is how observed_data is referenced 
 Jeffrey Mates 
  Clarified how the references work in the implementation 
 Jason 
  I was thinking about whether or not these should be references versus relationships 
   [Gave a scenario where other users could create a relationship] 
 Gary Katz 
  I put it down as an embedded reference, Jason, to your point, I think this is a fairly 
   Common use case – I’d be interested in other opinions 
 John Wunder 
  Right now, we have an observed_data – Should we reuse that object or create 
   A new one – so we can distinguish those use cases 
 Sarah Kelley 
  One of the things I was doing was reading other people’s reports 
   The question – What kind of object do I create?  Answer given, observed_data 
  Maybe we do need to create another object to cover this use case. 
 Bret Jordan 
  Does anyone have any problem with Gary and Jeff moving down this path 
 John Wunder 
  Should we do this now and update the object before the CSD 
 Bret Jordan 
  Since this is potentially a significant change to the Malware object 
   I think we should release without Malware object 
 Gary Katz 
  I agree with you Bret 
   To Sarah’s use case – we have that one too – so we need a way to tag 
   Data from reports –  
 Bret Jordan 
  It is important to note that we are going to need this for Infrastructure 
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 John-Mark 
  I agree that we need to be careful so we don’t paint ourselves into a corner 
   We need to look at how this design pattern could be used in the future 
 Gary Katz 
  We’ll work with our developer here – and use some example from VirusTotal 
  What would be the way to get to closure? 
 John Wunder 
  If you do some VirusTotal examples – we’ll do one in each approach 
 Ivan Kirillov 
  Yea, let’s do some other examples 
   Do people believe we need to punt on this?   
 John Wunder 
  We did vote on this with a Ballot – We probably need a Ballot to take out Malware 
   Then another Ballot to approve the CSD 
 Ivan Kirillov 
  We have about 5 minutes, I’d like to go through the AV Results 
 

  
 
  This is something that Sean proposed – as a way to resolve this 
   That is the quick-and-dirty summary – Any thoughts? 
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 Bret Jordan 
  This is a good point – we should do it the same as we handle in other parts of STIX 
 Jeff Mates 
  The results can be listed as Anonymize – What does that mean? 
 Ivan Kirillov 
  Example may not be the best – to Gary’s point –  

[Gave example of how handled issue in MAEC] 
Bret Jordan 
 Thanks to Gary and Jeff and Ivan for putting all of this together – Most Excellent 
  This is exactly what this new process is aimed at achieving 
John-Mark 
 I agree – I realize this is no small feat to put all this together 
Bret Jordan 
 Thanks everyone! 

    
  
 

 
Meeting Terminated 
******************************************************************************* 
   


