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1.1.1 PKCS #1 v1.5 RSA

The PKCS #1 v1.5 RSA mechanism, denoted CKM_RSA_PKCS, is a multi-purpose mechanism 
based on the RSA public-key cryptosystem and the block formats initially defined in PKCS #1 v1.5.  It 
supports single-part encryption and decryption; single-part signatures and verification with and without
message recovery; key wrapping; and key unwrapping; and key encapsulation and key decapsulation.  
This mechanism corresponds only to the part of PKCS #1 v1.5 that involves RSA; it does not compute 
a message digest or a DigestInfo encoding as specified for the md2withRSAEncryption and 
md5withRSAEncryption algorithms in PKCS #1 v1.5 .
This mechanism does not have a parameter.
This mechanism can wrap and unwrap any secret key of appropriate length.  Of course, a particular 
token may not be able to wrap/unwrap every appropriate-length secret key that it supports.  For 
wrapping, the “input” to the encryption operation is the value of the CKA_VALUE attribute of the key 
that is wrapped; similarly for unwrapping.  The mechanism does not wrap the key type or any other 
information about the key, except the key length; the application must convey these separately.  In 
particular, the mechanism contributes only the CKA_CLASS and CKA_VALUE (and 
CKA_VALUE_LEN, if the key has it) attributes to the recovered key during unwrapping; other 
attributes must be specified in the template.
When the mechanism is used in key encapsulation, the secret key is generated in the C_Encapsulate 
function and then wrapped with RSA PKCS #1 v1.5. C_Decapsulate is exactly equivalent to 
C_UnwrapKey for RSA PKCS.
Constraints on key types and the length of the data are summarized in the following table.  For 
encryption, decryption, signatures and signature verification, the input and output data may begin at the
same location in memory.  In the table, k is the length in bytes of the RSA modulus.

Table 2, PKCS #1 v1.5 RSA: Key And Data Length

Function Key type Input
length

Output
length

Comments

C_Encrypt1 RSA public key ≤ k-11 k block type 02

C_Decrypt1 RSA private key k ≤ k-11 block type 02

C_Sign1 RSA private key ≤ k-11 k block type 01

C_SignRecover RSA private key ≤ k-11 k block type 01

C_Verify1 RSA public key ≤ k-11, k2 N/A block type 01

C_VerifyRecover RSA public key k ≤ k-11 block type 01

C_WrapKey RSA public key ≤ k-11 k block type 02

C_UnwrapKey RSA private key k ≤ k-11 block type 02

C_Enapsulate RSA public key none ≤ k-11, k block type 02

C_Decapsulate RSA private key k ≤ k-11 block type 02

1 Single-part operations only.

2 Data length, signature length.

For this mechanism, the ulMinKeySize and ulMaxKeySize fields of the CK_MECHANISM_INFO 
structure specify the supported range of RSA modulus sizes, in bits.



1.1.2 PKCS #1 RSA OAEP mechanism parameters

 CK_RSA_PKCS_MGF_TYPE; CK_RSA_PKCS_MGF_TYPE_PTR

CK_RSA_PKCS_MGF_TYPE  is used to indicate the Mask Generation Function (MGF) applied to a 
message block when formatting a message block for the PKCS #1 OAEP encryption scheme or the 
PKCS #1 PSS signature scheme. It is defined as follows:

typedef CK_ULONG CK_RSA_PKCS_MGF_TYPE;

The following MGFs are defined in PKCS #1. The following table lists the defined functions.

Table 3, PKCS #1 Mask Generation Functions

Source Identifier Value

CKG_MGF1_SHA1 0x00000001UL

CKG_MGF1_SHA224 0x00000005UL

CKG_MGF1_SHA256 0x00000002UL

CKG_MGF1_SHA384 0x00000003UL

CKG_MGF1_SHA512 0x00000004UL

CKG_MGF1_SHA3_224 0x00000006UL

CKG_MGF1_SHA3_256 0x00000007UL

CKG_MGF1_SHA3_384 0x00000008UL

CKG_MGF1_SHA3_512 0x00000009UL

CK_RSA_PKCS_MGF_TYPE_PTR is a pointer to a CK_RSA_PKCS_MGF_TYPE.

 CK_RSA_PKCS_OAEP_SOURCE_TYPE;
CK_RSA_PKCS_OAEP_SOURCE_TYPE_PTR

CK_RSA_PKCS_OAEP_SOURCE_TYPE  is used to indicate the source of the encoding parameter 
when formatting a message block for the PKCS #1 OAEP encryption scheme. It is defined as follows:

typedef CK_ULONG CK_RSA_PKCS_OAEP_SOURCE_TYPE;

The following encoding parameter sources are defined in PKCS #1. The following table lists the 
defined sources along with the corresponding data type for the pSourceData field in the 
CK_RSA_PKCS_OAEP_PARAMS structure defined below.

Table 4, PKCS #1 RSA OAEP: Encoding parameter sources

Source Identifier Value Data Type

CKZ_DATA_SPECIFIED 0x00000001UL Array of CK_BYTE containing the value of 
the encoding parameter. If the parameter is 
empty, pSourceData must be NULL and 
ulSourceDataLen must be zero.

CK_RSA_PKCS_OAEP_SOURCE_TYPE_PTR is a pointer to a 
CK_RSA_PKCS_OAEP_SOURCE_TYPE.

 CK_RSA_PKCS_OAEP_PARAMS; CK_RSA_PKCS_OAEP_PARAMS_PTR

CK_RSA_PKCS_OAEP_PARAMS is a structure that provides the parameters to the 
CKM_RSA_PKCS_OAEP mechanism.  The structure is defined as follows:

typedef struct CK_RSA_PKCS_OAEP_PARAMS {
CK_MECHANISM_TYPE hashAlg;



CK_RSA_PKCS_MGF_TYPE mgf;
CK_RSA_PKCS_OAEP_SOURCE_TYPE source;
CK_VOID_PTR pSourceData;
CK_ULONG ulSourceDataLen;

} CK_RSA_PKCS_OAEP_PARAMS;

The fields of the structure have the following meanings:
hashAlgmechanism ID of the message digest algorithm used 
to calculate the digest of the encoding parameter

mgfmask generation function to use on the encoded block

source source of the encoding parameter

pSourceDatadata used as the input for the encoding 
parameter source

ulSourceDataLen length of the encoding parameter source 
input

CK_RSA_PKCS_OAEP_PARAMS_PTR is a pointer to a CK_RSA_PKCS_OAEP_PARAMS.

1.1.3 PKCS #1 RSA OAEP

The PKCS #1 RSA OAEP mechanism, denoted CKM_RSA_PKCS_OAEP, is a multi-purpose 
mechanism based on the RSA public-key cryptosystem and the OAEP block format defined in PKCS 
#1.  It supports single-part encryption and decryption; key wrapping; and key unwrapping; and key 
encapsulation and key decapsulation.
It has a parameter, a CK_RSA_PKCS_OAEP_PARAMS structure.
This mechanism can wrap and unwrap any secret key of appropriate length.  Of course, a particular 
token may not be able to wrap/unwrap every appropriate-length secret key that it supports.  For 
wrapping, the “input” to the encryption operation is the value of the CKA_VALUE attribute of the key 
that is wrapped; similarly for unwrapping.  The mechanism does not wrap the key type or any other 
information about the key, except the key length; the application must convey these separately.  In 
particular, the mechanism contributes only the CKA_CLASS and CKA_VALUE (and 
CKA_VALUE_LEN, if the key has it) attributes to the recovered key during unwrapping; other 
attributes must be specified in the template.
When the mechanism is used in key encapsulation, the secret key is generated in the C_Encapsulate 
function and then wrapped with RSA OAEP C_Decapsulate is exactly equivalent to C_UnwrapKey for 
RSA OAEP.
Constraints on key types and the length of the data are summarized in the following table.  For 
encryption and decryption, the input and output data may begin at the same location in memory.  In the 
table, k is the length in bytes of the RSA modulus, and hLen is the output length of the message digest 
algorithm specified by the hashAlg field of the CK_RSA_PKCS_OAEP_PARAMS structure.

Table 5, PKCS #1 RSA OAEP: Key And Data Length



Function Key type Input length Output
length

C_Encrypt1 RSA public key ≤ k-2-2hLen k

C_Decrypt1 RSA private key k ≤ k-2-2hLen

C_WrapKey RSA public key ≤ k-2-2hLen k

C_UnwrapKey RSA private key k ≤ k-2-2hLen

C_Encapsulate RSA public key none ≤ k-2-
2hLen,k

C_Decapsulate RSA private key k ≤ k-2-2hLen
1 Single-part operations only.

For this mechanism, the ulMinKeySize and ulMaxKeySize fields of the CK_MECHANISM_INFO 
structure specify the supported range of RSA modulus sizes, in bits.

1.1.4 X.509 (raw) RSA

The X.509 (raw) RSA mechanism, denoted CKM_RSA_X_509, is a multi-purpose mechanism based 
on the RSA public-key cryptosystem. It supports single-part encryption and decryption; single-part 
signatures and verification with and without message recovery; key wrapping; and key unwrapping; 
and key encapsulation and key decapsulation.  All these operations are based on so-called “raw” RSA, 
as assumed in X.509.
“Raw” RSA as defined here encrypts a byte string by converting it to an integer, most-significant byte 
first, applying “raw” RSA exponentiation, and converting the result to a byte string, most-significant 
byte first.  The input string, considered as an integer, must be less than the modulus; the output string is
also less than the modulus.
This mechanism does not have a parameter.
This mechanism can wrap and unwrap any secret key of appropriate length.  Of course, a particular 
token may not be able to wrap/unwrap every appropriate-length secret key that it supports.  For 
wrapping, the “input” to the encryption operation is the value of the CKA_VALUE attribute of the key 
that is wrapped; similarly for unwrapping.  The mechanism does not wrap the key type, key length, or 
any other information about the key; the application must convey these separately, and supply them 
when unwrapping the key.
This mechanism can encapsulate and decapsulate keys according to RSASVE defines in NIST SP 800-
56br1.
Unfortunately, X.509 does not specify how to perform padding for RSA encryption.  For this 
mechanism, padding should be performed by prepending plaintext data with 0-valued bytes.  In effect, 
to encrypt the sequence of plaintext bytes b1 b2 … bn (n ≤ k), Cryptoki forms P=2n-1b1+2n-2b2+…+bn.  
This number must be less than the RSA modulus.  The k-byte ciphertext (k is the length in bytes of the 
RSA modulus) is produced by raising P to the RSA public exponent modulo the RSA modulus.  
Decryption of a k-byte ciphertext C is accomplished by raising C to the RSA private exponent modulo 
the RSA modulus, and returning the resulting value as a sequence of exactly k bytes.  If the resulting 
plaintext is to be used to produce an unwrapped key, then however many bytes are specified in the 
template for the length of the key are taken from the end of this sequence of bytes.
Technically, the above procedures may differ very slightly from certain details of what is specified in 
X.509.
Executing cryptographic operations using this mechanism can result in the error returns 
CKR_DATA_INVALID (if plaintext is supplied which has the same length as the RSA modulus and is 
numerically at least as large as the modulus) and CKR_ENCRYPTED_DATA_INVALID (if ciphertext 



is supplied which has the same length as the RSA modulus and is numerically at least as large as the 
modulus).
Constraints on key types and the length of input and output data are summarized in the following table. 
In the table, k is the length in bytes of the RSA modulus.

Table 6, X.509 (Raw) RSA: Key And Data Length

Function Key type Input
length

Output length

C_Encrypt1 RSA public key ≤ k k

C_Decrypt1 RSA private key k k

C_Sign1 RSA private key ≤ k k

C_SignRecover RSA private key ≤ k k

C_Verify1 RSA public key ≤ k, k2 N/A

C_VerifyRecover RSA public key k k

C_WrapKey RSA public key ≤ k k

C_UnwrapKey RSA private key k ≤ k (specified in template)

C_Encapsulate RSA public key none k,k

C_Decapsulate RSA private key k k
1 Single-part operations only.

2 Data length, signature length.

For this mechanism, the ulMinKeySize and ulMaxKeySize fields of the CK_MECHANISM_INFO 
structure specify the supported range of RSA modulus sizes, in bits.
This mechanism is intended for compatibility with applications that do not follow the PKCS #1 or ISO/IEC 9796 block formats.

1.2 Elliptic Curve

The Elliptic Curve (EC) cryptosystem in this document was originally based on the one described in 
the ANSI X9.62 and X9.63 standards developed by the ANSI X9F1 working group.
The EC cryptosystem developed by the ANSI X9F1 working group was created at a time when EC 
curves were always represented in their Weierstrass form.  Since that time, new curves represented in 
Edwards form (RFC 8032) and Montgomery form (RFC 7748) have become more common.  To 
support these new curves, the EC cryptosystem in this document has been extended from the original.   
Additional key generation mechanisms have been added as well as an additional signature generation 
mechanism.

Table 7, Elliptic Curve Mechanisms vs. Functions
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1.2.1 Elliptic Curve Diffie-Hellman key derivation

The Elliptic Curve Diffie-Hellman (ECDH) key derivation mechanism, denoted 
CKM_ECDH1_DERIVE, is a mechanism for key derivation based on the Diffie-Hellman version of 
the Elliptic Curve key agreement scheme, as defined in ANSI X9.63 for short Weierstrass EC keys and 
RFC 7748 for Montgomery keys, where each party contributes one key pair all using the same EC 
domain parameters.
It has a parameter, a CK_ECDH1_DERIVE_PARAMS structure.
This mechanism derives a secret value, and truncates the result according to the CKA_KEY_TYPE 
attribute of the template and, if it has one and the key type supports it, the CKA_VALUE_LEN 
attribute of the template.  (The truncation removes bytes from the leading end of the secret value.)  The 
mechanism contributes the result as the CKA_VALUE attribute of the new key; other attributes 
required by the key type must be specified in the template.
This mechanism has the following rules about key sensitivity and extractability:
 The CKA_SENSITIVE and CKA_EXTRACTABLE attributes in the template for the new key 

can both be specified to be either CK_TRUE or CK_FALSE.  If omitted, these attributes each take 
on some default value.

 If the base key has its CKA_ALWAYS_SENSITIVE attribute set to CK_FALSE, then the derived 
key will as well.  If the base key has its CKA_ALWAYS_SENSITIVE attribute set to CK_TRUE, 
then the derived key has its CKA_ALWAYS_SENSITIVE attribute set to the same value as its 
CKA_SENSITIVE attribute.



 Similarly, if the base key has its CKA_NEVER_EXTRACTABLE attribute set to CK_FALSE, 
then the derived key will, too.  If the base key has its CKA_NEVER_EXTRACTABLE attribute 
set to CK_TRUE, then the derived key has its CKA_NEVER_EXTRACTABLE attribute set to 
the opposite value from its CKA_EXTRACTABLE attribute.

For this mechanism, the ulMinKeySize and ulMaxKeySize fields of the CK_MECHANISM_INFO 
structure specify the minimum and maximum supported number of bits in the field sizes, respectively.  
For example, if a Cryptoki library supports only EC using a field of characteristic 2 which has between 
2200 and 2300 elements, then ulMinKeySize = 201 and ulMaxKeySize = 301 (when written in binary 
notation, the number 2200 consists of a 1 bit followed by 200 0 bits.  It is therefore a 201-bit number.  
Similarly, 2300 is a 301-bit number).
When this mechanism is used in C_Encapsulate and C_Decapsulated, no public-key is provided in the 
mechanism parameters. For C_Encapsulate, an ephemeral key pair is generated. The value of the 
generated public key is returned as the cipher text and the private key is used with public key provided 
in the API to generate a symetric key using EC Derive.
Constraints on key types are summarized in the following table:

Table 8: ECDH: Allowed Key Types

Function Key type

C_Derive CKK_EC or CKK_EC_MONTGOMERY

C_Encapsulate CKK_EC or CKK_EC_MONTGOMERY

C_Decapsulate CKK_EC or CKK_EC_MONTGOMERY

1.2.2 Elliptic Curve Diffie-Hellman with cofactor key derivation

The Elliptic Curve Diffie-Hellman (ECDH) with cofactor key derivation mechanism, denoted 
CKM_ECDH1_COFACTOR_DERIVE, is a mechanism for key derivation based on the cofactor 
Diffie-Hellman version of the Elliptic Curve key agreement scheme, as defined in ANSI X9.63, where 
each party contributes one key pair all using the same EC domain parameters.  Cofactor multiplication 
is computationally efficient and helps to prevent security problems like small group attacks.
It has a parameter, a CK_ECDH1_DERIVE_PARAMS structure.
This mechanism derives a secret value, and truncates the result according to the CKA_KEY_TYPE 
attribute of the template and, if it has one and the key type supports it, the CKA_VALUE_LEN 
attribute of the template.  (The truncation removes bytes from the leading end of the secret value.)  The 
mechanism contributes the result as the CKA_VALUE attribute of the new key; other attributes 
required by the key type must be specified in the template.
This mechanism has the following rules about key sensitivity and extractability:
 The CKA_SENSITIVE and CKA_EXTRACTABLE attributes in the template for the new key 

can both be specified to be either CK_TRUE or CK_FALSE.  If omitted, these attributes each take 
on some default value.

 If the base key has its CKA_ALWAYS_SENSITIVE attribute set to CK_FALSE, then the derived 
key will as well.  If the base key has its CKA_ALWAYS_SENSITIVE attribute set to CK_TRUE, 
then the derived key has its CKA_ALWAYS_SENSITIVE attribute set to the same value as its 
CKA_SENSITIVE attribute.

 Similarly, if the base key has its CKA_NEVER_EXTRACTABLE attribute set to CK_FALSE, 
then the derived key will, too.  If the base key has its CKA_NEVER_EXTRACTABLE attribute 
set to CK_TRUE, then the derived key has its CKA_NEVER_EXTRACTABLE attribute set to 
the opposite value from its CKA_EXTRACTABLE attribute.

For this mechanism, the ulMinKeySize and ulMaxKeySize fields of the CK_MECHANISM_INFO 
structure specify the minimum and maximum supported number of bits in the field sizes, respectively.  



For example, if a Cryptoki library supports only EC using a field of characteristic 2 which has between 
2200 and 2300 elements, then ulMinKeySize = 201 and ulMaxKeySize = 301 (when written in binary 
notation, the number 2200 consists of a 1 bit followed by 200 0 bits.  It is therefore a 201-bit number.  
Similarly, 2300 is a 301-bit number).
When this mechanism is used in C_Encapsulate and C_Decapsulated, no public-key is provided in the 
mechanism parameters. For C_Encapsulate, an ephemeral key pair is generated. The value of the generated 
public key is returned as the cipher text and the private key is used with public key provided in the API to 
generate a symetric key using EC Cofactor Derive.
Constraints on key types are summarized in the following table:

Table 9: ECDH with cofactor: Allowed Key Types

Function Key type

C_Derive CKK_EC

C_Encapsulate CKK_EC

C_Decapsulate CKK_EC

1.3 Diffie-Hellman
Table 10, Diffie-Hellman Mechanisms vs. Functions
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1.3.1 PKCS #3 Diffie-Hellman key derivation

The PKCS #3 Diffie-Hellman key derivation mechanism, denoted CKM_DH_PKCS_DERIVE, is a 
mechanism for key derivation based on Diffie-Hellman key agreement, as defined in [PKCS #3]. This 
is what PKCS #3 calls “phase II”.
It has a parameter, which is the public value of the other party in the key agreement protocol, 
represented as a Cryptoki “Big integer” (i.e., a sequence of bytes, most-significant byte first).
This mechanism derives a secret key from a Diffie-Hellman private key and the public value of the 
other party.  It computes a Diffie-Hellman secret value from the public value and private key according 
to [PKCS #3], and truncates the result according to the CKA_KEY_TYPE attribute of the template 
and, if it has one and the key type supports it, the CKA_VALUE_LEN attribute of the template. (The 
truncation removes bytes from the leading end of the secret value.) The mechanism contributes the 
result as the CKA_VALUE attribute of the new key; other attributes required by the key type must be 
specified in the template.
This mechanism has the following rules about key sensitivity and extractability1:
 The CKA_SENSITIVE and CKA_EXTRACTABLE attributes in the template for the new key 

can both be specified to be either CK_TRUE or CK_FALSE.  If omitted, these attributes each take 
on some default value.

 If the base key has its CKA_ALWAYS_SENSITIVE attribute set to CK_FALSE, then the derived 
key will as well.  If the base key has its CKA_ALWAYS_SENSITIVE attribute set to CK_TRUE, 
then the derived key has its CKA_ALWAYS_SENSITIVE attribute set to the same value as its 
CKA_SENSITIVE attribute.

 Similarly, if the base key has its CKA_NEVER_EXTRACTABLE attribute set to CK_FALSE, 
then the derived key will, too.  If the base key has its CKA_NEVER_EXTRACTABLE attribute 
set to CK_TRUE, then the derived key has its CKA_NEVER_EXTRACTABLE attribute set to 
the opposite value from its CKA_EXTRACTABLE attribute.

When this mechanism is used in C_Encapsulate and C_Decapsulated, no public-key is provided in the 
mechanism parameters. For C_Encapsulate, an ephemeral key pair is generated. The value of the generated 
public key is returned as the cipher text and the private key is used with public key provided in the API to 
generate a symetric key using Diffie Helman PKCS #3 Derive.
For this mechanism, the ulMinKeySize and ulMaxKeySize fields of the CK_MECHANISM_INFO structure specify the supported range of Diffie-Hellman prime sizes, in bits.

1.3.2 X9.42 Diffie-Hellman key derivation

The X9.42 Diffie-Hellman key derivation mechanism, denoted CKM_X9_42_DH_DERIVE, is a 
mechanism for key derivation based on the Diffie-Hellman key agreement scheme, as defined in the 
ANSI X9.42 standard, where each party contributes one key pair, all using the same X9.42 Diffie-
Hellman domain parameters.
It has a parameter, a CK_X9_42_DH1_DERIVE_PARAMS structure.
This mechanism derives a secret value, and truncates the result according to the CKA_KEY_TYPE 
attribute of the template and, if it has one and the key type supports it, the CKA_VALUE_LEN 
attribute of the template.  (The truncation removes bytes from the leading end of the secret value.)  The 
mechanism contributes the result as the CKA_VALUE attribute of the new key; other attributes 
required by the key type must be specified in the template. Note that in order to validate this 
mechanism it may be required to use the CKA_VALUE attribute as the key of a general-length MAC 
mechanism (e.g. CKM_SHA_1_HMAC_GENERAL) over some test data.
This mechanism has the following rules about key sensitivity and extractability:

1  Note that the rules regarding the CKA_SENSITIVE, CKA_EXTRACTABLE, CKA_ALWAYS_SENSITIVE, and CKA_NEVER_EXTRACTABLE attributes have changed in version 2.11 to match the 

policy used by other key derivation mechanisms such as CKM_SSL3_MASTER_KEY_DERIVE. 



 The CKA_SENSITIVE and CKA_EXTRACTABLE attributes in the template for the new key 
can both be specified to be either CK_TRUE or CK_FALSE.  If omitted, these attributes each take 
on some default value.

 If the base key has its CKA_ALWAYS_SENSITIVE attribute set to CK_FALSE, then the derived 
key will as well.  If the base key has its CKA_ALWAYS_SENSITIVE attribute set to CK_TRUE, 
then the derived key has its CKA_ALWAYS_SENSITIVE attribute set to the same value as its 
CKA_SENSITIVE attribute.

 Similarly, if the base key has its CKA_NEVER_EXTRACTABLE attribute set to CK_FALSE, 
then the derived key will, too.  If the base key has its CKA_NEVER_EXTRACTABLE attribute 
set to CK_TRUE, then the derived key has its CKA_NEVER_EXTRACTABLE attribute set to 
the opposite value from its CKA_EXTRACTABLE attribute.

For this mechanism, the ulMinKeySize and ulMaxKeySize fields of the CK_MECHANISM_INFO 
structure specify the supported range of X9.42 Diffie-Hellman prime sizes, in bits, for the 
CKA_PRIME attribute.

When this mechanism is used in C_Encapsulate and C_Decapsulated, no public-key is provided in the 
mechanism parameters. For C_Encapsulate, an ephemeral key pair is generated. The value of the generated 
public key is returned as the cipher text and the private key is used with public key provided in the API to 
generate a symetric key using Diffie Helman X9.42 Derive.

1.4   Crystals-Kyber
Table 11, Diffie-Hellman Mechanisms vs. Functions
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1.4.1   Definitions

This section defines the key type “CKK_KYBER” for type CK_KEY_TYPE as used in the 
CKA_KEY_TYPE attribute of all KYBER key objects.

Mechanisms:
CKM_KYBER_KEY_PAIR_GEN       
CKM_KYBER

CK_KYBER_PARAMETER_SET_TYPE is used to indicate which kyber parameter set the keys 
belong to.

typedef CK_ULONG CK_KYBER_PARAMETER_SET_TYPE;



Parameter set types:
           CKP_KYBER512
           CKP_KYBER768
           CKP_KYBER1024

1.4.2   Kyber public key objects

Kyber public key objects (object class CKO_PUBLIC_KEY, key type CKK_KYBER) hold Kyber 
public keys.  The following table defines the Kyber public key object attributes, in addition to the 
common attributes defined for this object class:

Table 12, Kyber Public Key Object Attributes

Attribute Data type Meaning

CKA_PARAMETER_SET1,3  CK_KYBER_PARAMETER_SET_
TYPE

Kyber parameter set

CKA_VALUE1,4  Big integer Public value y 
-   Refer to table 11 for footnotes
The CKA_PARAMETER_SET attribute value selects a predefined set of parameters specified by 
NIST. The parameter set will select the security level and public key sizes. Tokens may support a 
subset of the defined parameter sets.
The following is a sample template for creating a Kyber public key object:

CK_OBJECT_CLASS class = CKO_PUBLIC_KEY;
CK_KEY_TYPE keyType = CKK_KYBER;
CK_UTF8CHAR label[] = “A Crystals-Kyber public key object”;
CK_KYBER_PARAMETER_SET_TYPE param_set = CKP_KYBER512;
CK_BYTE value[] = {...};
CK_BBOOL true = CK_TRUE;
CK_ATTRIBUTE template[] = {
  {CKA_CLASS, &class, sizeof(class)},
  {CKA_KEY_TYPE, &keyType, sizeof(keyType)},
  {CKA_TOKEN, &true, sizeof(true)},
  {CKA_LABEL, label, sizeof(label)-1},
  {CKA_PARAMETER_SET, &param_set, sizeof(param_set)},
  {CKA_VALUE, value, sizeof(value)}
};

1.4.3   Kyber private key objects

Kyber private key objects (object class CKO_PRIVATE_KEY, key type CKK_KYBER) hold Kyber 
private keys.  The following table defines the Kyber private key object attributes, in addition to the 
common attributes defined for this object class:

Table 13, Kyber Private Key Object Attributes

Attribute Data type Meaning

CKA_PARAMETER_SET
1,4,6  

CK_KYBER_PARAMETER_SET_
TYPE

Kyber parameter 
set

CKA_VALUE1,4,6,7  Big integer Private value x
-   Refer to table 11 for footnotes



The CKA_PARAMETER_SET attribute value selects a predefined set of parameters specified by 
NIST. The parameter set will select the security level and public key sizes. Tokens may support a 
subset of the defined parameter sets.
Note that when generating a Kyber private key, the  parameter set is not specified in the key’s template.
This is because Kyber private keys are only generated as part of a Kyber key pair, and the parameter 
set for the pair is specified in the template for the Kyber public key.
The following is a sample template for creating a Kyber private key object:

CK_OBJECT_CLASS class = CKO_PRIVATE_KEY;
CK_KEY_TYPE keyType = CKK_KYBER;
CK_UTF8CHAR label[] = “A Crystals-Kyber private key object”;
CK_BYTE subject[] = {...};
CK_BYTE id[] = {123};
CK_KYBER_PARAMETER_SET_TYPE param_set = CKP_KYBER512;
CK_BYTE value[] = {...};
CK_BBOOL true = CK_TRUE;
CK_ATTRIBUTE template[] = {
  {CKA_CLASS, &class, sizeof(class)},
  {CKA_KEY_TYPE, &keyType, sizeof(keyType)},
  {CKA_TOKEN, &true, sizeof(true)},
  {CKA_LABEL, label, sizeof(label)-1},
  {CKA_SUBJECT, subject, sizeof(subject)},
  {CKA_ID, id, sizeof(id)},
  {CKA_SENSITIVE, &true, sizeof(true)},
  {CKA_DECAPSULATE, &true, sizeof(true)},
  {CKA_PARAMETER_SET, &param_set, sizeof(param_set)},
  {CKA_VALUE, value, sizeof(value)}
};

1.4.4   Kyber key pair generation

The Kyber key pair generation mechanism, denoted CKM_KYBER_KEY_PAIR_GEN, is a key pair 
generation mechanism using Kyber.CCAKEM.KeyGen() , as defined in [NIST SP-800 ?].  It does not 
have a parameter.
The mechanism generates Kyber public/private key pairs with a parameter set, as specified in the 
CKA_PARAMETER_SET attribute of the template for the public key.
The mechanism contributes the CKA_CLASS, CKA_KEY_TYPE, and CKA_VALUE attributes to 
the new public key and the CKA_CLASS, CKA_KEY_TYPE, CKA_PRIME, CKA_BASE, and 
CKA_VALUE  attributes to the new private key; other attributes required by the Kyber public and 
private key types must be specified in the templates.
For this mechanism, the ulMinKeySize and ulMaxKeySize fields of the CK_MECHANISM_INFO 
structure specify the supported range of Kyber public key in bytes.

1.4.5   Kyber Key Agreement

The Kyber Key Agreement mechanism, denoted CKM_KYBER, is a mechanism for key 
encapsulation and decapsulation using kyber CCAKEM, or key wrap and unwrap using Kybe 
CPAPKE. Both are defined in [NIST SP-800-5x]. 

It has has no parameters.



When used in C_Encapsulate, this mechanism generates a secret key and an encapsulated cipher text 
from a Kyber Pubic Key using Kyber.CCAKEM.Enc().

When used in C_Decapsulate, this mechanism generates a secret key from an encapsulated cipher and a
Kyber Private key using Kyber.CCAKEM.Dec().

When used in C_Wrap, this mechanism wraps the specified secret key with a Kyber public key using 
Kyber.CPAPKE.Enc() and returns a cipher text.

When used in C_Unwrap, this mechansims unwraps a secret key from the cipher text and a Kyber 
private key using Kyber.CPAPKE.Dec().

The length value of the secret key is set according to the CKA_KEY_TYPE attribute of the template 
and, if it has one and the key type supports it, the CKA_VALUE_LEN attribute of the template. (For 
C_Encapsulate and C_Decapsulate the length controls the output if the Kyber internal KDF. For 
C_Unwrap, the length controls how many bits to truncate.) 

The mechanism contributes the result as the CKA_VALUE attribute of the new key; other attributes 
required by the key type must be specified in the template.
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